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EXECUTIVE SUMMARY

ES.1 INTRODUCTION

IT Resarch Inditute and the lllinois Inditute of Technology Chicago-Kent College of Law
(herein abbreviated as IITRI), under contract to the Department of Justice (DoJ), evauaed a
Federd Bureau of Investigation (FBI) system known as Carnivore. Carnivore is a software-based
tool used to examine dl Internet Protocol (IP) packets on an Ethernet and record only those
packets or packet segments that meet very specific parameters. [ITRI was asked to report on
whether Carnivore

Provides invedtigators with dl, but only, the information it is designed and st to provide
in accordance with a given court order

Introduces any new, maerid risks of operationd or security imparment of an Internet
Service Provider's (ISP s) network

Risks unauthorized acquidtion, whether intentiond or unintentiond, of dectronic
communication information by: (1) FBlI personnd or (2) persons other than FBI
personnel

Provides protections, including audit functions and operational procedures or practices,
commensurate with the level of therisks

In addition, IITRI consdered the concerns of interested organizations and citizens. 1ITRI studied
recent tetimony; examined maerid on Internet Stes; and met with representatives of the
American Civil Liberties Union, Electronic Privacy Information Center, and the Center for
Democracy and Technology. I TRI determined that this report must also address

All potentid capabilities of the system, independert of intended use
Controls on, and auditability of, the entire process by the FBI, the DoJ, and the courts
Fault tolerance and integrity of the data
Roles, actual and potentia, of other parties and sysems, eg., the ISP or dternative
implementations
Functions of Carnivore within a suite of Smilar products
ES.2 SCOPE

lITRI determined that the scope of the evaluation had to include how Carnivore is gpplied as
well as its technica capabilities. 1ITRI evauated the understanding of court orders by the field
investigator, the implementation of the court order as commands to the acquisition software, the
acquistion minimization performed by the software, and the handling and pod-processing of
acquired data. Quedtions of conditutiondity of Carnivore-type intercepts and trustworthiness of
law enforcement agents were outside the scope of this evauation.

The Carnivore IITRI evduated is a snapshot of an onrgoing development. Carnivore is evolving
to improve its performance, enhance its capabilities, and keep pace with Internet development
IITRI/IIT—DoJ Sensitive Page vii
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and court rulings. The current verson (Carnivore 1.3.4 SP3) was deployed to meet an immediate
requirement that commercid products could not satisfy while development continued. The next
verson, Carnivore 2.0, isin aphatest. Source code for v2.0 was provided to I TRI.

ES.3 APPROACH
[ITRI gpproached the evaluation in four coordinated, but largely independent, threads

1. 1ITRI evduated the process used to trandate court orders into commands for Carnivore,
implement the collection, and verify that only permitted information was gathered. This
thread consdered various use scenarios including full content and pen register intercepts.
It included interviews with FBI developers, the deployment team, field agents who have
used Carnivore, and |SPswho have hosted it.

2. lITRI evduated the sysem architecture especidly with respect to security. This thread
consdered dternative implementations and the capabilities of commercid products.

3. lITRI examined the Canivore source code to determine what functions have been
implemented and what limitations have been built in.

4. IITRI inddled the sysem in its Information Technology Laboratory (IT Lab) and
experimentdly determined sysem capabiliies Teds focused on capabilities  of
Canivore, but incduded using two post-processng programs—Packeteer and
CoolMiner—that, with Carnivore, are collectively known as the DragonWare suite.

ES.4 OBSERVATIONS

Canivore is a sysem wused to implement court-ordered survellance of dectronic
communication. It is used when other implementations (e.g., having an ISP provide the requested
data) do not meet the needs of the investigators or the regtrictions placed by the court. Carnivore
can be used to collect full content of communications under 18 U.S.C. 88 2510-2522 and 50
U.S.C 88 1801-1829 or only address information (i.e., pen register) under 18 U.S.C. 8§ 3121-
3127 and 50 U.S.C 88 1841-1846. Law enforcement agents follow a rigorous, detailed procedure
to obtain court orders and surveillance is performed under the supervison of the court issuing the
order.

As in dl technicd survellance, the FBI agpplies a drict separation of respongbility when using
Carnivore. Case agents edtablish the need and judtification for the survellance. A separate team
of technicdly trained agents ingdls the equipment and configures it to redrict collection to that
dlowed by the court order. In the case of Carnivore, dl ingdlations have been performed by the
same smdl team. Case agents are motivated to solve or prevent crimes, but technicdly trained
agents are motivated by FBI policy and procedures to ensure that collection adheres drictly to
court orders and will be admissible in court as evidence.

The Carnivore architecture (Figure ES-1) comprises (1) a one-way tap into an Ethernet data
geam; (2) a generd purpose computer to filter and collect data; (3) additiona generd purpose
computers to control the collection and examine the data; and (4) a teephone link to the
collection computer. The collection computer is typicdly ingaled without a keyboard or
monitor. PCAnywhere, a sandard commercia product from Symantec Inc., dlows the additiona

Page viii ITRINT—DoJ Sensitive
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computers to control the collection computer via the telephone link. The link is protected by an
electronic key such that only a computer with a matching key can connect. Carnivore software is
typicdly loaded on the collection computer while Packeteer and CoolMiner are ingdled on the
control computers. All computers are equipped with Jazz drives for removable data storage.

Switch or Hub

1\W Carnivore Carnivore
& L——» Collection —» Control
Tap Computer | telephonelink | computer
Subnet with
Target

Figure ES-1. Carnivore Architecture

When placed a an ISP, the collection computer receives al packets on the Ethernet segment to
which it is connected and records packets or packet segments that match Carnivore filter settings.
The one-way tap ensures that Carnivore cannot transmit data on the network, and the absence of
an indalled protocol stack ensures that Carnivore cannot process any packets other than to filter
and optiondly record them. Carnivore can neither dter packets destined for other systems on the
network nor initiate any packets.

Control computers are located at law enforcement Sites When connected by modem to the
collection computer, a control computer operator can set and change filter settings, start and $op
collection, and retrieve collected information. Using Packeteer and CoolMiner, the operator can
reconstruct target activity from the collected IP packets. In pen mode, the operator can see the
TO and FROM e-mail addresses and the IP addresses of computers involved in File Transfer
Protocol (FTP) and Hypertext Transfer Protocol (HTTP) sessions. In full-collection mode, the
operator can view the content of e-mall messages, HTTP pages, FTP sessons, etc. Carnivore
operators are anonymous to the system. All users are logged in as “adminidrator” and no audit
trall of actionsis maintained.

Canivore software has four components: (1) a driver derived from sample C source code
provided with WinDis 32, a product of Printing Communications Associates implements
preliminary filtering of IP packets, (2) an agpplication program interface (API); (3) a down line
load (DLL) program written in C++ provides additiond filtering and data management; and (4)
an executable (EXE) program written in Visud Basc provides a graphicd user interface.
Functiondity is placed in the driver whenever possble to enhance performance. Evolution of the
source code between v1.34 and v2.0 cdealy indicates that al processng will eventudly teke
place in the driver. The DLL provides entry points for functions such as INITIALIZE, START,
IITRI/IIT—DoJ Sensitive Page ix
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STOP, and SHUTDOWN. The user interface is divided into basic (Figure ES-2) and advanced
(Figure ES-3) screens. The basic screen alows an operator to start and stop collection, view
collection datistics, and segment the output file The advanced screen dlows the operator to
define and redefine the filter parameters that control what Carnivore collects.

o Carnivore M= B3 |
-Monitoring -Archive Disk Usage
| | | | |
1] 536 1073 1610 2146
[MegaBytes]
-Memory Buffer Usage
[t |
£ | | | | |
Status Panel 0 o5 50 75 100
Clutput:
Lapture Process: IEIperatiu:un is stopped |I I I I I
s 1] 25 50 7a 100
D ata Archived: [Entesz] Earesr]
Fackets Lost: i Chater |
Advanced... == Exit
Status: Stopped | Filter: exchange.cfg 11414400 1:11 P

Figure ES-2. Basic Carnivore Screen
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Figure ES-3. Advanced Car nivor e Screen

lITRI verified by code wakthrough, and later by experiment, that Carnivore works as described
by the Dol Parameters st in the user interface were reflected in the configuration file. Data
passed by the filter and DLL reflect the configuration file While IITRI did not perfform an
automated andyds to verify dl code ssgments are executed and that no hidden code exids,
ITRI did veify manudly that the driver APl and DLL entry points provide only the
functiondity required to implement the features we observed. Given that the advertised
functiondity provides ample cepability to perform unauthorized surveillance, 1ITRI concluded
there was little incentive to hide such capabilities in the code.

lITRI ingdled Carnivore verson 1.34 in its IT Lab. The test configuration, shown in Fgure ES-
4, mimics the typica inddlation a an ISP. The Canivore tgp was placed in a subnetwork
containing traffic from the target, but as little other traffic as possble. The subnetwork provided
both static and dynamic IP addressing of target and non-target users. IITRI ran a series of tests
covering both pen register and full collection scenarios envisoned by the FBI developers. 1ITRI
aso ran a saries of tests for scenarios not envisoned by the FBI to determine the full capabilities
of the device.

To IITR Inet
IITRI Carnivore
Test Configuration
Ethernet Switch
Tap Port |
‘ Tap : Hub v Camivore
Other Network ¥ Tap Port 2 t
Segments ‘\“M

‘ e
b1
F

Hub &
b L] L] R t
L, Target (fixed IP) i

——» Target (dynamic IP)

Innocent Bystander

Figure ES-4. Carnivore Test Configuration

Carnivore accepts packets unless they are rgected by the filter. Proper operation relies on the
ability of the operator to configure the filter correctly and fully. With the default settings, no
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packets are accepted. However, if a single radio button is sdected to place the software in full
mode collection for transmission control protocol (TCP) traffic, then al TCP traffic is collected.
As more filters are sdected and configured, the volume of collection is reduced. For example,
only sdected ports might be collected and Smple Mail Transfer Protocol (SMTP) and Post
Office Protocol 3 (POP3) might be limited to certain user names. In norma operation, filters are
aso used to limit collection to specific 1P addresses, but sdecting the filters is established by FBI
procedures, not by the software.

The other DragonWare components, Packeteer and CoolMiner, work together to display the
output of Carnivore in a meaningful manner. Packeteer processes the raw output of Carnivore to
recongruct higher-level protocols from IP packets. CoolMiner develops daistical summaries
and displays ether pen regiger or full content information via an Internet browser. After initidly
veifying via hex-dumps that these programs were reporting the test output correctly, 11ITRI used
them to evauate the mgjority of the test scenarios. In cases where the CoolMiner output was not
as expected, the raw data from Carnivore was inspected. A few software bugs were found in the
Packeteer and CoolMiner programs. These bugs actuadly cause the collected data to be
underreported. An examination of the raw Carnivore output revealed that the correct data was
collected. These bugs have been reported to the FBI.

ES.5 CONCLUSIONS

In response to the DoJ s four questions, I TRI concludes

1. When Carnivore is used correctly under a Title 11l order, it provides investigators with no
more information than is permitted by a given court order. When Carnivore is used under
pen trap authorization it collects TO and FROM information, and aso indicates the

length of messages and the length of individud fidd within those messages possbly
exceeding court-permitted collection.

2. Operating Carnivore introduces no operationd or security risks to the ISP network where
itisingaled.

3. Canivore reduces, but does not diminate, risk of both intentiond and unintentiona
unauthorized acquigtion of eectronic communicetion information by FBI personnd, but
introduces little additiond risk of acquigtion by persons other than FBI personnel.

4. While operationa procedures or practices appear sound, Carnivore does not provide
protections, epecialy audit functions, commensurate with the level of the risks.

In response to broader concerns, 11 TRI concludes

Carnivore represents technology that can be more effective in protecting privacy and
enabling lawful surveillance than can dternatives.

Multiple approvas are currently required before a court order, tha might involve a
Carnivore deployment, is requested; dSgnificant pod-collection organizatiiond and
judicid controls exist aswell.

a The supervisng judge can, and regularly does, independently verify that traffic
collected is only what was legdly authorized.
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a Pod-collection motions to suppress, civil litigation, and potentid  crimind
prosecution of agents involved in over-collection provide further post-collection
externa controls protecting againgt misusing Carnivore.

While the sysem was designed to, and can, peform fine-tuned searches, it is adso
capable of broad sweeps. Incorrectly configured, Carnivore can record any traffic it
monitors.

Properly configured, Carnivore examines traffic and determines which pieces are dlowed
by itsfilter s=ttings.

a It accumulates no data other than that which passesitsfilters

a It redricts data available to the FBI to specific types from or to specific users

a It incorporates features to detect dropped packets and guards againgt inadvertently
potentidly missing the Sgn-off of adynamicdly-assigned | P address

Carnivore does not have nearly enough power “to soy on dmost everyone with an emal
account.” In order to work effectively, it must rgect the mgority of packets it monitors. It
aso monitors only the packets traversng the wire to which it is connected. Typicaly, this
wireisanetwork segment handling only a subset of a particular ISP straffic.

ITRI did not find adequate provisons (eg. audit trals) for establishing individud
accountability for actions taken during use of Carnivore.

The current implementation of Carnivore has sgnificant deficiencies in protection for the
integrity of the information it collects.

a The rdationship among Carnivore filter settings, collected data, and other
investigative activities may be difficult to establish.

a Lack of physcd control of the Carnivore collection computer engenders some risk of
compromise

a FBIl tools to view, andyze, and minimize raw Canivore output contan severd
materia weaknesses. During testing, I TRI found severd bugs.

a Carnivore does not consstently recover from power failures.
a Thereisno time synchronization within Carnivore.

No forma development process was used for Carnivore through verson 1.34.
Consequently, technical issues such as software correctness, system robustness, user
interfaces, audit, and accountability and security were not well addressed.

Carnivore does not

a Read dl incoming and outgoing e-mal messages, including sender, recipients,
message subject, and body. It stores packets for later analyss only after they are
pogtively linked by thefilter settings to a target

a Monitor the web-surfing and downloading habits of al the ISP's customers, including
web searches for information or people. It can only record for later evaluation some
HTTPfilesretrieved by atarget
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a Monitor or read dl other dectronic activity for that ISP, including instant messages
(such as with 1CQ), personto-person file transfers, web publishing, FTP, Tenet,
newsgroups, online purchases, and anything else that is routed through that ISP. It can
only record a subset of such files for a specific user

Carnivore cannot

Alter or remove packets from the network or introduce new packets

Block any traffic on the network

Remove images, terms, etc. from communications

Saize contral of any portion of Internet traffic

Shut down or shut off the communications of any person, web site, company, or ISP

Q@ Q@ Q

a Shut off accounts, 1SPs, etc. to “contain” an investigation

The FBI has legitimate reasons to oppose public rdlease of Carnivore. The current verson
has technicd limitations that could be exploited to defeat survellance if they were
revesled.

ES.6 RECOMMENDATIONS

Although IITRI spedificaly exduded questions of conditutiondity and of illegd activity by the
FBI from this evduation, IITRI is concerned tha the presence of Carnivore and its successors
without safeguards as recommended bedow: (1) fuels the concerns of respongble privacy
advocates and reduces the expectations of privacy by citizens at large; and (2) increases public
concern about the potentid unauthorized activity of law enforcement agents. To reduce these
conceans |ITRI makes the following recommendations to add protections that will be
commensurate with the level of risks inherent in deploying a system such as Carnivore:

Continue to use Carnivore versus other techniques when precise collection is required
because Carnivore can be configured to reflect the limitations of a court order.

Provide separate versons of Carnivore for pen register and full content collection.

Provide individua accountability for dl Carnivore actions.

Enhance physical control of Carnivore when it is deployed.

Explicitly bind collected data to the collection configuration by recording the filter
settings with each collected file and add a cyclic redundancy check (CRC) to the recorded
file

Employ a forma devdopment processes to improve tracesbility of requirements,
improve configuration management, and reduce potentid errors in future versons of
Carnivore.

Provide checks in the user interface software to ensure that settings are reasonable and
consstent.
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Work toward public reease of Canivore source code by diminating exploitable
wesknesses. Until public release, continue independent evaluation to assess effectiveness
and risks of over- and under-collection. Once Packeteer and CoolMiner have had dl the
software bugs fixed, make them avalable to other paties with a need to examine
Carnivore data
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SECTION 1
INTRODUCTION

1.1 PURPOSE

Transfer of dectronic information via the Internet has become as essentid to business and
persond communication as has trandfer of voice via the tdephone. The inherent privacy of such
communications is a right of al Americans, but is dso exploited by criminds terrorists, and
others who threaten persond safety and national security. Court-supervised interception of
electronic communication can be a powerful tool for law enforcement agencies to counter such
thrests. Many citizens raise concerns, however, that dectronic survelllance may itsdf become a
threet to condtitutiond rights of privacy, free speech, and association.

The Federa Bureau of Invegtigation (FBI) has developed a tool, Carnivore, to facilitate
interception of eectronic communications. Carnivore is a software-based Internet Protocol (I1P)
packet sniffer that can select and record a defined subset of the traffic on the network to which it
is attached. Packets can be sdlected based on IP address, protocol, or, in the case of emall, on
the user names in the TO and FROM fidds. In limited cases, packets can be sdlected based on
their content. Packets can be recorded in ther entirety (full mode) or recording can be limited to
addressng information (pen mode), i.e, IP addresses and usernames. The FBI bdieves
Carnivore dlows them to limit the information they gather far more precisely than they can do
with commercidly-available tools or by requesting that an Internet Service Provider (ISP)
perform the collection for them.

The FBI and Depatment of Jugtice (DoJ) have dtated their belief that Carnivore is necessary to
combat terrorism, espionage, information warfare, child pornography, serious fraud, and other
fdonies. They offer assurances the tool will not dso facilitate deiberate or inadvertent
interception of protected private communication. In the absence of detalled information about
Carnivore, privacy advocates and other members of the public have raised legitimate concerns
about the capabilities of Carnivore and its use by law enforcement agencies. Members of
Congress, especidly House Mgority Leader Dick Armey, have questioned the development and
use of such tools until concerns have been dlayed, and Attorney General Janet Reno has Stated

“When we develop new technology, when we agpply the Condtitution, | want to
make sure that we gpply it in a consstent and balanced way.”

The questions raised by the Government may be summarized as follows.

1. Does Carnivore encourage or inhibit congstent and balanced application of technology in
conditutiondly-allowed searches, i.e, does Carnivore represent technology that
preserves or upsets the balance between privacy interests and law enforcement interests.

Are additiond regulations for use of such tools needed?
Are concerns of privacy advocates legitimate?
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To provide technicd inputs to help these quedttions, the DoJ solicited academia and private
industry to conduct an independent review of Carnivore. Eleven organizations responded, and
IIT Ressarch Inditute (IITRI), with support from the IIT Chicago-Kent College of Law, was
sdected based on best technica proficiency, proposed inter-professona methodology, and
schedule. While IITRI agreed to alow the DoJ to review the report before it is made public,
lITRI aso agreed to no prior congraints on the scope and methods of the evauation, and secured
DoJ agreement that 1ITRI could retain copies of the submitted report, even if the DoJ determines
it to be sendtive. The principd moativaion for this evaudion is concern within the Federd
Government whether Carnivore is a necessary and gppropriate tool for permissible eectronic
survelllance.

In conducting the evauation of Carnivore, IITRI conddered concerns voiced by many parties.
However, there ae two fundamenta concerns IITRI fdt it could not address (1) the
conditutiondity of collection peformed by Carnivore and (2) whether or not agents of the
government can be trusted to follow edtablished procedures. The evduation reveds how
Carnivore peforms a court-authorized search; it cannot address whether such an authorization
should be made. The evauaion dso addresses whether wesknesses in the technology,
implementation, and procedures associated with Carnivore might faecilitate agent error or
misbehavior. The concerns that are addressed are detailed in the following paragraphs.

111 TECHNICAL CONCERNS

In order to edablish the technica scope of the evauation, the DoJ solicited views from experts,
in the technical community to identify areas that should be addressed. The following areas were
identified by those experts:

1. The boundary of trust between Carnivore aad Windows NT, RADIUS, ISPs, commercia
products, etc.
2. Mapping of acourt order to settings
a Completenessin identifying the target (1P or IP and logon)
a Ability to look a web mail
a Ability to handle diases
a Synchronization and setting of clocks
3. Traning of usars
Auditability of
a Accessa multipleleves
a Change control
a Runtime configuration
a Logs(NT or something specid)
a Audit reduction

5. Fault tolerance: resilience and recovery from power failure; corrupted files; etc.
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Completeness—does it meet specifications
Configuration management of the system and other sysems with which it interacts
Genera purpose machine on the network backbone

© ®©® N o

|solation of device from the network
10. Integrity of data
a Potentid for user error
a Access and unauthorized use by ISPs or others
a Snooping of content
11. Exception tegting
12. Scdahility, ability to handle higher volume, and speed
13. Specification walk through
14. Look for hidden functiondity
15. Capacity testing (peed, buffer overflow)
16. Ted statement coverage (are al executed)
17. Bugsin
Packet and TCP stream reassembly
Memory exhaugtion and buffer overflow
Mail header parsing (legd, but odd use)
Domain Name Server (DNS) name oddities

Uniform Resource Locator (URL) parsing
Multipurpose Internet Mail Extensions (MIME) decode

18. Will locd law enforcement have access
a What are Attorney Generd (AG) guiddines
a Arethey properly trained
IITRI addressed these concerns within the time and resources provided by the DoJ contract.

1.1.2 CONCERN OF PRIVACY ADVOCATES

Privacy advocates from the American Civil Liberties Union (ACLU), Electronic Freedom
Foundation (EFF), Electronic Privacy Information Center (EPIC), and Center for Democracy and
Technology (CDT), among others, have made public statements, tetified before Congress, and
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met directly with the DoJ to express their concerns about Carnivore. [ITRI reviewed dl available
datements and assambled the following li of concerns pargphrased from the materids
reviewed:

1. While the sysem, a sophisticated combination of hardware and proprigtary software, can
perform fine-tuned searches, it is dso capable of broad sweeps, potentidly enabling the
FBI to monitor al of the network’ s communications.

2. “The FBI is placing a black box inside the computer network of an ISP. Not even the ISP
knows exactly whet that gizmo isdoing.”

3. Does Carnivore collect more than ordinary e-mail correspondence? Can it monitor al
digita communications, for example, 3oy on online banking transactions?

4. Can Carnivore examine traffic and determine which parts are covered by the wiretap
order.

5. Doesthe system restrict the monitored data to just some selected users?
a Isthefiltering done properly?
Can the configuration of the ISP cause Carnivore to collect the wrong data?
Does it have to accumulate other datain order to do this?
Is the recorded data protected against dteration?

Qo @ Q@

Wha happens if Carnivore misses the sgn-off of a dynamicaly-assigned IP address
and continues collection?

6. An ISP (or a court) cannot independently verify that any particular ingalation has been
configured to collect only the traffic for which it is legdly authorized. What controls are
in place?

The system includes no oversght of the information the FBI is capturing.
Can this software itsalf be attacked or subverted!

There are differences between circuit switched and packet switched network architectures
such that laws applicable to one are not applicable to the other.

10. Penregister and full content collection cgpability mixed in one device.

11. Technica issues including the familiar (and tough) problems of software correctness,
complex system robustness, user interfaces, audit, accountability, and security.

13. Survellance of the Internet in this way leaves law enforcement with the potentid to
lower an individud’ s expectation of privacy asthey use the Internet.
1.1.3 CONCERNS EXPRESSED VIA INTERNET

Additional, more daming concans have been rased & a number of web gtes (eg,
www.stopcarnivore.com). While many of these concerns should be dlayed by reputable expert
andyses (eg., www.infowarior.org) of FBI presentations on Carnivore and Freedom of
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Information Act (FOIA) releases by the DoJ, IITRI adso consdered the following concerns while
conducting the evauation:

1. Can Canivore scan millions of e-mails per second, giving it unlimited power to oy on
amog everyone with an e-mail account.

2. CanCarnivore

a

Read dl incoming and outgoing e-mal messages, including sender, recipients, and
message subject and body

Monitor the web surfing and downloading habits of dl the ISP's customers, including
web searches for information or people

Monitor or read dl other eectronic activity for that ISP, including indant messages
(such as with 1CQ), personto-person file transfers, web publishing, FTP, Tenet,
newsgroups, online purchases, and al other traffic that is routed through that ISP

3. Can Carmivore

a

a

Become a “vave’ or “filte” through which dmost dl of the world's digitd
information will pass

Block the viewing of any images with certain suspicious filenames or block access to
pornographic domains

Scan everyone's e-mal for drug references and monitor everyone's surfing to find
“offending” dtes
Seize control of any portion of Internet traffic

Shut off accounts, 1SPs, or even cities or regions to “contan” whatever is being
investigated

Literdly remove “offendve’ terms from communications

Become a virtud “big black marker” that can be used to block “dangerous’ or
“threatening” images

Widen the range, scope, and frequency of actions that some people view as violations
of privacy

Shut down or shut off the communications of any one person, web sSte, company, or
|SP

4. Isit possble, with Carnivore widely deployed, the FBI could

a

Ban by interception, deletion, or dteration any language or content found to be
objectionable

Monitor the country’s communications and target any person who was found or
suspected to be a “problem,” with the FBI acting as judge of who or what is a
“problem”
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a Invoke mandatory standards for web stes, such as a rating system (like that used for
movies), or lowering security standards (prohibiting encrypted messages and secure,
private web sites)

1.2 OBJECTIVE

Motivated by a broad concern for privacy, the purpose of this report is to provide the information
needed for any individua or organization to make an independent judgement about Carnivore.
To this end, 1ITRI set two objectives. (1) answering the four specific questions posed by the DoJ
in its Statement of Work and (2) conveying an understanding of the system and its use.

1.2.1 ADDRESS FOUR KEY QUESTIONS
[ITRI isunder contract to the DoJ to answer four questions. Does Carnivore

1. Provide invedigators with dl, but only, the information it is designed and set to provide
in accordance with a given court order.

2. Introduce any new, materid risks of operationa or security imparment of an ISP's
network.

3. Rik unauthorized acquistion, whether intentiond or unintentiond, of dectronic
communication information by

a FBI personnd

a Persons other than FBI personnel

4. Provide protections, including audit functions and operationa procedures or practices,
commensurate with the leve of the risks.

1.2.2 CONVEY UNDERSTANDING OF THE SYSTEM

IITRI had to develop a thorough understanding of Carnivore, and the manner in which it is used
by the FBI, to answer DoJs four questions. IITRI had to determine what procedures are
mandated by FBI and DoJ officds determine the extent to which FBI agents and technicians
understand those procedures and employ Carnivore to implement them, interview 1SPs and
others to verify the information supplied by the FBI, and examine the software source code and
tex Canivore in IITRI's Information Technology Laboratory (IT Lab) to determine (1) if it
performs correctly when used as the FBI intends and (2) the full extent of its capabilities. If
[ITRI achieved its second objective, readers of this report will gain asmilar undersanding.

1.3 SCOPE

lITRI determined that the scope of the evauaion had to include how Carnivore is applied, as
well as its technical capabilities This concept is illugrated in Figure 1-1 where everything within
the drde is within the scope of Carnivore and this evauation. 1ITRI evauated the understanding
of court orders by the fidd invedtigetor, the implementation of the court order as commands to
the acquidtion software, the acquigtion minimization peformed by the oftware, ad the
handling and post-processng of acquired data. Questions of conditutiondity of Carnivore-type
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intercepts and trustworthiness of law enforcement agents were outsde the scope of the
evauation.

Carnivore
Filters

Control
Interpreted by |
Agentsto set Collection of

Multiple ﬂ

levels of .
R Carnivore
Data Fil

aley

Processed by
Shown to DragonWare
Comply

Minimized
Data

Figure 1-1. Scope of the Evaluation
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SECTION 2
APPROACH

lITRI approached the evauation of Carnivore by firg liging and prioritizing government, public,
and its own concerns aout Carnivore's operation and application. [ITRI addressed as many of
these concens as possble within the avalable time and resources. To make best use of
resources, IITRI divided the effort into four coordinated, but largely independent, threads (1)
asss the process in which Carnivore is gpplied; (2) evduate the sysem architecture including
commercid-off-the-shelf (COTS) products, (3) examine the software source code; and (4) test
Carnivore in the IITRI IT Lab. Each thread addressed a different subset of concerns, but, in
generd, IITRI was ale to address each concern from multiple view points. The specific
approaches to each thread are described in the following paragraphs.

The FBI did everything possble to facilitate this evauation. The Bureau provided Carnivore
hardware and software for use a the IITRI faclity. It made key personnd a the Engineering
Research Facility and in fidd offices avalable as needed. It provided al documentation
requested and volunteered additiona documents that might be hdpful. The FBI answvered dl
questions promptly and completdy. Timely completion of this evauation would not have been
possible without this level of cooperation.

2.1 PROCESS ASSESSMENT

ITRI evauated the process used to trandate court orders into commands for Carnivore,
implement the collection of information, and then verify that only permitted information was
gathered. This thread conddered various use scenarios including full content and pen register
intercepts. It included interviews with FBI developers, the deployment team, fidd agents who
have used Carnivore, and 1SPs who have hosted it. IITRI aso reviewed written FBI procedures
to assess the organizationd controls on using Carnivore and handling information collected by it.

FBI personne from the Engineering Research Facility described the process for using Carnivore
during initid technicd medtings IITRI subsequently verified those descriptions by reviewing
Government  Furnished Information (GFl) (see paragraph 2.2), interviewing fidd agents, and
interviewing personnel from 1SPs where Carnivore has been inddled. Fidd agents who have
used Carnivore were identified for [ITRI by the Digitd Intercept Technology Unit (DITU). IITRI
interviewed case agents, who use Carnivore daa in ther invedtigations, and technicdly trained
agents, who are the hands-on usars of Carnivore. ISP personnd interviewed included the
manager of Internet services of a smdl ISP (identified for IITRI by the FBI) and the legd
advisor, system administrator, and data center manager of a large ISP (contacted independently

by [ITRI).

2.2 ARCHITECTURE EVALUATION

ITRI evauated the sysgem architecture and COTS components, especidly with respect to
security. This thread consdered dternative implementations and the capabilities of potentia
Carnivore replacements or competitors from the commercid market. The architecture evauation
was based on presentations by the FBI, discussons with the FBI Carnivore deployment and
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devdopment teams, examindion of publicy-avaladle information, and examination of the
following senstive GH documents:

Carnivore 1.3.4 System Requirements

Carnivore 1.3.4 Test Plan

Carnivore Use Case Specifications

Carnivore Verson 2.0 Vison Document

FBI Data Intercept Training Manua

Reevant portions of the FBI Manud of Investigative Operations and Guideines (MIOG)
Representative court orders

CD-ROM with binaries and source code for Carnivore versons 1.3.4 and 2.0 alpha.

lITRI and the FBI conducted four technical meetings a the FBI Engineering Research Facility
and the [ITRI IT Lab. Participants included the IITRI technical evauation and test team, the FBI
project manager and deployment team, and the Carnivore and DragonWare developers. ITRI
paticipated with the FBI in an ingdlation of Carnivore in IITRI’s IT Lab, received traning on
usng Canivore, and later independently reindaled the sysem. IITRI had the opportunity to
question the developers about desgn decisons and to understand the history and future of
Carnivore development aswell as the current system.

2.3 SOFTWARE SOURCE CODE EXAMINATION

lITRI examined the Carnivore source code to determine what functions have been implemented
and what limitations have been built in. This examination was primarily a manud examination,
dthough Rationd Rose and some miscellaneous tools were gpplied, with limited results, as
follows

ITRI used clc (C/IC++ line-counter), a freeware tool written in Perl, to count
noncomment lines of code. The count is somewhat subjective and for this report the
numbers are rounded and reported as gpproximations.

ITRI specificdly described dl file outputs that occur during norma operation of
Carnivore. There are additiona outputs to the screen that occur when Carnivore is run
with debugging turned on. IITRI verified that none of these outputs provide additiond
detall about packet contents.

IITRI used the reverse enginesring capabilities of Rational Rose to generate a class
diagram of Carnivoredll, but the effort reveded only one reationship among the classes.
The class CVoreFleFormat is derived from the absract class CFileFormat. This
relationship appears to reduce the effort required to revise the output file format (as has
been done for Carnivore v2.0). Creeting additiond diagrams or determining additiond
relationships for the class diagram (if applicable) would have been an extensve manud
effort and was beyond the scope and resources of this evauation.
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2.4 LABORATORY TEST

lITRI inddled the sysem in its IT Lab and experimentaly determined the system capabilities.
These tests focused on capabilities of Carnivore but included use of two post-processing
programs, Packeteer and CoolMiner, which, with Carnivore, are collectively known as the
DragonWare suite. Carnivore is the main collection system; the tested verson is 1.34 (SP3).
Packeteer is a tool used to process the collected packets, the main purpose of this process is to
put together dl of the packets that belong to one sesson. The tested version is 1.2 (SP4).
CoolMiner is a web browser tool that is used to analyze the packet data that Packeteer put
together. The tested version is 1.2 (SP4).

As Carnivore filters IP packets it normally consders only the next layer of protocols (i.e., TCP,
User Datagram Protocol (UDP), and Internet Control Message Protocol (ICMP)). Reconstruction
of higher levd protocols (eg., POP3, SMTP, FTP, HTTP, etc.) is a function of Packeteer.
Because IITRI was testing Carnivore and not Packeteer, it was able to use a very limited subset
of protocolsin its test scenarios and Htill evduate dl Carnivore functions.

lITRI created a specid subnetwork within its exiging office automation system to dlow redidtic
teing in an environment dmilar to that used a ISPs (see Fgure 2-1). A ssgment of the
subnetwork containing desktop personal computers (PCs) with fixed IP addresses and a laptop
PC that obtained its IP address dynamicaly were used in the test environment to generate end-
user traffic during the period that Carnivore was collecting data For most of the scenarios, a
target was assigned to use ether a fixed IP address desktop PC or a dynamic IP address laptop
PC. Additiona desktop computers are identified in Figure 2-1 as the “Innocent Bystanders.”
Some of the test scenarios required multiple survelllance targets to test how a fixed IP address
might behave differently than adynamic IP address.

For stress and capacity tests, a mail server was placed on the subnetwork and a Perl script was
written to generate a continuous stream of messages.
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SECTION 3
FINDINGS

3.1 THE LEGAL FRAMEWORK FOR ELECTRONIC SURVEILLANCE

Three datutory schemes provide the framework for the FBI's use of Carnivore. FBI agents may
use Carnivore to intercept eectronic information pursuant to Title 11l of the Omnibus Crime
Control and Safe Streets Act of 1968, pursuant to the Foreign Inteligence Survelllance Act,’ and
pursuant to the pen-trap provisons in 18 U.S.C. 88 3121-3124. Additiond background is found

in Appendix A.

3.1.1 TITLE NI INTERCEPTS OF ELECTRONIC INFORMATION

Federd law enforcement invedigators can only dectronicdly intercept information  under
gringent requirements. The Omnibus Crime Control and Safe Streets Act governs eectronic
interception of wire and ora communication; it was amended in 1986 to include interception of
electronic communication.

One redriction provides that only certan highly-placed offidds in the DoJ—the Attorney
Generd, Deputy Attorney Generd, Associate Attorney Generd, and certain others designated by
the Attorney Generd—can authorize gpplication for a wiretgp via Carnivore or any other
mechaniam. This requirement ensures a measure of interna review and deliberation prior to any
wiretap. Second, as a legd matter, wiretaps in the Carnivore context can only be used for a
fdony,v and, as a practicd matter, only for those feonies serious enough to warrant the
resources” Third, only an Artice Il judge may grant the order” Fourth, law enforcement
officiads must demondrate probable cause that a crime has been committed or is about to be
committed, that normd investigetive procedures have been tried and have not been sufficient,
and that there is probable cause to believe that communications relevant to the investigation can
be captured. Fifth, the wiretgp order must contain the following: (1) the identity of the
interceptee, if known; (2) the nature and location of the communications fadlities to which the
authority to intercept is granted; (3) a particular description of the type of communication sought
to be intercepted, and a statement of the particular offense to which it rdates; (4) the identity of
the agency authorized to intercept the communications, and of the person authorizing the
goplication; and (5) the period of time during which such interception is authorized, including a
datement as to whether or not the interception shal be automaticaly terminated when the
described communication is first obtained. Sixth, every order must ensure that the interception
“minimize the interception of communication,” including that the interception should not
continue for “any period longer than is necessary to achieve the objective of the authorization, or
in any event longer than thirty days”* Law enforcement officers in the wiretap context typicdly
satisfy minimization obligations by turning off the equipment when content outsde the scope of
the Title Il order is heard, and then turning the equipment back on periodicaly to determine if
content within the scope of the order is occurring. The efficacy of minimizaion thus depends
upon the judgment of the human ligener. Carnivore provides minimization for intercepts of
electronic communications automaticdly through its filters Second-stage minimization occurs
when the case agent reviews intercepted communications with DragonWare. Seventh, within 90
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days dfter termination of the invedtigetion, the supervisng judge shall notify targets and certan
other parties whose communications were intercepted of the fact of interception.

Section 2518(7) permits circumvention of the above requirements in discrete circumstances. If a
lav enforcement officid desgnated by the Attorney Genera determines that an emergency
gtuaion exigs in which the nationd security is compromised or there is an “immediate danger
of desth or serious physica injury,”¥ the interception can proceed with notice to the court within
the next 48 hours.

3.1.2 PEN AND TRAP PROVISIONS

Pen regigters and trgp and trace devices (pen trap devices) record the numbers of incoming cals
and outgoing telephone numbers dided. The devices may be used by law enforcement agencies
only pursuant to a court order, but the redrictions are less stringent than for wiretgps under Title
115 Applicetions for pen trap orders may be made by any attorney for the Federa Government
or by date investigative and law enforcement officers. No specid authorization is required.s
Any court of competent jurisdiction must issue a pen trgp order if the court finds that the
goplicant has certified to the court that the information likely to be obtained through the device is
“rdevant to an ongoing crimind invedtigation.”” Pen trap orders must specify the subscriber of
the telephone line to which the pen trap device will be attached, the identity of any person who is
the subject of a crimind investigation, the number and, if known, physicd locaion of the
telephone line to which the pen trap device is to be attached, and state the offense as to which the
information likely to be obtained by the pen trap device relates™ Pen trap orders may direct third
paties to furnish information, fadilities, and technicd assgance necessary to accomplish
ingdlation of the pen trap device, extend for 60 days, and be renewed upon further judicid
findings™ When FBI officids use Carnivore for purposes of capturing destination information of
e-mal messages sent and origingion information on e-mal messages received, they assert that
they need only abide by this set of datutory redrictions rather than the more extensve set under
Titlelll.

3.1.3 FOREIGN INTELLIGENCE SURVEILLANCE ACT

The Foregn Intdligence Survelllance Act (FISA) provides for eectronic survellance of foreign
powers and agents of foreign powers in the United States for the purpose of obtaining foreign
intdligence information. If no “United States person” likely will be overheard, then no court
order isrequired, only certification by the Attorney Generd .

If a United States person is involved, however, FISA requires an order issued by a specid
foreign intdligence surveillance court. A judge of the specid court must approve the dectronic
aurvelllance if it is found that the requirements of the datute have been satisfied i The order
must specify the identity or provide a description of the target of the dectronic survellance, the
nature and location of each facility or place & which dectronic surveillance will be directed, the
type of information sought to be acquired and the type of communications or activities to be
subjected to the survellance, the means by which the dectronic survelllance will be effected and
whether physica entry will be used to effect the surveillance, the period of time during which the
electronic surveillance is gpproved, and, when more than one surveillance device is used under
the order, the authorized coverage of each device and the minimization procedures to be
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gpplied* The order dso must direct that the minimization procedures be followed and may
direct third paties to furnish law enforcement authorities with necessary information, facilities,
or technica assgtance necessary to accomplish the éectronic surveillance in a manner that will
protect its secrecy and interfere minimally with the services of the subject of that order

Applications for FISA orders may be made only with the gpprova of the Attorney Generd and
upon a cetification by the Assgant to the Presdent for Nationa Security Affars or other
desgnated nationd security  officids, that the informaion sought is foreign inteligence
information and tha such information cannot reasonably be obtained by normd investigative
techniques™ Findly, foreign inteligence pen trap devices may be indaled and used pursuant to
orders by the specid court or a specidly designated United States Magistrate Judge and requires
samilar findings and directions

3.2 THE ELECTRONIC SURVEILLANCE PROCESS
3.2.1 THE DECISION TO USE CARNIVORE

A decison to use dectronic eavesdropping comes only after a crimind invedigation has
proceeded subgantidly. This timing of the decison is true for a number of reasons. Fird, the
FBI must demondrate to the satisfaction of a judge probable cause that a crime has been
committed or is about to be committed and that the surveillance is necessary to obtain relevant
information. Even to obtain authorization for pentrgp survellance, the FBI mugt show the
rdlevance of the information sought. Second, the FBI in the éectronic surveillance context must
explan why traditiond enforcement methods are insufficient to obtain the information desred.
Third, in order to obtain a court order authorizing dectronic eavesdropping, the FBI must amass
dgnificant detaills. For ingtance, the FBI must discover the identity of the target's ISP, the
target’'s e-maill address, etc. Fourth, given the typicd 4-6 month dday in recalving authorization
for an eectronic wiretap, FBI investigators are not likely to seek to deploy such means except in
large ongoing invedtigations after subgtantiad materid has dready been unearthed. Findly, use of
eectronic survellance is expensve in terms of resources, making it much more likey that FBI
agents will use dectronic survelllance as alast resort.

If a cae agent in the mide of a naiond security or crimind invedigaion determines that
electronic surveillance may be needed, the agent contacts the Chief Divison Counsd (CDC)«i
and a Technicaly Traned Agent (TTA) in the fidd office for advice. The FBI separates
responghility for adminigration of technica survellance from those pursuing leads in a crimind
or natona security invedtigation. That separation minimizes the chance that technicd
aurvellance will be used prematurdy. TTAs are experienced Specid Agents who have been
sdected for advanced traning. CDCs ae familiar with the datutory requirements for
eavesdropping. The TTA and CDC may counsdl the Specid Agent about what information might
ultimately be necessary should a court order be sought, whether it is information identifying the
URL of a web dte engaged in money laundering or a target’s ISP. After continued consultation
with the CDC and TTA, the case agent, with fied office supervisory approva, may then
determine that eectronic survellance is required. These procedures are formdized in the
MIOG,*" and evidently have been consstently followed. In the case of dectronic wiretapping
for content, the case agent must clear the application with superiors within the fidd office, with
FBI Headquarters, and then with the DoJ*¥ This chain of command has been formalized.
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The procedures to obtain authorizetion for a pentrgp surveillance are less rigorous. The case
agent mus judify in writing the need for pentrgp surveillance rather than more conventiond
investigetive techniques. This judification, initidded by a supervisor, is placed in the case file and
penregister control file> The divison counsd may be consulted on agpplication language and
the TTA must be consulted regarding availability of equipment. i

The gpplication for a court order in ether context is authored by FBI attorneys in conjunction
with those a DoJ (or the U.S. Attorney’s Office if the objective is a pentrap) based on
informetion furnished by the case agent. Advice on the language in the gpplication is widdy
sought and received from each leve in the review process.

The court determines in both sats of circumstances (electronic monitoring or pen trap) whether to
grant the application ex parte If satisfied that the Title 11l requirements have been met, the court
typicaly issues two orders: one authorizing the intercept and the second directing the relevant
ISP to cooperate in the venture. The second order usually contains less informetion than the firg,
omitting, for example, the purpose of the investigation and sometimes the name of the target.

3.2.2 DEPLOYMENT OF CARNIVORE

In discussons with the ISP, the TTA and Specid Agent determine how best to ensure
implementation. The ISP may have means avalable to obtain the target information narrowly
and precisdly. For ingance, if dl the information sought can be obtained by setting up a clone e
mail account, most I1SPs can comply. Problems, however, may exig if the ISP lacks the
technology to narrow sufficiently the information retrieved to comply with the court order, or
conversdy, if it cannot retrieve sufficient information. (At times, the FBI dso is concerned about
disclosng too much information to the ISP, as in a sendtive national security investigation.) If
the ISP cannot comply fully with the court order, then application of Carnivore represents the
fird stage of minimization, as described dsewhere. Carnivore limits the information retrieved to
that specified in the court order. The TTA engages in discussons with ISP representatives to
explain the functionality of Carnivore and assure the integrity of the ISP s network.

If Carnivore is sdected as the most appropriate means of complying with the court order, the
TTA assumes reponghility for its deployment. Given that use of Carnivore has been limited,
highly trained personnd from FBI Headquarters have, so far, played a criticd role in the
implementation process, athough there is no procedura requirement for their participation. The
TTAs—with or without hep from headquarters—then configure the system according to the
Specifications in the court order.

If the order, for ingtance, specifies intercepting e-mail to and from adam@mailserve.com, an
agent must enter that e-mail address into the appropriate fidd of the Carnivore input screen. If
the order specifies intercepting al traffic between port 25 of a specific Internet server and an IP
address assigned to a particular target, the agent must enter the appropriate aphanumeric dring
into the appropriate field in the input screen for Carnivore to specify the server and port 25; and
adso enter the appropriate vadues to specify—or to dlow the hardware and software to
determine—the |IP address assgned to the target in a paticula sesson by Dynamic Host
Configuration Protocol (DHCP) or RADIUS. The mapping is usudly draightforward, athough
lITRI learned of one case in which the FBI requested the U.S. Attorney to obtain a new Title Il
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order to diminate ambiguities. The configurations programmed can be retrieved later to ensure
compliance with the court order. Nonetheless, the potentid for human error cannot be
discounted—agents must program Carnivore to match the potentidly ambiguous information in
the court order.

The work area at the ISP is secured, and substantiad precautions are taken to ensure that no ISP
daff members have access to the unit. Precautions are taken so that no one in the area can
manipulate the hardware to see the data as it is retrieved. If individuals, despite the precautions,
could access the information released by Carnivore, they could reassemble it usng readily-
available software to reved its contents. Under FBI practice, the TTA does not receive any of the
information retrieved via Carnivore. These procedures again are not formalized, but security is
important to ensure that the chain of custody is not broken. Currently, adl Carnivore units are
maintained at FBI Headquarters and returned there after a session has been completed.

3.23 ANALYSIS OF THE INFORMATION RETRIEVED BY CARNIVORE

The information retrieved can be reassembled by the case agent using specidly desgned
software cadled CoolMiner and Packeteer, collectively known as DragonWare. The case agent
can obtain the intercepted information remotely as it is received by Carnivore, or can await until
the information is retrieved on the Jazz disk in the compuiter.

The case agent then carries out a second round of minimization. On a PC on which DragonWare
is indaled, the agent determines which information is rdlevant and which is not. The irrdevant
information is deleted immediaidly and no copies ae kept. The relevant information becomes
part of the working papers of the investigation. There are no checks of which IITRI is aware to
monitor the extent of this second minimizaion. The origind disk (with information not
reessembled) is sealed and stored. The disk is not tamper-proof. None of the information in the
origind disk is entered into a database. Pursuant to Title 11, the court a the concluson of the
investigation must notify any target of the dectronic seerch—and apparently at its discretion any
other individud whose communications were frequently intercepted during the Carnivore
sesson—about the fact of interception. The judge who authorized the interception retains
juridiction over the intercept and often monitors in a generd way the conduct of the
survelllance.

Findly, if the information obtained has been encrypted, the case agent must determine whether
to apply decryption techniques to the encrypted messages received. Carnivore itsef has no power
to decrypt. Thus, depending upon the percelved importance of the information, the case agent
may contact FBI headquarters for help in decrypting the information retrieved by Carnivore.

3.3 EXTERNAL AND INTERNAL CHECKS ON THE PROCESS

There ae innumerdble externd and internd checks overseeing federd law  enforcement
authorities use of Carnivore. Outsde the law enforcement agency, both judges and Congress
monitor implementation of eectronic surveillance. Within the agency, there are checks of
intensve training for personnel, sSructurd separation between technicd and case agents, and
ingpections. These checks taken together reduce the possbility that Carnivore will be abused.
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3.3.1 EXTERNAL CHECKS

3.3.1.1 JuDICIAL OVERSIGHT

Judges are involved in the Carnivore process throughout. They discharge a critical function a the
court-order dtage, monitor minimization, and, duration during the survellance, exercise oversght
of record keeping and provide notice to targets after the investigation has completed.

As an initid matter, only Article 11l judges can authorize Title 1l and FISA intercepts>it This
requirement, unlike in the conventiona warrant or pentrgp contexts, limits the number of
judicid officids who can approve intercept orders. Also, Article Il judges are more immune
from political pressures because of their job tenure and protection from sdary diminution.

Moreover, before law enforcement agencies can obtain authorization for an intercept from the
court, they mugt submit substantid information to the supervisng judge. The judge must be
satisfied that the FBI has demonstrated probable cause that a crime has been committed, that the
information sought cannot be determined in any conventiond manner, and that probable cause
exigs to beieve tha reevant information will be retrieved by the intercept. The court dso
ensures that efforts at minimization have taken place. After the interception has darted, the court
often gpot-checks minimization, ensures that the interception does not continue longer than is
necessary, and that the information obtained is seded. At the concluson of the investigation, the
cout adso determines which parties to notify of the fact of interception. The notification
increeses the chance that those subject to surveillance will mount a legd chdlenge to the
propriety of the invedtigation, as mentioned bdow. Judicid involvement is pervasve, and
minimizes the risk that dectronic survellance will be unnecessary, overbroad, or too lengthy. >
Similar protections exist in the FISA context.

3.3.1.2 CRIMINAL AND CIVIL SANCTIONS

Congress dso has exerted dSgnificant control over the dectronic surveillance process by
providing for avil and cimind sanctions. Under Title [Il, any person whose eectronic
communication is wrongfully intercepted can recover actud damages, punitive damages (in
appropriate cases), and atorney fees»* Even if actud damages cannot be shown, Statutory
damages for the greater of $100 per day or $10,000 can be recovered ™ The interceptor can
block the suit by showing good fath reliance on a court order or atutory authorization.
Crimind pendties ae imposed on any individud who intentiondly intercepts wire
communications without authorization or discloses the contents having reason to know that the
information was obtained through an illega interception under 18 U.S.C. 8§ 2511. Defendants can
include law enforcement officdds who abuse ther authority to intercept electronic
communications or divulge ther contents Under FISA, as wadl, individuds are quilty of an
offense if they engage in unauthorized dectronic survellance or disclose information having
reeson to know that the information was obtained in an unauthorized manner>i A defense is
provided if a court order sanctioned the interception or disclosure Fndly, anyone knowingly
violating the redrictions on pen devices can be fined, imprisoned for not more than one year, or
fined and imprisoned > In short, Congress provided for deterrence of misconduct by creating a
avil remedy in the dectronic communication and FISA contexts and crimind sanctions in dl
three contexts»
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3.3.1.3 APPLICABILITY OF EXCLUSIONARY RULE

FISA provides for suppressng any evidence illegdly obtaned through either dectronic
intercepts or pentrap devices® The exclusonary remedy provides a deterrent agangt
overbroad or vindictive survellance. In contradt, the dectronic communications and pen register
schemes do not provide for excluson of evidence in a crimind trid if the procedures of the
govening datutes are violated. Although Title 1l does include an exclusonary rule for
interception of wire and ord communication,*i no comparable rule is included for interception
of dectronic communication" Defendants in crimina trids can move to suppress the
electronic communication on the ground that they were subject to an unreasonable search or
szure within the meaning of the Fourth Amendment» but cannot rely on any procedud
violation of the datute itself. Note, however, that the avalability of an exclusonary rule does not
offer direct protection for those not suspected of crimind or foreign inteligence activity who
may be caught within the web of surveillance.

3.3.1.4 REPORTING REQUIREMENT

Congress adso exercises control by imposing reporting requirements. Under 18 U.S.C. § 2519,
the supervisng judge of dectronic intercepts pursuant to Title Il must report to the
Adminigrative Office of the United States the fact and type of intercept order requested and
granted or denied. Moreover, the Attorney Generd must independently report the same
information in the aggregate each year to the Adminigrative Office Under the pen trap
provisons, the Attorney Generd shdl amudly report to Congress on the number of pen register
orders and trap and trace devices applied for each year Under FISA, the Attorney Generd must
transmit to the Adminigtrative Office each year a report of the total number of gpplications made
for orders and extenson of orders and the total numbers of such orders and extensons granted.
Congress has aso required the Attorney Generd to report to congressona committees, on a
semiannuad  bags, the extent of its dectronic surveillance ectivities under FISA. These extensive
reporting requirements permit Congress more information with which to assess the efficacy of
the survellance sygems Although to a lesser extent than the cimind and civil sanctions
discussed above, the reporting provisions add some deterrence to misconduct.

The FBI's conduct of dectronic surveillance is not unchecked. Both courts and Congress
exercise  dgnificant oversght respongbility, lessening the posshbility that law  enforcement
officaswill use Carnivore in an unauthorized or careless manner.

3.3.2 INTERNAL CHECKS

In addition to the external checks, the FBI has itsdf placed many checks on the conduct of
electronic survelllance. Theseinternd checks further minimize the chance for abuse.

3.3.2.1 THE NEED FOR APPROVAL FROM SUPERIORS

Only certain authorized attorneys of the United States can approve a request for an Article Il
intercept, ensuring a measure of internd scrutiny and ddiberation. With respect to eectronic
communication,® only the Attorney Generd, Deputy Attorney Generd, Associate Attorney
Genad, any Assgant Attorney Generd, or severd others specidly designated by the Attorney
Generd may authorize application for an eectronic interceptX With respect to FISA, only the
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Attorney Generd can authorize the intercept. This centrdized authority prevents widdy
dispersed law enforcement officids from making the intercept decison on their own volition.

3.3.2.2 TRAINING AND STRUCTURAL SEPARATION OF CASE AGENTS FROM TECHNICAL AGENTS

Electronic survellance cannot be conducted under FBI procedures without the involvement of
Technicd Advisors (TAs), TTAs, and the Electronic Survellance Technology Section (ESTS) of
the Laboratory Divison.

TAs and TTAs ae assigned to fidd offices. The TA is a TTA assgned to the Specid Agent in
Charge of a fidd office to advise on dl aspects of dectronic survellance. “The TA must be
activdy involved in dl office management decisons concerning the gpplication of technica
invedtigative techniques.”*” The TA monitors the conduct of the TTAS.

TTAs ae experienced agent invedtigators with a minimum of two years experience who have
goplied and been sdected for TTA traning and certification. TTA candidates complete one year
of onthe-job training under the supervision of the TA, followed by formd training a the FBI's
Engineering Research Facility on basic eectronics, computer and networking technology, basic
architecture of telephone networks, switch-based intercepts, and data intercepts. To be
desgnated a TTA, candidates must pass dl examinations and practica problems, after which
they are assgned as TTAs to a fidd office* In order to maintain their certification, TTAs must
send a least 20 percent of ther time on technicd invedtigative support matters and attend
technicd in-sarvice training. TTAS may never be used as monitoring agents of court-ordered
interceptsVi

“All technica equipment in the fidd office is under the care, custody and control of the TA." i
“Technicd equipment can only be sent from FBI Headquarters to the TA. Technicad equipment
IS never sent to Specid Agents who are not TTAs”* The TA mantains a control sysem for
equipment accountability. No part or function of any equipment may be dtered without specific
FBI headquarters authorization.'

The TTA is responsble for ensuring that proper authority has been obtained for technica
equipment use and for maintaining a file which contains the documented authority (court orders,
SAC, or supervisory gpprova). TTAs may not permit the use of technicd equipment until such
court order or other authority has been seen or oraly verified from supervisory personnd. Such
ord verification must be documented and maintained in the file with the court orders' In short,
both the training and separation of personne into case and technicad groupings minimize the
chance that the Carnivore power will be abused.

3.3.2.3 INTERNAL DISCIPLINE

Findly, law enforcement agents sometimes face discipline within their agencies for arbitrary or
excessve searches. Many fidd offices have established internd mechanisms to oversee conduct
of case agents. Offices may recognize that illegd searches can be counterproductive and
jeopardize the agency’s reputation in the public eye. In addition, FBI senior officids from FBI
headquarters periodicaly inspect the practices of each fidd office Such ingpections commonly
focus on the practices and procedures used in eectronic survelllance.

Page 3-8 ITRINT—DoJ Sensitive



Draft IITRI CR-022-216

3.4 SYSTEM ARCHITECTURE

The Carnivore system architecture comprises. (1) a one-way tap into an Ethernet data steam; (2)
a generd purpose computer to filter and collect data; (3) additional generd purpose computers to
control the collection and examine the data; (4) a telephone link to the collection computer; and
(5) DragonWare software written by the FBI. DragonWare includes Carnivore software to filter
and record IP packets and Packeteer and CoolMiner, two additional programs that reconstruct e
mail and other Internet traffic from the collected packets.

34.1 THEETHERNET TAP

Carnivore 5 connected to a 10Base-T Ethernet using a Century Tagp made by Shoniti System. In
a typicd inddlation (see Figure 3-1), an exiging line is disconnected from a hub or switch and
plugged into port A of the tgp. A new line is run from port B to the hub/switch. The tap passes
the traffic dong the line from A to B and from B to A as if it were a Sandard cable. At the same
time, it takes a copy of the transmit data in each direction and feedsit to ports 1 and 2.

Additional cables connect ports 1 and 2 to astandard hub. The cable used to connect port 2 to the
hub must ether be a cross-connect cable, or connect to the uplink port of the hub. This
connection ensures that both sides of the communication on the Ethernet gppear a the hub, but
no data can be sent from the hub. The Carnivore system is then connected to any open port on
the hub. This cabling arangement and the Shoniti tap ensure Carnivore is in a receve-only
mode. The transmission lines from the Ethernet adapter are not connected to anything inside the
tap. The tap has a latency of only 1 bit time a 100 Mbps, so network performance should not be
affected.

The FBI technicians who ingal Carnivore work with ISP personnel to have Carnivore connected
to the smalest bandwidth pipe possble that ensures gathering the traffic of the individud for
whom the court order was obtained.

342 COMPUTERS

Camnivore employs a generic Pentium-class PC, with a generic 100 Mbps Ethernet adapter. The
adapter is set to promiscuous mode and acquires al the traffic that comes across the network to
which it is connected via a read-only tap. As each packet is acquired, Carnivore software tests it
agang filter settings sdected udng graphica user interface (GUI) controls. Packets that pass
through the filters are saved to a removable Jazz disk. The data that do not meet the filter criteria
are discarded without being saved to any disk.
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