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Trafficking in Counterfeit Trademarks, Service Marks, or
Certification Marks

18 U.S.C. § 2320(a)
Chapter 111
Elements

1. Thatthedeferdanttrafficked,or atempted b traffic, in [goods]
[services]

[offen@scommtted o or atter March16,2006,can
include hbds, patches, sickers wrappers badgesembéms,
medalibbns, charms boxes containers, cars, cags,hanghags,
documenaton, or pakaghg of ary typeor naure]

2. That sub trafficking,or attempt tdraffic, wasintentianal,
3. That the defermht

[knowingly us#t a comterfeitmark onor in connectia
with the [goods] [servidés

[offen®son or after March16,2006,canakoinclude:knew
that caunterfeit markshadbeen apgied b the hbds,
pathes, sickerswrapers badgesembéms,meddions,
chams,boxes containers, cars, cags,hanghags,
documertation, or pakaging]

in which the deferaht traffcked or attemptedo traffic;and

4. Thattheuse & the cainterfeit markswaslikely to cause
confugon, to cawse mistake, or to decave

Comteditmark“a spurious rark—(l) that 5 usd in connectio with
traffickingin anygoods,sevices Jabés, patches, sickers wrappers
badgesembéms meddions, charms boxes contaners, cars, cags,
hangtag, documantationor paclagng ofany type or naturei)(ihat 5
identcalwith, or sutstanialy indisingushabke from, a markregstered
for those gwdsor seviceson theprincipalregsterin the Unted Stags
Patent and Tramark Office andin use, whether or hthe ddendant
knewsuch narkwas so registerg(di) that B appkdto or usedn
comedion with thegoads a sewicesfor whichthe markis regstered
with the United gates Patent and Tradark Office, or § appkdto or
consists ba bbel patchsticker, wrapper, baglgemblemmedallion,
charm box, conainer,can, case, hangtdgaimentationor paclagng
of ary typeor naurethatis deggned markeed, or othemwiseintended
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to be usd on orin connectiorwith the goodsr senices for whih the
mark & regsteral in the Urited StaésPaentard Trademark Ofte;
and(iv) the useof whichis ikely to causeorfusion, to causenigake,
or to deceve”

Defenses

Overrun good: Hadauthorizatiorbut exeededit (i.e.,authorizedo
make 1,00 copies but nie 5,00@)

Gray maketgoads:Goods bgtimatey mamufacured ad sdd oveaseas
andthenimportedinto U.S outsidetraditicnal distdbutionchannels
Repa&kagng genine goods: Gerine goods repaaked with genuine
marksor repioduced mas,with no intentto deceve a corfuse

Statutory menum peltias

Firstoffense: 10 yas' mprisorment and fine 0$2,00Q000or twice the
gan/l oss (ndividual) fine of $5000,00®@r twice hegan/l oss
(organization)

Sibsegient offense: 20 yars' mprisorment and $®0Q000fine or
twice hegan/l oss (ndividual) $15000,000ineor twice hegan/l oss
(organization)

Guiddineseton:United States $ntencing Guideline § B5.3
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Criminal Copyright Infringement (Felony & Misdemeanor)

17 U.S.C. 8 506(a) & 18 U.S.C. § 2319
Chapter 11

Elementsrfproseomts ured absectids®(a)(1)(Aand (a)(1)(B)

1.

Thatthe works that the deferdant is dlegedto hawe
[reprodweed [distributedl were protectelly copyright

That the deferaht hfringed the copyrights dhe works by
[reprodwcing] [disttuting tothe puble] one © more copies of
[each of] the copyrighted works

3. Thatthe deferdant willfully infringed the copyrights [and]

[5.

That the deferaht,during a 18@ay period, reprodwed or
digributed £n(10)or morecapiesof oneor more cyrighted
works which hawe atotal retail vdue of more than$2 500[and]

[optiona] Thatthe act oinfringenent was for th purpose of
conmmercial adantageor private financiajan]

Elenensforpiogaionsindesulbeton506(a)L)C)

1.

That copyrights «ist for theworks hatthe deferdantis dleged
to have dstributed

That the deferaht nfringed the copyrights dhe works by
distributing tahe public one omore copies otept of] the
copyrightedworks

3. That the deferaht wilfully infringed the copyrights

[7.

That the works distributday the ddendant were being
preparedor commercial distributio

Thatthe deferdant knewor should hawe known that the works
were interded for commecial distribution [and]

Thatthedeferdantdistributed heworks by makngthem
availableon a compter network a@ssible tananbers of he
public [ard]

Optional:That the act ofmfringeament was for ta purpose of
conmmercial adantageor private financiajan]
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ElerensforMigdenanoiCpyightinfingmat

Elemens 1,2 & 3arethesame atheba® felony eemens excep that
any infrngenent ofthe copyrightsi coveed, notjust irfringenent by
reprodiwction or distrbution.

4. The deéndaninfringedEITHER

(9 for purposesof commera@l advamege o privatefinarcial
gan,(17U.S.C.8 58a)(3(A)(nunbered§ 5@(a)() by the Apr.
27, 2005 amendments) & 18 U.SC. § 2319(b)(3)); OR

(b) by reproducton or digribution of one a morecopyrighted
works with atotal retail vdue of more than $1,000within a180-
day period, 17 U.S.C. § 5@6)(1)(B) & 1&).S.C. § 231c)(3).

Defenses

Firstsale: The ffst purchaseand any saseqient purchaser of a specific
copy of a copyrighted wonkay selldisplay (pviately),or dispose of
therr copy, but may not reproduce and distribute additional copiesmade
from that work.

Far use:Allowsotherwieinfringnguse & a wak for purmposessuchas
(but notlimited to)criticism conment,news reportingeaching
(includng mdtiple copes for classroom ysecholarshipor reseech.

Archival excption for compuer software: Oner ofa copy of a
computer progranmay copy the prgramas necessato usethe
program ordo machihnemairtenarce o repar, ard asanardiival
backup, sibject to certain limitations.

Statutory menum peltias
Setion 56@)Y1YA)

First offense:5 yars impriscnmert andfine of $250000 ortwice
the gai/l oss {ndividual) fine of $500000 ortwice hegan/l oss
(organization)

Sibsegent offense: 10 yas imprisonmd and fire of $29,0® or
twice the gain/loss (@ividual);fine of $50,0® or twice the
gdn/loss (organization)

Secion 506a)1)B)

First offense:3 yars impriscnmert andfine of $250000 ortwice
the gai/l oss {ndividual) fine of $500000 ortwice hegan/l oss
(organization)
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Swsegent offense: 6 yea'imprisonmat and fire of $25,0® or
twice the gain/loss (@ividual);fine of $50,0® or twice the
gdn/loss (organization)

Secion 506a)1)C)

First offense:Same a8 5064)1)YA) if purposewasfor commeral
advanage o privatefinarcial gan; if not, sane as§ 5064)1)B)

Misdeneanor: 1 yearsyprisorment and fine 0$100,0000r twice the
gan/l oss

Guiddineseton:United Sttes $ntencing Guideline § 5.3
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Unauthorized Recording of a Motion Picture (Camcording)
18 U.S.C. § 2319B
Section I1.F.
Elements

1. Thatthedeferdantusedpr atempted b use,anaudovisual
recordng devce totransnit or male a copy of a motigpicture
or other audbvisual work fromna performane of such work in a
motion picturefadlity, specficaly [descibeuse o atempted
use]

2. That sub use, oattenpted wse of tle device, was ahe
knowingly

3. That sub use, oattenpted wse of tle device, was ithout the
authorizaton of the cqyright owne

4. That[descibemotion pictureor audovisualwork] is potected
by copyright

Statutory nmeum peltias

Firstoffense: 3 years' imprisonment and firg260,0000r twice the
gan/loss (ndividual) fineof $500000 ortwice hegan/l oss
(organization)

Swsegent offense: 6 yea'imprisonmat and fire of $25,0® or
twice hegan/l oss (ndividual) fineof $500000 ortwice hegan/l oss
(organization)

Guiddineseton:United Sttes $ntencing Guideline § B5.3
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Trafficking in Illicit Labels or Counterfeit Labels, Documentation
or Packaging for Copyrighted Works

18 U.S.C. § 2318
Chapter VI
Elements
1. That the deferaht traffckedin

[labelsaffixedto/enclosing/aconpanying/desigedto be
affixedto, to enclose, tacconpany] fiscibe
waok/doemetaion/ pakagng]

[documertaton/p adkaging]
2. That the
[labelsverecounterfeit/illtit]
[documentation/packgng was conterfeit]
3. That the defermht actedknowingly
4. Fedealjurisdcction is @tisfied kecause

the dfen® accured n specal martime teritoriesor other
areasof specaljurisdction of the Urited Stags;

the offense usear intendedto usethe mail o a faciliy of
intergate or foreigncommerce

the counterfeit aitlicit labels weraffixedto, enclosed, or
acompaied copyrightechaerials ¢r were @signedo); or

the documertaton or padkaging is copyrighted

Statutory menxum peltias5 yars' mprisorment and fine 0$250,0000r
twice hegan/l oss (ndividual) fineof $500000 ortwice hegan/l oss
(organization)

Guiddineseton United States $ntencing Guideline § B5.3
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Trafficking in Recordings of Live Musical Performances
(Bootlegging)

18 U.S.C. § 2319A
Section IIl.F.
Offense

Whoeve, without tte consent ofhe performer or performers
involved knowingly andor purposes of comercial adantageor
private financial gain—

(1) fixesthe ©unds o saundsandimages a ive musial
performance ina copy or pbnorecord, oreproduces copies or
phonorecadsof suchapeformarce fom anunauhorized
fixation;

(2) transmits ortberwise comunicate tothe publc the
sound orsound and imges ofa live musical performarg or

(3) distributes orfters todistribute, sedloroffers tosell,rents
or offersto ren, or trafficsin anycopy or phonorewrd fixed as
describedn paragrph (1), regarkss ofwhether the fixatien
ocairred n the Urited Stags.

Statutory mieum peltias

Firstoffense: 5 years' imprisonment and firg260,0000r twice the
gan/loss (ndividual) fine of $500000 ortwice hegan/l oss
(organization)

Secod offense:10 yars impriscnmert andfineof $250000 ortwice
the gai/l oss {ndividual) fine of $500000 ortwice hegan/l oss
(organization)

Guiddineseton:United Sttes ®ntencing Guideline § B5.3
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Digital Millennium Copyright Act (Anti-Circumvention)
17 U.S.C. §§ 1201(a)(1)(A), 1204(a)
Section V.B.
Elerens fotJnauthoizedCircum\ertionof AccasCatrds
1. The déendant actedwillfully
2. The ddéendant circurmented a technological amre

3. Thetetndogica measure effectively cortrols acess(i.e.,
acess control)

4. The acess contralvasto a copyrighteavork

The at of circumvenion wasfor the purposeof canmerdal
advantage or priate financial gain

Defenses

Regilatory: The Litarian ofCongres promigates ragatory
exemptions every three years tha apply onlyto 8§ 201(a)(D(A)'s
prohibitions a@ang circumvening acces @ntrols.

Certin nonprofit enities:Nonprofit libraries,archives,educabnal
inditutions, or public broadcaghg enitiesexempéd fom criminal
prosecuton in manycass.

Informaion securiy: “[Alny lawfuly auhorized hvesigatve,
protective,riformaion secuity, or intelligence ativity of an oficer,
agent,or employekor contractorof the fedceral govenment or a state
gowernment s exenpt from all thiee of § 1@1's prohbitionsfor
informaion seairity work on “governmert computer, computer sysem,
or computer ngwork.”

Reveseengnheeing andintergpemrblity of computerprogramsThree
reverse enigeering ofinteroperabity” defense forindividuals using
circunvention technology are providdy statte. Thesedefases are
limited b computerprograms.

Encyption reseech: Activitiesne@saryto idenify andandyze faws
andvulrerailitiesof ercryption tecmologiesapgied b copyrighted
works if these activities are cowrtiedto advance the state of
knowledyein the feld of encryptio technobgy or toassistri the
devebpmentof enayption products

Restricting minorsicess tonternet:Couts maywaiveviolationsof
sulsecions 12014)1)A) ard 1201(4®)to alow paent o protect
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theirchildren from inappropte méerialavailableon the Internetor
to prohibit menufadurers fromprodudéng pralucts designedo enable
parents tgrotect tkeir chitlren.

Protecion of persanaly idenifyinginformaton: Circumveningan
acess controlo disable fes thatollect personigl identifiable
information.

Secuty testng:No violaton of 8 1201(g1)(A) ocaursif testingdoes
not constitute copyrighhiringement ora violatio of other apptable
lawsuch as the Computer Fraud and Abuse Act of 1986.

Statutory menum peltias

Firstoffense: 5 years' imprisonment and firg50®,0000r twice the
gan/l oss

Seond offense: 19ears' imprisonment antl,$®,0® fine ortwice the
gan/l oss

GuddineSeton:United Stetes $ntencing Guideine 8§ B5.3
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Commercial Theft of Trade Secrets
18 U.S.C. 81832
Chapter 1V
Elements
1. The deéndamh misappopriated a tadesecet from its owne

2. The déendant knew or had a firm belief thia¢
item/informaion wasatrade sere

3. The tem/informaion wasin fad a radesecet (excepin cass
of atempt or conspragy)

4. The ddéendant hntendel to convert the trade settothe
ecaomic berefit of anyore dherthanthe ovne

5. The ddéendant ntende or knewthe heft would injure the
owrer of thetrade serd

6. The tradesecetwasrelated b or wasincluded inaproductthat
wasproduced ér or placedn interdate or foreigncommerce

Defenses

Paralel devdopmert: Others may discover informaion underlying a
trade sere throughtheir ownindependen efforts.

Reverse ergineaing: Others may discover informaton underlying a
tradesecret by taking a tgithat hcorporates thedde secreapart v
deemine how it works or how it wasmade or manufadured

Impossiblity: Impossibity isno defenseo chargs of attempt or
corspragy.

Adviceof coursel May regaé mens rea

Claim of right—public domain and proprietary rights: Mens reaight be
negaed if defendant believedn good faith lhat he had a right use the
information,either becase itwasin the public domain orbecase it
belbnged to him.

Trade secrdl forms anl types d finarcial, bushes, sdenffic,
techrical ecaonomic, or engneeinginformaton, if (A) theowner
thereof has taken reasbleameaures tokeep sub informaion secret;
and(B)the nformaion derives irdependat economic Vae, actulaor
potental,from not beng geneally known tpandnot being readily
ascetainalde throughpropermeas by, thepubic.
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Secre@outs requred to take any aien necessy to protect the
confidentiall of the tradesecret dring liigation.

Statutory menxum pelti@as10yeas imprisonmert and fine of $250000
or twice hegan/l oss {ndividual) $5000,000ine or twice hegan/l 0ss
(organization)

Guiddineseton United States $ntencing Guideline 8§ B1.1
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Foreign Economic Espionage
18 U.S.C. 81831
Chapter 1V
Elements
1. The deéndamh misappopriated a tadesecet from its owne

2. The déendant knew or had a firm belief thia¢
item/informaion wasatrade sere

3. The tem/informaion wasin fad a radesecet (excepin cass
of atempt or conspragy)

4. The ddéendant ntende or knewthe heft would benefit any
foreign govenment, foreign nstrumentalityor foreign aget

DefenseseeCommercial Theft of Trade Secrets (18 U.SC.§ 182).
Pre-Inditient Aproval Required

Statutory mexum pelta 15 years' imprisonment and fines&00,0000r
twice hegan/l oss (ndividual) $10000,000ineor twice hegan/l oss
(organization)

Guiddineseton United States $ntencing Guideline 8§ B1.1
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Unauthorized Access of a Computer
18 U.S.C. 8 1030(a)(2), (a)(4)
Section IV.F.

Offenseder § 130 (a)R)—Unlawfuy acceng oattempting accea
conputrto din nbmaion

Whoeverintenionaly acesss[or atempts © acces]acompter

without authorizationr exceds authorizedccss, and thereby
obtains—

(A) informatbn containedin a finarcial recad of a finarcial
instkution, or of a card isswes definedh sectionl602(n) of
title 15, or contanedin a fie ofa consurar reportng agacy on
a consurar, as such tegrare déned inthe FairCredt
Reporting Act (15U.SC. 181 eteq).

(B) informaton from anydemrimentor agecy d the Urited
Sttes OR

(C)informaton from anyprotected canpute if the canduct
involved an inerstate or foreign canmunication ...

Enharement pursuari8U.S.C. § 1@&c)(2)(B)

(I the dfene wasommitted for purposesof commerdal
advantage or puiate financial gain;

(ii) the offense wasomnittedin furtherancef any crinmnal or
tortiousactin violation of the Cmditution or lawsof the United
States orof any State; or

(i) the vdue of the informaiton obtained exceeds $,00Q
Statutory mienum peltya 1 years imprisonmert and fine of $10Q000

Enhared atutory mamum peltias5 yars' mprisorment (second
offense: 10 y&s' mprisorment) and fine fo$25,0® or twice the
gan/loss {ndividual) fine of $500000 ortwice hegan/l oss
(organization)

Guiddineseton United Sttes $ntencing Guideline § B1.1
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Offenseder § 1%0 (a)4) —Unlawfuy accang oattempting accea
préetedompetto tirhe a faud

Whoeve knowingly and witmtent b defraul, acesse [or
attenpts b accss] a prtectedcompuer withait auhorization,or
exceasauthorizedaccss, and by naas of such condufurthers
the ntendedraud ad ohktainsarything of valie,unlessthe object
of the fraul andthe ting oliained consists gnbf the useof the
computer andhe value of sincuse is nomore than $5,@in any
1-year peiod ....

Statutory mexum peltias5 years' mprisorment and fine 0$250,0000r
twice the gain/loss (&t offense)10 yars' mprisorment and fine of
$250,00Qsecand dfen®)

Guiddineseton United States $ntencing Guideline 8§ B1.1
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Interstate Transportation, Sale, or Receipt of Stolen Property
18 U.S.C. 8§ 2314, 2315
Sections II.F. & IV.F.
Trarpotaion dfeneundr § 2314

Whoever trarsports, tramsmits, or trarsfers in interstate or foreign
commerceany goods, wasemerchiadise, secities or money, of
the valueof $50000r more, knowing th same to lave been stolen,
conveted or taka by flraud; or

Whoeve, having @vised or itending to deige any schesror
artifice to defrad, or for obtaining money or poperty by mess of
falseor frauduént preten®s,represenations, or promises
transportr causs to ke transported, anduces any person or
persons to trawelin, or to betrarsportedin interstate or foreign
commercen the exeution or corceamentof a £heme orattifice
to defrad that personrothose persons afioney or poperty
having a value of $,000 or more.....

Sdea redptdfengundr § 2315

Whoeve receive, ppssesse concealstores, brters, sd| o
digposesof anygoods,wakes,or merclandse,seuriies,or money
of the vdue of $5,00 or more, or lgdges or acqes as secity for
aloanany goods wares or merchandise, or searities of the vdue
of $500 o more whichhavecrossed &Stae a United Stags
boundary after being stolemylawfuly conveted, or aken,
knowing the saento lawe been stolemnlawflly conveted, or
taken ....

Statutory menum pelti@as10yeas imprisonmert and fine of $250000
($500000 fo organkaions) or twice hegan/l oss

Guddineseton United SttesSetercing Guiddines§§ 2B11,2B1 5
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Mail and Wire Fraud Statutes
18 U.S.C. 8§ 1341, 1343, 1346
Sections IL.F., l1L.F., IV.F., VI.F.
Mai Fraud Ofen@Unde § 1341

Whoeve, having @vised or itending to deige any schesror
artifice to defrad, or for obtainirg money or poperty by mass of
false or fraudlent pretenses, representationpromises, oto sel|
dispose ofloan,exchage, altergiveawaydistribute, supplpr
furnish orprocurefor unlawul useany counterfeit or spious coin,
obligdion, secuity, or other arttle, @ anythiig represeted to be or
intimated or held out to b sub counterfeit ospurious article, fo
the purpose of exeting sich schera or arfiice or atenpting so to
do, phces inany posbffice orauhorizeddepository fomail
matter, any matter or tig whateer tobe sent oddivered by tre
Postal Serviger deposits ocalses to be deposited angtter or
thingwhaeverto be €£ntor deiveredby anyprivateor commerdal
interstate aaier,or takes or receiggherefrom, any sluegnatter or
thing, or knowingly caisedo be deiveredby mailor suchcarier
acording to he directiontiereon, oat he place at whichis
dirededto be ddivered by the person tavhom it § addessedany
swch matter or thing....

WireFrawd OfsneUnde § 1343

Whoeve, having @vised or itending to deige any schesror
artifice to defrad, or for obtainirg money or poperty by mass of
false or fraudlent pretenses, representationpromises, transmits
or causs to e transritted by meas ofwire, radiopr tekvision
communéaton in intergate or foreign commercgeary wiitings

signs sgnas, pictures or saundsfor the purpose d execuingsuch
scheme or atifice ...

Thét d Hnat SevicsUnde § 1346

[T]he term “shere or arfiice todefraud” includes a scheenor
artfice b depive amtherof the ntangble light of honeg sewices.

Statutory menum peltias

Baseoffense20years' imprisonment and fineb@0,0000r twice the
gan/loss (ndividual) fine of $500000 ortwice hegan/l oss
(organization)
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If affecting a financiahsttution: 30 yars' mprisorment and fine of
$1000,00®@r twice hegan/l oss

Guiddineseton United States $ntencing Guideline 882B1.1, 2CL.1
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Prohibition on Devices to Intercept Communications
18 U.S.C. § 2512

Offense

Any persan who intenionaly—

(a) sends throbighe mail, or send orcarries inrterstate or
foreigncommerceary ekctronic, meclanical or otherdevte,
knowingor havingream to know that thedesgn of such
device rendrs itprimarily usefiufor the purpose of the
surrgotitious interceptionf wire,oral,or electronic
communicationsor

(b) manufatures asembés,possesesor sels ay electonic,
mechaical,or other deice, knowing ohaving reson toknow
that he deign ofsud devce rendss it primarily usefufor the
purpose of the surreptitis inerception bwire,oral,or
electronic comomicationsandthatsud devce or any
componentthereof has been wiill be senthrough the m&or
trangported in intestate or foreign canmerce ...

Statutory menxum peltias5 years imprisonmert and fine of 250000
($500000 fa organzafons) or twice hegan/l oss

Guiddineseton United States $ntencing Guideline § 2H3.2
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Unauthorized Reception of Cable Service
47 U.S.C. § 553
Section I1.F.
Offense

No persorshall[willfully] intercept or receive or assist i
intercepting or receiving any comnications service offereger a
cable systemanless spéftcally authorizetb do so by a cable
operdor or asmay eherwsebespecficaly auhorized ty law.

EnharementDone forpurposes of comercial adantageor private
financialgan

Statutory menum I penaki months'imprisonment and fine of
$50000r twice the gain/loss (@ividual);fine of $1(000or twice the
gdn/loss (organization)

Enharced pene#? yars' mprisorment (5 years' faubsguent
offense) and fine &20,0000r twice the gain/loss;rfé of $50,0® or
twice the gain/loss (organization)

Guiddineseton United Sttes $ntencing Guideline § 5.3
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Trafficking in Satellite Decryption Devices
47 U.S.C. § 605(e)(4)
Section I1.F.
Offense

Any persan who manuacures asembés,modfies,imports,
expats, sdls, or didributesanyekctronic, mectancal or other
device or egipment,knowing or having reason to know tinat
devie a equipmentis pimarly of assstan@ n the urauthorized
decryption of satelite ceble programmig, or dired-to-home
saellite sevices ....

Statutory mexum peltias5 years' mprisorment and fine 0$500,0000r
twice hegan/l oss

Guddineseton United States ®ntencing Guideline §82B5.3, 2H3.1
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