


[T]he term “trap and trace device™ means a device or process which
captures the incoming electronic or other impulses which identify the
originating number or other dialing, routing, addressing, and
signaling information reasonably likely to identify the source of a
wire or electronic communication, provided, however, that such
information shall not include the contents of any communication . . ..

18 U.S.C. § 3127(4), as amended by Pub. L. No. 107-56, § 216(c)(3), 115 Stat. at 290 (emphasis
. added).

Department Policy Regarding Avoidasnce of “Overcollection” in the Use of Pen Registers

and Trap and Trace Devices. Although, as noted, the Act’s specific addition of references to

~“content” in chapter 206 probably does not alter pre-existing law on this point, it is appropriate, in

light of Congress’ action, to clearly delincate Department policy regarding the avoidance of

“overcollection,” i.e., the collection of “content™ in the use of pen registers or trap and trace devices
under chapter 206. This policy includes the following basic principles.

1. Use of reasonably available technology to aveid overcollection.  As mandated by
section 3121(c), an agency seeking to deploy a pen register or trap and trace device must ensure that
it uses “technology reasonably available to it” that restricts the information obtained “so as not to
include the contents of any wire or electronic communications.” 18 U.S.C. § 3121(c) (West Supp.
 2002). This provision imposes an affirmative obligation to operate a pen register or trap and trace
device in a2 manner that, to the extent feasible with reasonably available technology, will minimize
- any possible overcollection while still allowing the device to collect all of the limited information
- authorized.

Moreover, as a general matter, those responsible for the design, development, or acquisition-
-of pen registers and trap and trace devices should ensure that the devices developed or acquired for
" useby the Department reflect reasonably available technology that restricts the information obtained
“s0 as not to include the contents of any wire or elecironic communications.”

2. No affirmative investipative use of any overcollection that occurs despite use of
reasonably available technology. To the extent that, despite the use of “tdchnology reascnably
available to it,” an agency's deployment of a pen register does resulf in the incidental collection of
some pottion of “content,” it is the policy of this Department that such “content” may not be used
for any afﬁrmalwc mvesuganvc pm'posc except in a rare case in order to prevent an immediate
danger of death, serious phiysical injury, or harm to the nationai security. For example, if, despite
the use of reasonably available technology, a telephone pen register incidentally recorded a bank

- account number and personal identification number (PIN) entered on an automated bank-by-phone
system, those numbers should not be affirmatively used for any investigative purpose.

Accordingly, each agency must take steps to ensure that any incidental coliection of a portion
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of “content” is not used for any affirnative investigative purpose.’ Investigating agencies should
take appropriate measures to ensure compliance with this directive, and United States Attomeys
should likewise ensure that federal prosecutors do not make any investigative use of such content,
whether in court applications or otherwise. '

3. Coordination of issues concerning what constitutes “coptent”. In applying the above
principles, agencies should be guided by the definition of “content” that is contained in Title Hi: the

term “content” is there defined to include “any information conceming the substance, purport, or
meaning of [2] communication.” 18 U.S.C. § 2510(8) (West Supp. 2002). Similarly, in describing
“the sort of information that pen registers and trap and trace devices are designed to capture, the
‘provisions of Chapter 206 make clear that “dialing, routing, addressing or signaling information”
~ that is used in “the processing and transmitting of wite or electronic communications™ does not,
without more, constitute “content.” 18 U.5.C. § 3127(3) (West Supp. 2002); id., § 3121(c).

The Assistant Attémey General for the Criminal Division (AAG) should ensure that the
Criininal Division provides appropriate guidance, through amendments to the United States
Attorneys' Manual or otherwise, with respect to any significant general issues concerning what
constitutes the “content” of a communication. :

To the extent that, in applying the above principles, specific issues arise over whether
‘particular types of information constitute “content,” such questions should be addressed, as
appropriate, to the Office of Enforcement Operations in the telephone context (202-514-6809) or the
Computer Crime and Intellectual Property Section in the computer context {202-514-1026).

Construction of this Memorandum. This Memorandum is limited to improving the intemal
management of the Department and is not intended to, nor does it, create any right, benefit, or
privilege, substantive or procedurzl, enforceable at law or equity, by any party against the United
States, the Department of Justice, their officers or employees, or any other person or entity. Nex
should this Memorandum be construed to create any right to judicial review involving the
compliance or noncompliance of the United States, the Department, their officers or employees, or
any other person or entity, with this Memorandum.

o * This is not to say that an agency should ot retain 2 file copy of all of the informatiog it received from z pen
tegister or trap and trace device. An agency may be statutorily required to keep a record of all of the information it
obteins with a particular pen register or trap and trace device, see, e.g., 18 U.S.C. § 3123(2)(3), as amended by Pub. L.
No. 107-56, § 216(b)(1), 115 Stat. at 289 {requiring that, in certain limited circumstances, att agency must maintain and
file with the issuing court a record of “any information which has been collected by the device™), and, in the event of
2 subsequent prosecution, the agency may be required to produce to defense counsel a complete record of what was -
recarded ot captured by a pen register or trap and trace device deployed by the agency in a particular case. This
Memorapdum probibits affirmative investigative uses. Accordingly, nothing in this Memorandum should be construed
to preclude an agency from maintaining a record of the full information obtained by the agency from a pen register or

rap and trace device.
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