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Conclusion and Recommendations

The study did not reveal any major workflow changes that could
improve the business process; however, major opportunities for
reengineering the operational process to decrease the workload and
improving customer service were suggested. The study provided 16
recommendations to increase efficiency and maintain a process without
significant backlog. The pertinent recommendations relating to our audit
include:

. A follow-up study of the NNCP should be conducted using
accurate statistics to identify improvements to the process
through simplification, standardization, automated systems use,
and procedures documentation.

) The integration of organizations in the NNCP under a single
management that aligns name check activities into an efficient
process that takes advantage of automated systems.

. The development of written procedures to preserve the
organizational memory of how to do a name check, assist with
training, and standardize name check tasks.

o Request a software engineer to focus on the NNCP. The NNCP
needs a high-level professional assigned to the NNCP who
understands modern computer systems and the cradle-to-grave
ACS and NCP process.

o Improvements should be made to the automated systems,
particularly to improve reporting and response times and to
automate manual name checks.

FBI Operational Technology Front Office
Program Review, Records Management Division (RMD) Automation Needs
June 2007

The study was conducted at the request of the FBI's Associate Deputy
Director with the sponsorship of RMD’s Assistant Director.

Scope

The review sought to identify the NNCP’s process inefficiencies and
improve the program’s short-term automation needs. The NNCP was
evaluated for the purposes of automation assistance as a complete process,
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and individual process components were individually assessed. Business
Process Reengineering, as defined by the FBI in March 2006, was used as
the baseline starting point for the review. Responsible officials were
interviewed as part of the evaluation, including personnel from the Office of
the Chief Information Officer (OCIO), who provided input on the current
NNCP state of automation and potential process improvements using the
existing mainframe and software suits.

Period and Condition

The review evaluated the NNCP between March 2007 and June 2007.
The review stated that the name check process was minimally automated,
resulting in inefficient use of personnel time in performing functions that
could be accomplished by computer. The manual functions potentially
introduce serious errors through manual entry and review of information.
Due to the antiquated automation, the review stated that it is possible
significant numbers of potential IDENTs are being missed. The existing
workflow does not offer proper management controls or efficiency and
effectiveness in reporting options.

Conclusion and Recommendations

The review recommended that the NNCP continue implementing the
existing Business Process Reengineering efforts in order to address program
deficiencies. In an eleven step process, the review suggested that RMD
engage a contractor to develop and implement an approved name/identity
extraction and matching process and properly scoped automated workflow
system as well as pilot an effort to leverage existing Investigative Data
Warehouse (IDW) data extraction and indexing efforts to improve short-term
access to Automated Case Support (ACS).

iDox Solutions
Functional Systems Design (FSD) Document
December 2007

The FSD document was developed at the request of the NNCP, which
sought contractor assistance for the planning, documentation, and
presentation of new technology tools, as well as user processes and
application upgrades in support of the name check process.

Scope

The FSD is divided into three distinct sections that reflect the phases
of program review conducted by the contractor. The sections include:
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(1) Requirements Planning and Analysis, (2) System Design, and (3) System
Delivery Plan. Together, the three sections review and document the
current name check processes to the satisfaction of the FBI and suggest
proposed updated automation of the NNCP to be used as guidance for
implementation of some or all contractor recommendations. The document
stated that the intent of an automated NNCP solution is to establish a
streamlined and coordinated approach that will allow the FBI to leverage
resources, improve processes, and provide enhanced access to information
within the Name Check Program (NCP) application.

Period and Condition

The FSD document did not state the period when the review and
analysis of the NNCP was conducted. The document, as provided to the OIG
in final, is dated December 20, 2007. The document stated that while name
check processing has evolved over time, technology has also advanced
drastically, which has presented both a challenge and strain on FBI
management to leverage automated systems, while striving to maintain and
increase personnel productivity. The document also stated that many
aspects of name check processing offer opportunities for improved
efficiency, increased productivity, and higher customer satisfaction. The
aspects or issues that offer opportunities for improvement include
inconsistent requesting agency agreements, receipt of name submissions in
various media and formats, limited data validation, unsynchronized systems
and databases with relevant data, limited tracking of check status, and
paper and people intensive processes, among others.

Conclusion and Recommendations

The FSD document recommended an easier to use and more efficient
name check system and an in-depth business design for developing and
implementing the proposed name check system. Based upon the previously
noted name check issues that offer opportunities for improvement, the
document provided a sample NNCP system design proposal that may deliver
efficient processing of name check submissions. The proposal is a case-
based process that could be implemented using Commercial on the Shelf
(COTS) tools. The document stated that the proposal provides the ability to
manage and track name check status and workload to achieve efficiencies in
processing, automation, and remediation of human resource intensive name
check activities. To implement the proposed recommendation, the
document provides a detailed system delivery plan that suggested an overall
timeline for system planning, procurement, completion, and training.
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APPENDIX V

DATA REPORT RELIABILITY

The National Name Check Program (NNCP) can produce several
reports detailing various measurements associated with the name check
process. Examples of such reports include:

(1) Significant Activity Reports that detail the number of name checks
pending, received (expedite or routine) and/or completed, by
customer agency and date;

(2) Accomplishment Reports that track the number of name checks
pending, incoming, and handled within name check phases by
customer agency and date;

(3) Days Old Reports that identify the age of name checks across
several calendar intervals by customer agency;

(4) Productivity Reports that indicate the total volume of name checks
closed or completed by analysts by date or a range of dates; and

(5) Billing Reports used frequently for the Finance Division to
determine reimbursable funds for customer agencies.

To validate the reliability of current name check production numbers,
we compared data on the total number of closed name checks from the FBI's
Name Check Program mainframe application and acquired Significant
Activity Reports detailing the total number of name checks completed by
personnel. Our review noted several differences in the total number of
name checks completed for the United States Citizenship and Immigration
Services and other customer agencies, as compared to the total number of
name checks completed by individual analysts. We questioned Information
Technology Operations Division officials about the results, but they could not
account for the data variations due to unknowns in the information. For
example, several data fields lack descriptive names to associate production
by individual, and changes to the organizational structure and units
complicate efforts to determine production by unit and customer. According
to NNCP managers, the production tracking systems are inaccurate due to
parallel processing of electronic and paper name search records that
continued until early Fiscal Year (FY) 2007.”7

77 As discussed in this report, although the NNCP introduced electronic
documentation and the Name Check Dissemination Database in FY 2004, some analysts
continued to perform manual paper-based name check functions in FYs 2006 and 2007.
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APPENDIX VI

QUALITY ASSURANCE REVIEWS BY NAME CHECK PHASE
Name Search Quality Assurance

Analysts conducting name searching activities are assigned a checker
assignment percentage ranging from 0 to 100 percent. Based upon the
checker assignment percentage, a corresponding percentage of the analyst’s
name searches are forwarded to a designated Federal Bureau of
Investigation (FBI) unit supervisor to ensure that all potential IDENT files for
a name check subject have been identified. According to National Name
Check Program (NNCP) officials, all name searches conducted by new
analysts are checked for the first few weeks the analyst is on-the-job, and
subsequently decreased as the analyst demonstrates proficiency in name
searching.

We acquired the checker assignment percentages for each of the 84
employees who conduct name searches for Unit-3 United States Citizenship
and Immigration Services (USCIS) submissions.” As shown in the table
below, 33 of the 84 reported Unit-3 personnel have a checker percentage of
0, meaning that they are not subject to any quality control function, while
most contractors receive some form of quality assurance on 10 to 20 percent
of their searches.

Percentage of Work Checked

Checker Assignment e Contract
Percentage BLRositions Positions

0 32 1

10 3 16

20 4 11

40 3 4

60 0 5

80 0 2

100 2 1

Source: FBI NNCP

78 As of November 2007, the NNCP maintained 137 personnel in Unit-3; however,
only 84 of the positions conduct name searching for USCIS submissions.
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File Review and Dissemination Quality Assurance

The File Review and Dissemination Phases of the name check process
utilize quality assurance mechanisms that require supervisors to repeat
analysts’ name check functions. The quality assurance for File Review
requires an experienced analyst to determine whether the correct FBI case
files are obtained and provided to NNCP dissemination analysts. Similar to
Name Search, all the work completed by a new file review analyst is quality
reviewed, but quality assurance reviews decrease as the analyst
demonstrates proficiency. Due to minor levels of turn over within the File
Review Phase, little quality assurance is performed.

For the Dissemination Phase, which sometimes requires analysts to
make IDENT judgments based on limited information, FBI supervisors told
us that they repeat the dissemination steps to ensure accuracy. A
Dissemination Checklist guides dissemination analysts through the
dissemination process and is used by FBI supervisors during their review to
ensure all procedures and steps have been followed. FBI management and
personnel affirm that all letterhead memoranda are reviewed by supervisory
analysts.
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APPENDIX VII

FBI RESPONSE TO THE DRAFT REPORT

U.S. Department of Justice

Federal Bureau of [nvestigation

Washington. D € 20535.0001

May 29, 2008

The Honorable Glenn A. Fine
Inspector General
United State Department

Of Justice
Suite 4706
950 Pennsylvania Avenue, NW
Washington, DC 20530

RE: THE FEDERAL BUREAU OF INVESTIGATION'S SECURITY
CHECK PROCEDURES FOR IMMIGRATION APPLICATIONS AND
PETITIONS

Dear Mr. Fine:

The Federal Bureau of Investigation (FBI)
appreciates the opportunity to review and respond toc your
report entitled “The Federal Bureau of Investigation’s
Security Check Procedures for Immigration Applications and
Petitions” (Report). We also appreciate the professionalism
exhibited by your staff in working with FBI representatives
throughout this lengthy audit process. This letter conveys
our response to the report and I request that it be appended.

Your report reviewed two services provided to the
Department of Homeland Security’s United States Citizenship
and Immigration Services (USCIS): name checks of FBI files and
fingerprint identifications. The use of both services has
surged since the terrorist attacks of September 11, The
report notes the use of name checks increased “from 2.7
million name checks in Fiscal Year (FY) 2001 to more than 4
million in FY 2007 and, like name checks, the volume of
fingerprint requests increased “from approximately 15 million
requests in FY 2001 to more than 26 million requests in FY
2007.”

The report finds that faced with an increase of
millions of fingerprint submissions, FBI “enhanced technoclogy
combined with well trained personnel, efficient tracking
mechanisms, and proficient customer interaction enabled
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Honorable Glenn A. Fine

processing in a timely and efficient manner.” As the report
notes, unlike the fingerprint program which was mostly
automated at the time of September 11 when it faced a surge in
volume, the name check program faced three additional
Obstacles: 1) the process was not mostly automated; 2) the
scope of name check searches broadened substantially as the
volume of submissions increased dramatically; and 3) in 2003,
as both the volume of requests increased and the scope of each
search broadened, the FBI agreed to perform a cne time re-
check of 2.7 million names creating an instantaneous backlog.

As the report confirms, NNCP processing delays were
a result of the resubmitted name check requests in 2003. To
meet the immediate challenge, the FBI tried a variety of short
term fixes to include significantly increasing both the number
of FBI personnel and contractors to perform manual name
checks. The short term solutions have resulted in the
completion of 85% of all incoming name check requests in fewer
than 60 days and a reduction in the USCIS name check backlog
during FY 2008 from 402,312 at the beginning of the year to
239,923 as of May 28, 2008. This was accomplished while at
the same time processing over 1.2 million name checks for
USCIS during the same period.

We are working to strategically address the current
and future requirements of the customers of the NNCP and
concur with all 21 of the Report’s recommendations. Of
course, short term fixes like increasing staffing is no
substitute for the long term solution of implementing major
new information technology systems for all FBI case files and
searches.

The FBI has been and continues to be actively
engaged in numerous initiatives to improve both the quality
and the overall management of the process. Work was underway
to implement 15 of the 21 recommendations before the Report
was published with revisions to the fee structure having been
completed prior to the audits conclusion. While developing
long term solutions to improve technology, training, and
supervision we have achieved near term successes in reducing
the backlog of name check submissions. Improving technology
and replacing the former law enforcement standard “Soundex”
system is among the most significant long term solution we
will achieve.

82
REDACTED - FOR PUBLIC RELEASE



REDACTED - FOR PUBLIC RELEASE

Honorable Glenn A. Fine

The name check process will transition to the
efficient electronic search of case files as it is linked both
to the FBI-wide “Sentinel” information technology initiative
and to the development of the Central Records Complex. Linked
to Sentinel, the FBI is developing a search engine capable of
conducting federated queries accessing data across the Bureau.
The project, known as Information Portal (IP), will also
update the search tools used by the NNCP. The FRI anticipates
piloting the IP prior to the end of calendar year 2008 - the
pilot project will address the needs of the NNCP.

While the NNCP has executed detailed operations
plans with each of its largest customers to meet their
individual requirements, it has not yet participated in the
FBI's Strategy Management System (SMS) to address the need for
overall strategic planning. While the operations plans marked
a significant step forward in the NNCP’s planning process, the
Director requires each division to work with an in-house
strategic planning office to develop objectives, initiatives,
and measures for the next 3-5 years, all of which must be
aligned with the FBI's corperate strategy. Operationail
divisions and many key support divisions have already
completed this process. The Records Management Division is
scheduled to complete their Strategic planning as part of SMS
in the summer of 2008.

As noted in the report, the rapid hiring of
additional personnel to meet the immediate crisis requires a
corresponding increase in supervision. NNCP management
initiated a recently approved request to expand the number of
supervisory positions. In recent months 11 new supervisory
positions have been created and filled along with 22 other
senior grade positions to provide supervision and guidance to
the increasing NNCP staff. Likewise, new personnel need
training and in response the NNCP has Provided formalized
training to 305 new and existing employees and contractors
this year with recurrent training to be provided to 20
additional employees over the summer of 200s8.
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Honorable Glenn A. Fine

We will maintain coordination with your office and
report progress on these initiatives as they address each of
your recommendations. Please feel free to contact Assistant
Director Kevin L. Perkins of the Inspection Division should
you have any questions.

Sincerely yours,

Timothy P. Murphy
Associate Deputy Director

Enclosure

1 - Mr. Richard Theis
Director
Audit Liaison Group
Department of Justice
Suite 1400
1331 Pennsylvania Ave, NW
Washington, DC 20005
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FBPs Security Check Procedures for Immigration Applications and Petitions
[Criminal History Verification]

Recommendation 1: Implement procedures to periodically test and update its name
matching phonetic search tools.

FBI Response: The FBI concurs with this recommendation. The Records
Management Division (RMD) will coordinate with the Office of the Information
Technology Branch (ITB) to establish a process and protocols to periodically test and
update its name matching phonetic search tools. An initial coordination/planning
meeting will be held on or before 6/30/2008.

Recommendation 2: Explore other phonetic search tools to work in conjunction with or
as a replacement for its current Soundex-based algorithm.

FBI Response: The FBI concurs with this recommendation. In FY 2008, the FBI
revised the name check fee to include funding for information technology enhancement.
The enhanced fee structure will permit the FBI to explore other phonetic search tools to
work in conjunction with or as a replacement for its current Soundex-based algorithm.
These efforts will be coordinated between RMD and ITB with initial
coordination/planning meetings to be held on or before 6/30/2008.

Recommendation 3: Ensure that the NNCP participates fully in the work of the federal
identity matching community.

FBI Response: The FBI concurs with this recommendation. Appropriate
representatives of RMD will regularly attend and actively participate in Federal Identity
Matching Working Group meetings and initiatives.

Recommendation 4: Ensure that the NNCP coordinate closely with the ITB to assure
that the interim IP and long-term Sentinel technology efforts modernize the FBI's name
matching capability.

FBI Response: The FBI concurs with this recommendation. RMD will continue to
coordinate with the ITB on interim IP and Sentinel technology efforts. The SENTINEL
Program Management Office (PMOQ) agrees that close coordination with subject matter
experts within RMD,the Information Technology Operations Directorate (ITOD) and the
PMO'’s staff concerning the NNCP interface with the SENTINEL System is integral to
future improvements and success.

The SENTINEL PMO has been coordinating with RMD and ITOD concerning the
NNCP interface with the SENTINEL System. SENTINEL's System Requirements
Specification (SRS) lists the NNCP as one of the FBI's internal interfaces.

Recommendation 5: Develop standardized guidance and training for analysts
regarding the use of the NCDD.
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FBI Response: The FBI concurs with this recommendation. NCDD Training materials
are used in all new employee training. Annual recurrent training for some employees is
required. NCDD training personnel will update the materiais to reflect the most recent
systems changes. Annual recurrent training will be provided to name check employees
and contractors starting in July 2008.

Recommendation 6: Immediately resolve the directory mapping issues between the T
Drive and the NCDD.

FBl Response: The FBI concurs with this recommendation. At one time, NCDD
mapping to the T drive took a prohibitively long time. Various enhancements have
substantially corrected this problem and have improved response times by 75%. In
addition, an NCDD modification allows Analysts to see T drive updates to rapidly assess
changes in the directory.

Recommendation 7: Develop and implement a formal curriculum that inciudes job
related annual or recurring training to enhance process consistency and program
continuity.

FBI Response: The FBI concurs with this recommendation. Presently, RMD is rapidly
expanding its staff with new employees and contractors. Existing training techniques
and materials are consistently producing fully functional Analysts within a four-month
training evolution. All training resources are dedicated to this effort through the end of
July 2008. In August 2008, the FBI will initiate plans to develop a recurrent training
program for all Name Check staff. Staff will cycle through the training and update
program at no less than annual intervals or as needed. Recurrent training
implementation is September 2008.

Recommendation 8: Explore providing system access opportunities to new hires
during name search and dissemination training.

FBI! Response: The FBI concurs with this recommendation. A mandatory pre-
employment meeting with all personnel and contractors to is now held to initiate
systems access screening procedures prior to actual arrival. Additional process
refinement will take place to develop a method of expedited approval of System Access
Requests for newly hired NNCP staff and contractors.

Recommendation 9: Review supervisor-to-staff ratio, and develop a plan for
immediately increasing the supervisory presence at the Winchester facility.

FBl Response: The FBI concurs with this recommendation. The FBI will reorganize the
NNCP to improve the supervisor to subordinate ratios. The RMD will initiate the
relocation of five GS-14 Name Check Supervisors from the Washington D.C. area to the
Winchester facility. The FBI will continue to assess the supervisory-to-staff ratio to
ensure appropriate oversight and supervision are occurring at the Winchester facility.

Recommendation 10: Develop and implement quality assurance measures and
guidance for all steps of the name check process.
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FBI Response: The FBI concurs with this recommendation. Efforts to enhance the
quality assurance (QA) measures within the NNCP wili be undertaken. NNCP
Managers will design a more comprehensive QA program for deployment by October
2008.

Recommendation 11: Develop and implement a reliable name check submission and
completion tracking function so that NNCP can effectively monitor its nhame check
production activities.

FBI Response: The FBI concurs with this recommendation. The RMD wili coordinate
with the ITB in the development and implementation of an improved name check
tracking process. Initial coordination and planning will begin on or before 6/30/2008.

Recommendation 12: Develop plans for reevaluating production metrics on a periodic
basis to appropriateiy evaluate personnel production.

FBI Response: The FBI concurs with this recommendation. NNCP managers will be
held accountable in annual performance appraisals for periodic reevaluation of
production metrics and evaluation of personnel production reports. Senior RMD/NNCP
managers will review progress toward reevaluating production metrics on a quarterly
basis beginning in the iast quarter of FY 2008.

Recommendation 13: Work with customer agencies and develop a formai mechanism
to receive and monitor expedite submissions.

FBI Response: The FBI concurs with this recommendation. The Name Check
Program's expedite tracking features need to be expanded to include re-prioritized
name checks in progress. The requirement refers directly to the integration of a
spreadsheet work-around that the NNCP personnei effectively use to collaborate with
non-name check entities. Efforts to modify the NCP system will commence on or before
6/30/2008.

Recommendation 14: Develop and maintain a current list of central points of contact
for field divisions in order to improve communication between the NNCP and field
divisions.

FBl Response: The FBI concurs with this recommendation. The NNCP currently
maintains a list of field points of contact on a shared drive accessible to ali analysts.

Recommendation 15: Develop guidelines for submitting field division file review
requests and follow-up.

FBI Response: The FBI concurs with this request. Revisions to the NCDD program to
allow for tracking of field division file review requests have been completed. NNCP is in
the process of redefining guidelines for the procedures. These will be published to the
staff on or before 6/30/2008. In addition, a special “tiger team” was estabiished to follow
up on overdue field file review requests.
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Recommendation 16: Provide USCIS an opportunity to improve communications at
the name check analyst level by overseeing its name check requests at the Winchester,
Virginia, facility with an on-site representative or establishing a dedicated central point
of contact for NNCP analysts to contact for additional information.

FBI Response: The FBI concurs with this recommendation. The NNCP wiil expand
the existing program to include the Winchester facility.

Recommendation 17: Develop procedures for reassessing its fee structure every 2
years to ensure proper cost recovery.

FBI Response: The FBI concurs with this recommendation. In 2006 RMD established
the Division’s Financial Services Unit (FSU) which has oversight of the name check fee.
FSU is responsible for monitoring cost recovery and conducting new fee studies
whenever required by operational changes or every two years, whichever comes first.
FSU has engaged an independent contractor and initiated the next cost and fee study.

Recommendation 18: Establish a uniform policy for accepting and charging FBI field
divisions for third-party name check submissions.

FBI Response: The FBI concurs with this recommendation. The RMD will, in
coordination with the Office of the General Counsel, establish a uniform policy for
accepting and charging FBI fieid divisions for third-party name check submissions.
Coordination with OGC will determine exactly what name checks are biillable under
NNCP's reimbursable authority, Coordination with OGC on this matter will begin on or
before 6/30/2008.

Recommendation 19: Develop a formal long-term business plan for improving the
efficiency and accuracy of the NNCP’'s name check process.

FBI Response: The FBI concurs with this recommendation. The RMD IS scheduied to
participate In the FBI's Strategy Management System (SMS) during the 4™ quarter of FY
2008. The SMS Is an enterprise wide strategic planning tool mandated for use by the
Director. The SMS allows for formalized strategic planning which aligns itseif to the
FBI's misslon and goals. Such participation by RMD will allow for the development of a
long term business plan which wiil be aligned with FBI priorities.

Recommendation 20: Include as part of its business planning a process for
reassessing its fee structure every 2 years to ensure proper cost recovery and future
automation.

FBI Response: The FBI concurs with this recommendation. The FBI wili conduct user
fee studies which assess the fingerprint fee at least biennially consistent with OMB's
Circular A-25. Specificaliy, the FBI implemented new, lower fees effective October 1,
2007. via an interim rule. The FBI recently awarded a five year contract on April 14,
2008, to ensure that annuai user fee studies are conducted.
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The following chart depicts the previous and current interim revised user fees for
fingerprint-based criminal history record information checks for noncriminal justice
employment and licensing purposes.

INTERIM REVISED CHRI FEES
(Effective October 1, 2007)

Fingerprint-based CHRI Checks

. - Revised
. . - - FY 1994-200
FII904200 FY 1986269 Amonnt Renitted to Revised Service Revised Fee '4"'9" it
Service Fee FBI by CBSP Remitted to
s FBI by CBSPs
Non-federal Electronic $24 $22
Electronic $19.25 $17.25
Federal Flectrone $16
Noaz-federal Elecironic In'Manual Electronic In/Manual
Ous (Charged as Manual)* $24 $22 Ot $26 $24
Non-federal Manual $24 $22
Manual $30.25 $28.25
Federal Mamal $18
Vohmteer $18 $16 Volunteer $15.25 $13.25

* Available only when authorized. Only non-federal nsers have requested this service to date: federal and non-federal users may request
authorization under revised schedule

Recommendation 21: Develop and implement written policies and procedures for

documenting and approving adjustments to AFIS.

FBl Response: The FBI concurs with this recommendation. The Biometric Services
Section (BSS) records all threshold adjustments within an electronic communication

(EC) and then ultimately within an automated tracking system. The process is

described In the following paragraph. The CJIS Division will document this process In
an EC to ensure information is maintained regarding threshold changes.

To manage and implement system changes including threshold adjustments, the
CJIS Division established an internal reporting and enhancement process/system for
the IAFIS (and other CJIS Division systems). The automated reporting begins with an
electronic request within the ClearQuest toolset. Typically, the electronic requests
originate in hard copy form (Flag Sheet) and then are submitted via ClearQuest. The
maijority of the threshold adjustments, however, are requested via an EC by the BSS
and then electronically documented within ClearQuest by the ITMS. This automated

process facilitates a consistent and efficient CJIS-wide method to initiate and

communicate system status. All requests for system changes or enhancements are

reviewed and evaluated with significant input from all areas. This provides an

automated documentation means to formally request changes and report problems, a
more timely mechanism to begin the change process, and utilizes resources more

wisely.
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APPENDIX VIII

OFFICE OF THE INSPECTOR GENERAL ANALYSIS AND SUMMARY
OF ACTIONS NECESSARY TO CLOSE REPORT

The OIG provided a draft of this audit report to the FBI. The FBI
response is incorporated as Appendix VII of this final report. The OIG
analysis and summary of actions necessary to close the report is presented
below.

Analysis of FBI Response

The FBI has experienced significant growth in security checks — both
fingerprints and name checks - since FY 2001. While fingerprint
identification is automated and better equipped to handle the surge in
fingerprint submissions, the name check process is predominately manual
and dependent upon human resources. While we acknowledge that the
USCIS resubmission of 2.7 million name checks did contribute to the NNCP
backlog, the manual name check processes have played a role in sustaining
the backlog.

As the FBI indicates, the NNCP is in transition as it consolidates staff
and technology under one roof. Therefore, a comprehensive well executed
plan is needed to coordinate its current initiatives and long term solutions,
such as replacing its phonetic name matching tools. The FBI has agreed to
all 21 recommendations, and it also responded that it has taken steps to
implement 15 of the recommendations at this time.

Summary of Actions Necessary to Close the Report

Based on the FBI's response, the OIG considers the report resolved.
The following is a summary of actions necessary to close the
recommendations.

1. Resolved. This recommendation is resolved based on the FBI’'s
agreement to establish protocols for periodically testing and updating
its name matching search tools. This recommendation can be closed
when we receive the FBI’'s procedures for periodically testing and
updating its name matching phonetic search tools.
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Resolved. This recommendation is resolved based on the FBI's
agreement to explore other phonetic search tools. In FY 2008, the
FBI revised its name check fee structure to include funding for
information technology enhancements. The FBI stated that the new
fee structure will permit the FBI to explore other phonetic search
tools to work in conjunction with or as a replacement for its current
Soundex-based algorithm. This recommendation can be closed when
we receive documentation on the phonetic search tools the FBI has
implemented to work in conjunction with or as a replacement for its
current Soundex-based algorithm.

Resolved. This recommendation is resolved based on the FBI's
agreement for appropriate RMD representatives to regularly attend
and actively participate in Federal Identity Matching Working Group
meetings and initiatives. This recommendation can be closed when
we receive documentation that RMD is fully participating in the work
of the Federal Identity Matching Working Group.

Resolved. This recommendation is resolved based on the FBI's
agreement that the NNCP and ITB will closely coordinate to ensure
that interim and long-term technology efforts modernize the FBI's
name matching capability. The Sentinel Program Management Office
agreed that close coordination with subject matter experts within
RMD and ITOD concerning the NNCP interface with Sentinel is
important. This recommendation can be closed when we receive
documentation that a next generation name check program has been
implemented.

Resolved. This recommendation is resolved based on the FBI's
agreement to update NCDD training materials, and provide annual
recurrent training to name check employees and contractors starting
in July 2008. This recommendation can be closed when we receive
the updated NCDD training materiails and a record of the July 2008
training session and participants.

Resolved. This recommendation is resolved based on the FBI's
agreement to correct the operability issues between the NCDD and
the T Drive. The FBI stated that the operability issues have been
substantially corrected, allowing analysts to see T Drive updates to
rapidly assess changes in the directory. This recommendation can be
closed when we receive documentation to support that the directory
mapping issues between the T drive and the NCDD are corrected.
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Resolved. This recommendation is resolved based on the FBI’'s
agreement to develop and implement a formal training curriculum.
During our audit we noted the training manuals and guidance
provided to employees varied from one employee to the next.
Further, the NNCP had no formal curriculum for initial or refresher
training. This recommendation can be closed when we receive
documentation that a formal curriculum that includes related annual
and recurring training is developed and implemented.

Resolved. This recommendation is resolved based on the FBI's
agreement to explore providing system access opportunities to new
hires during training. The FBI stated that a mandatory pre-
employment meeting with all personnel and contractors will be held
to initiate system’s access screening procedures prior to actual
arrival. Our audit found that name search and dissemination training
would be more instructive if new employees and contractors were
provided system access during the training. This recommendation
can be closed when we receive documentation that the FBI has
provided systems access to new employees and contractors during
training.

Resolved. This recommendation is resolved based on the FBI's
agreement to reorganize the NNCP to improve the supervisor-to-staff
ratios and relocate five GS-14 Name check Supervisors from the
Washington D.C. area to the Winchester facility. This
recommendation can be closed when we receive documentation of
the NNCP’s supervisor-to-staff ratios upon the implementation of the
NNCP reorganization and the transfer of five Name Check Supervisors
to the Winchester facility.

Resolved. This recommendation is resolved based on the FBI’'s
agreement to enhance the quality assurance measures within the
NNCP. This recommendation can be closed when we receive
documentation that the FBI has developed and implemented quality
assurance measures and guidance for all steps of the name check
process.

Resolved. This recommendation is resolved based on the FBI's
agreement to develop and implement an improved name check
tracking process. This recommendation can be closed when we
receive documentation that a reliable name check submission and
completion tracking function has been developed and implemented.
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Resolved. This recommendation is resolved based on the FBI's
agreement to periodically reevaluate production metrics. This
recommendation can be closed when receive documentation of the
plans for reevaluating production metrics on a periodic basis to
appropriately evaluate personnel production.

Resolved. This recommendation is resolved based on the FBI's
agreement to modify the NCP application to include re-prioritized
name checks in progress. This recommendation can be closed when
we receive documentation that the FBI has enhanced the NCP
application to accurately account for all expedited name check
requests.

Resolved. This recommendation is resolved based on the FBI's
agreement to maintain a current list of central points of contact for
field divisions. During our audit we noted that the NNCP had a point
of contact listing that was not current. This recommendation can be
closed when we receive documentation showing that the point of
contact list has been updated and a process for regularly updating
the list is implemented.

Resolved. This recommendation is resolved based on the FBI's
agreement to develop guidelines for submitting field division file
review requests and followup. The FBI stated that the NCDD
program was enhanced to allow for tracking of field division file
review requests, and that the NNCP is in the process of developing
procedures for requesting and following up on field division file
review requests. In addition, a special team within the NNCP was
established to follow up on overdue field division file review requests.
This recommendation can be closed when we receive the NNCP’s
guidelines for submitting and following up on field division file review
requests.

Resolved. This recommendation is resolved based on the FBI's
agreement to expand USCIS representation to the Winchester
facility. This recommendation can be closed when we receive the
results of the FBI's efforts to provide a USCIS representative at its
Winchester facility or establish a dedicated USCIS central point of
contact for NNCP analysts.

93
REDACTED - FOR PUBLIC RELEASE



17.

18.

19.

20.

21,

REDACTED - FOR PUBLIC RELEASE

Resolved. This recommendation is resolved based on the FBI's
agreement to reassess its fee structure at least biennially. The FBI
stated that RMD established a Financial Services Unit in 2006, which
has oversight of the name check fee. This unit is responsible for
monitoring cost recovery and conducting new fee studies whenever
required by operational changes or every 2 years, whichever comes
first. According to the FBI, the Financial Services Unit has engaged
an independent contractor and initiated the next cost and fee study.
This recommendation can be closed when we receive the results of
the new cost and fee study.

Resolved. This recommendation is resolved based on the FBI’'s
agreement to establish a uniform policy for accepting and charging
FBI field divisions for third-party name check submissions. This
recommendation can be closed when we receive the FBI's policy for
accepting and charging FBI field divisions for third-party name check
submissions.

Resolved. This recommendation is resolved based on the FBI’s
agreement to develop a formal long-term business plan for the
NNCP. The FBI stated that RMD is scheduled to participate in its
Strategy Management System, which will allow for the development
of a long term business plan. This recommendation can be closed
when we receive the FBI’'s long-term business plan for improving the
efficiency and accuracy of the NNCP’s operations.

Resolved. This recommendation is resolved based on the FBI's
agreement to assess fingerprint fees at least biennially consistent
with OMB'’s Circular A-25. The FBI stated that it recently awarded a
5-year contract to ensure that annual user fee studies are conducted.
This recommendation can be closed when we receive documentation
on the contract that was awarded to ensure that the fingerprint fee
structure will be assessed at least biennially.

Resolved. This recommendation is resolved based on the FBI's
agreement to formalize its procedures for documenting and
approving adjustments to AFIS. The FBI’'s response reiterates its
process to manage and implement system changes. Our audit found
that CJIS personnel could easily recite the methods used for
processing changes to AFIS, but these methods have not been
memorialized in CJIS’ policies and procedures. This recommendation
can be closed when we receive the formal policies and procedures
CJIS follows before making changes to AFIS.
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