U. S. Department of Justice
Office of the Inspector General

A Review of the FBI’s Handling
of Intelligence Information Related
to the September 11 Attacks

Office of the Inspector General
November 2004

REDACTED AND UNCLASSIFIED
(RELEASED PUBLICLY JUNE 2005)




NOTE

This report is a redacted and unclassified version of the full report that the Office of the
Inspector General (OIG) completed in July 2004 and provided at that time to the Federal Bureau
of Investigation (FBI), the Department of Justice, the Congress, the Central Intelligence Agency,
the National Security Agency, and the National Commission on Terrorist Attacks Upon the
United States. The OIG’s full report is classified at the Top Secret/SCI level.

At the request of members of Congress, after issuing the full report the OIG created an
unclassified 371-page version of the report. Because the unclassified report included
information about the FBI’s investigation of Zacarias Moussaoui, and because of the pendency
of the prosecution of Moussaoui in the United States District Court for the Eastern District of
Virginia and the rules of that Court, the OIG could not release the unclassified version of the
report without the Court’s permission. On February 1, 2005, the OIG filed a motion in the
District Court requesting leave to release publicly the unclassified report, including the
information about Moussaoui. Moussaoui’s defense counsel objected to the release of any
information related to Moussoaui and certain other information. The Court denied the OIG’s
motion on April 28, 2005.

Thereafter, the OIG redacted from the report the information requested by Moussaoui’s
defense counsel. On June 7, 2005, the OIG filed a motion with the Court requesting leave to
release publicly the redacted, unclassified version of the report, and the Court granted the OIG’s
motion.

This is the redacted, unclassified version of the report. In the future, when the Moussaoui
case is concluded and with the Court’s permission, the OIG intends to release the full
unclassified report, including the information that was redacted from this version.
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CHAPTER ONE
INTRODUCTION

I. Introduction

On September 11, 2001, 19 terrorists hijacked 4 comrnercial airplanes as
part of a coordinated terrorist attack against the United States. Two of the
planes crashed into the World Trade Center Towers in New York City and one
hit the Pentagon near Washington, D.C. The fourth plane crashed in a field in
southwestern Pennsylvania. More than 3,000 persons were killed in these
terrorist attacks.

On February 14, 2002, the House of Representatives Permanent Select
Committee on Intelligence and the Senate Select Committee on Intelligence
began a joint inquiry to address questions related to the September 11 attacks,
such as “what the Intelligence Community knew prior to September 11 about
the scope and nature of any possible terrorist attacks... what was done with
that information” and “how and to what degree the elements of the Intelligence
Community have interacted with each other, as well as with other parts of the
federal, state, and local governments, with respect to identifying, tracking,
assessing, and coping with international terrorist threats.”! This review became
known as the Joint Intelligence Committee Inquiry or “the JICI review.”

One of the key questions arising after the attacks was what information
the Federal Bureau of Investigation (FBI) knew before September 11 that was
potentially related to the terrorist attacks. On May 21, 2002, Coleen Rowley,
the Chief Division Counsel in the FBI’s Minneapolis Field Office,” wrote a 13-
page letter to FBI Director Robert Mueller in which she raised concerns about
how the FBI had handled certain information in its possession before the

sl Y

! The U.S. “Intelligence Community” is composed of 14 agencies responsible for
collecting intelligence information on behalf of the government and includes the Federal
Bureau of Investigation and the Central Intelligence Agency (CIA).

? The CDC provides legal counsel and advice to field office management, supervisors,
and agents on administrative and operational matters.



| In
addition, the Director asked the OIG to review the issues in an Electronic
Communication (EC) written by an FBI Special Agent in Phoenix (known as
the Phoenix EC), as well as “any other matters relating to the FBI’s handling of
information and/or intelligence before September 11, 2001 that might relate in
some manner to the September 11, 2001 attacks.”

1
|

The Phoenix EC was a memorandum sent by an agent in the FBI’s
Phoenix office in July 2001 to FBI Headquarters and to the FBI’s New York
Field Office.” The Phoenix EC outlined the agent’s theory that there was a

3 This document has commonly been referred to as “the Phoenix memo” or “the
Phoenix EC.” Throughout this report, we use the term “Phoenix EC” to refer to this
document.



coordinated effort by Usama Bin Laden to send students to the United States to
attend civil aviation universities and colleges for the purpose of obtaining jobs
in the civil aviation industry to conduct terrorist activity. The EC also
recommended that FBI Headquarters instruct field offices to obtain student
identification information from civil aviation schools, request the Department
of State to provide visa information about foreign students attending U.S. civil
aviation schools, and seek information from other intelligence agencies that
might relate to his theory. At the time of the September 11 attacks, little action
had been taken in response to the Phoenix EC.

The OIG agreed to conduct a review in response to the FBI Director’s
request. In conducting our review, OIG investigators also learned that prior to
the September 11 attacks the Intelligence Community had acquired a
significant amount of intelligence about two of the hijackers — Nawaf al Hazmi
and Khalid al Mihdhar.* Well before September 11, 2001, the Intelligence
Community had discovered that Hazmi and Mihdhar had met with other al
Qaeda operatives in Malaysia in January 2000. The CIA also had discovered
that Mihdhar possessed a valid U.S visa and that Hazmi had traveled to the
United States in January 2000. The FBI contended, however, that it was not
informed of Mihdhar’s U.S. visa and Hazmi’s travel to the United States until
August 2001, just before the September 11 attacks. At that time, the FBI had
1nitiated an investigation to locate Mihdhar and Hazmi, but the FBI was not
close to finding them at the time of the September 11 attacks. The OIG also
learned that Hazmi and Mihdhar had resided in the San Diego area in 2000,
where they interacted with a former subject of an FBI investigation and lived
as boarders in the home of an FBI source. The OIG therefore decided to
include 1in its review an investigation of the intelligence information available
to the FBI about Hazmi and Mihdhar before September 11 and the FBI’s
handling of that intelligence information.

In December 2002, the JICI released its final report entitled, “Joint
Inquiry into Intelligence Community Activities before and after the Terrorist
Attacks of September 11, 2001.” One of the report’s recommendations was for
the Inspectors General at the Department of Justice (DOJ), CIA, Department of

% Mihdhar, Hazmi, and three others hijacked and crashed American Airlines F light 77
into the Pentagon. .



Defense, and Department of State to determine whether and to what extent
personnel at those agencies should be held accountable for any acts or
omissions with regard to the identification, prevention, and disruption of the
September 11 terrorist attacks.

II. OIG investigation
The OIG’s review focused on the FBI’s handling of the Phoenix EC, [JJii

IR 2 the intelligence information about Mihdhar and
Hazmi. To review these issues, the OIG assembled a team of four attorneys,
three special agents, and two auditors. The team conducted 225 interviews of
personnel from the DOJ, FBI, CIA, and other agencies. For example, we
interviewed FBI personnel from FBI Headquarters; from FBI field offices in
Minneapolis, San Diego, New York, Phoenix, and Oklahoma; and from FBI
offices overseas. We also interviewed employees from the CIA, the INS, the
National Security Agency (NSA), and the Federal Aviation Administration
(FAA). We reviewed over 14,000 pages of documents we obtained from the
FBI, the CIA, the NSA, and JICI.

Our review of the FBI’s handling of the Hazmi and Mihdhar matter
required us to obtain a significant amount of information from the CIA
regarding its interactions with the FBI on that matter. To conduct our review,
we thus had to rely on the cooperation of the CIA in providing us access to
CIA witnesses and documents. We were able to obtain CIA documents and
interviewed CIA witnesses, but we did not have the same access to the CIA
that we had to DOJ information and employees. We also note that the CIA
OIG is conducting its own inquiry of the CIA’s actions with regard to the
Mihdhar and Hazmi matter.

1. Organization of the OIG report

This report is organized into six chapters. Chapter One contains this
introduction. Chapter Two provides general background on the issues
discussed 1in this report. For example, it contains descriptions of key
terminology, the FBI’s organizational structure, the so-called “wall” that
separated intelligence and criminal investigations in the FBI and the DOJ, the
process for obtaining a FISA warrant, and other legal background issues related
to how the FBI investigated terrorism and intelligence cases before September
11,2001. Because the background chapter contains basic terminology and



concepts, those with more extensive knowledge of these issues may not need to
read this chapter in full.

Chapter Three evaluates the FBI’s handling of the Phoenix EC. As an
initial matter, we provide background on how “leads” were assigned in the FBI
before September 11, 2001, and we summarize the contents of the Phoenix EC.
We then describe in detail how the Phoenix EC was handled within the FBI
before September 11. In the analysis section of Chapter Three, we examine
problems in how the Phoenix EC was handled, first focusing on the systemic
problems that affected the way the FBI treated the EC and then discussing the
performance of the individuals involved with the EC. At the end of the chapter
we discuss several other pieces of information in the possession of the FBI
before September 11 that also noted connections of potential terrorists to the
aviation industry or the use of airplanes.

In Chapter Five, we examine the FBI’s handling of intelligence
information concerning Hazmi and Mihdhar. We found that, beginning in late
1999 and continuing through September 11, 2001, the FBI had at least five
opportunities to learn of intelligence information about Mihdhar and Hazmi
which could have led it to focus on them before the September 11 attacks. In
this chapter, we describe each of these five opportunities in detail. We
describe the intelligence information regarding Hazmi and Mihdhar that
existed at the time, whether the information was made available to the FBI, and
what additional information about Hazmi and Mihdhar the FBI could have
developed on its own. In the analysis section of this chapter, we evaluate the
problems that impeded the FBI’s handling of the information about Hazmi and
Mihdhar before September 11, and we also address the performance of the
individuals involved in the Hazmi and Mihdhar case.



‘In Chapter Six, we set forth our recommendations for systemic
improvements in the FBI and we summarize our conclusions.

I At that time, the OIG prov1ded the report which was classified at the
TOP SECRET/SCI level, to the National Commission on Terrorist Attacks
Upon the United States (9/11 Commission). The 9/11 Commission used
certain information from our report in its final report. In July 2004, we also
provided our classified report to certain congressional committees with
oversight of the Department of Justice, including the House of Representatives
and Senate Committees on the Judiciary, the Senate Select Committee on
Intelligence, and the House Permanent Select Committee on Intelligence.

At the request of the Senate Judiciary Committee, the OIG has created
this 370-page unclassified version of the report. To do so, we worked with the
FBI, the CIA, and the NSA to delete classified information from our full report.

However, the substance of the report has not changed, and we believe that this
unclassified version fairly summarizes the findings of the full report.



CHAPTER TWO
BACKGROUND

I. Introduction

This chapter provides a description of key terminology, the FBI’s
organizational structure, and legal background related to an examination of
how the FBI investigated international terrorism matters before the
September 11 terrorist attacks.” It also provides a basic overview of the legal
issues and policies that affected how the FBI typically handled terrorism
investigations before September 11, 2001.°

A. Introduction to international terrorism

The FBI defines terrorism as the unlawfiil use or threatened use of
violence committed against persons or property to intimidate or coerce a
government, the ctvilian population, or any segment thereof, in furtherance of
political or social objectives. When such violent acts are carried out by a group
or individual based and operating entirely within the United States without
foreign direction, they are considered acts of domestic terrorism, such as the
April 1995 bombing of the Alfred P. Murrah federal building in Oklahoma
City, Oklahoma. When such acts are committed by an individual or group
based or operating outside of the United States, they are considered acts of
international terrorism, such as the September 11, 2001, attacks on the World
Trade Center and the Pentagon. See the FBI’s National Foreign Intelligence
Program Manual, Section 2-1.1.

According to the FBI, there are three main categories of international
terrorist threats to U.S. interests: formal, structured terrorist organizations;’

> A list of acronyms used in this report is attached in the Appendix.

% Those who have such knowledge may not need to read this chapter and can go directly
to the chapters of the report detailing our investigation of the FBI’s handling of specific
matters, beginning with Chapter Three’s discussion of the Phoenix EC.

7 Formal, structured terrorist organizations are those with their own personnel,
infrastructures, financial arrangements, and training facilities. Such groups include al
Qaeda, the Palestinian Hamas, the Irish Republican Army, the Egyptian Al-Gama Al-
(continued)



state sponsors of international terrorism®; and loosely affiliated Islamic
extremists.” According to Dale Watson, the former Executive Assistant
Director for Counterterrorism, the trend in international terrorism has been a
shift away from state sponsors of terrorism and formalized terrorist
organizations towards loosely affiliated religious extremists who claim Islam
as their faith.

Among these Islamic extremists is Usama Bin Laden, who heads the al
Qaeda transnational terrorist network. Al Qaeda leaders were harbored in
Afghanistan by the Taliban regime from 1996 until the U.S. military operations
there in 2001. In addition to the September 11 attacks, al Qaeda was
responsible for the bombing of the U.S.S. Cole in Yemen on October 12, 2000,
the bombings of the U.S. Embassies in Kenya and Tanzania in August 1998,
and numerous other terrorist attacks.

B. The FBDI’s role in protecting against international terrorism

A critical part of the effort to prevent terrorism is the collection of timely
and accurate intelligence information about the activities, capabilities, plans
and intentions of terrorist organizations. The U.S. “Intelligence Community”
is composed of 14 U.S. agencies responsible for collecting intelligence
information on behalf of the government.'°

(continued)

Islamiyya, and the Lebanese Hizbollah. Hizbollah, for example, carried out numerous
attacks on Americans overseas, including the October 1983 vehicle bombing of the U.S.
Marine barracks in Lebanon and the June 1996 bombing of Khobar Towers in Saudi Arabia.

8 According to the FBI, as of 2001 the primary state sponsors of terrorism were Iran,
Iraq, Sudan, and Libya.

° This is sometimes referred to as the “Islamic Jihad Movement” or the “International
Jihad Movement.”

'0 These 14 agencies are: the CIA, FBI, Defense Intelligence Agency (DIA), National
Security Agency (NSA), U.S. Army Intelligence, U.S. Navy Intelligence, U.S. Air Force
Intelligence, U.S. Marine Corps Intelligence, National Geospatial Agency (NGA), National
Reconnaissance Office (NRO), Department of the Treasury, Department of Energy,
Department of State, and the Coast Guard. The Director of Central Intelligence (the DCI)
oversees the Intelligence Community and also serves as the principal advisor to the
President for intelligence matters and as the Director of the CIA.



The National Security Act of 1947 created the Central Intelligence
Agency (CIA) and established it as the United States’ lead intelligence agency.
The CIA engages primarily in the collection of foreign intelligence
information, which is information relating to the capabilities, intentions, and
activities of foreign governments or organizations, including information about
their international terrorist activities. The Act prohibits the CIA from
exercising any “police, subpoena, law enforcement powers, or internal security
functions.”

The FBI is the nation’s lead agency for the collection of “foreign
counterintelligence information.”"" According to the Attorney General
Guidelines in place at the time, which were called the Attorney General
Guidelines for Foreign Counterintelligence (FCI) Investigations, FCI is
information relating to espionage and other intelligence activities, sabotage, or
assassinations conducted by, for, or on behalf of foreign governments or
organizations, as well as information relating to international terrorist
activities. Intelligence investigations include investigations of individuals who
are international terrorists, groups or organizations that are engaged in
espionage; or groups or organizations that are engaged in international
terrorism.

The FBI can initiate an intelligence investigation even if a crime has not
been committed. For example, the FBI may investigate and collect intelligence
information about an individual who is believed to be an international terrorist
or a spy without showing that the individual has participated in any terrorist act
or actually committed espionage. Intelligence investigations are '
distinguishable from criminal investigations, such as bank robbery or drug
trafficking investigations, which attempt to determine who committed a crime
and to have those individuals criminally prosecuted. Prevention of future
terrorist acts rather than prosecution after the fact is the primary goal of the
intelligence investigations with respect to international terrorism matters.

" The authority for the FBI’s broad mission to act as the nation’s lead domestic
intelligence agency is set forth most clearly in Presidential Executive Order 12333,
implemented on December 4, 1981.



International terrorism could be investigated as both an intelligence
investigation and as a criminal investigation. When a criminal act, such as the
bombing of a building, was determined to be an act of international terrorism,
the FBI could open a criminal investigation and irivestigate the crime, as it did
other criminal cases, with the goal of prosecuting the terrorist.'” At the same
time, the FBI could open an intelligence investigation of an individual or a
group to investigate the person’s contacts, the group’s other members, the
intentions of the individual or the group, or whether any future terrorist act was
planned."

One significant difference between an intelligence investigation and a
criminal investigation is the legal framework that applies when a physical
search or electronic surveillance is initiated.'* In a criminal investigation that
implicates the privacy interests protected by the Fourth Amendment, the
general rule is that searches may not be conducted without a warrant issued by
a magistrate upon a finding that probable cause exists that evidence of a crime
will be uncovered.”> When the FBI seeks to conduct electronic surveillance in
a criminal investigation, the FBI must obtain a warrant by complying with the -
requirements of Title III of the Omnibus Crime Control and Safe Streets Act of
1968, 18 U.S.C. §§ 2510-2522 (Title III). When a physical search is sought in

12 The FBI has been assigned “lead agency responsibilities” by the Attorney General to
investigate “all crimes for which it has primary or concurrent jurisdiction and which involve
terrorist activities or acts in preparation of terrorist activities within the statutory jurisdiction
of the United States.” National Security Directive 207, issued in 1986, specifically assigned
responsibility to the FBI for response to terrorist attacks, stating: “The Lead Agency will
normally be designated as follows: The Department of Justice for terrorist incidents that
take place within U.S. territory. Unless otherwise specified by the Attorney General, the
FBI will be the Lead Agency within the Department of Justice for operational response to
such incidents.”

13 After the attacks of September 11, 2001, the FBI significantly changed how it
investigates international terrorism cases. We discuss those changes throughout this report.

' Electronic surveillance includes wiretapping of telephones, installing microphones in
a house or building, and intercepting computer usage. Electronic surveillance is considered
a particular kind of search.

"> There are several exceptions to the warrant requirement that are not material to this
report.
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a criminal investigation, the FBI also must comply with the requirements of |
Rule 41 of the Federal Rules of Criminal Procedure.

With respect to an intelligence investigation, however, criminal search
warrants issued by a magistrate are not required. The courts have long
recognized the Executive Branch’s claim of inherent constitutional power to
conduct warrantless surveillance to protect national security.'® However,
because such authority was abused, Congress created procedures and judicial
oversight of the Executive Branch’s exercise of this authority with the passage
of the Foreign Intelligence Surveillance Act of 1978 (FISA)."” 50 U.S.C.
§1801 et seq. FISA requires the FBI to obtain an order from the Foreign
Intelligence Surveillance Court (FISA Court) upon a showing of probable
cause to believe that the subject of the surveillance is a foreign government or
organization engaging in clandestine intelligence activities or international
terrorism, or is an individual engaging in clandestine intelligence activities or
international terrorism on behalf of a foreign government or organization.'® In
addition, prior to September 11, 2001, the government had to submit a
certification to the FISA Court that “the purpose” of the surveillance or search
was collection of “foreign intelligence information.”** 50 U.S.C.

§ 1804(a)(7)(E).

16 The U.S. Constitution, Article II, Section 1, clause 7, supplies the President’s
constitutional mandate to “preserve, protect and defend the Constitution of the United
States.”

17 Among the most notable examples of the Executive Branch’s abuse of this authority
was action taken in relation to the Watergate scandal.

18 Prior to September 11, 2001, the FISA Court consisted of seven federal district court
judges designated by the Chief Justice of the Supreme Court, at least one of whom was a
member of the federal district court in Washington, D.C. After September 11, 2001, the
number of FISA Court judges was increased to 11. The government presents applications
for a court order authorizing electronic surveillance or a physical search to the judges in in
camera, ex parte proceedings. FISA also created the Foreign Intelligence Surveillance
Court of Review, which has jurisdiction to review the denial of FISA applications by the
FISA Court.

' The FISA statute provides that the FBI must show that “the target of the electronic
surveillance is a foreign power or an agent of a foreign power.” 50 U.S.C. § 1804(a). These
terms and requirements are discussed in more detail in Section IV, A below.
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II. The FBI’s organizational structure with respect to international
terrorism

The FBI’s Counterterrorism Program is responsible for supervising and
handling FBI terrorism matters. Before September 11, 2001, the
Counterterrorism Program was housed in the Counterterrorism Division at FBI
Headquarters.” International terrorism and domestic terrorism were
subprograms within the Counterterrorism Program.

A. Counterterrorism Program

Although the FBI has had primary responsibility since 1986 for
investigating and preventing acts of terrorism committed in the United States,
the FBI developed its formal Counterterrorism Program in the 1990s. For
much of the 1990s, terrorism matters were overseen at FBI Headquarters by
about 50 employees in the counterterrorism section within the FBI’s National
Security Division (later called the Counterintelligence Division). The National
Security Division also managed the FBI’s Foreign Counterintelligence
Program. According to Dale Watson, former Executive Assistant Director for
Counterterrorism, in the early 1990s counterterrorism was considered a “low-
priority program” in the FBIL.

According to Watson’s testimony before the Senate Select Committee on
Intelligence and the House Permanent Select Committee on Intzlligence on
September 26, 2002, the first attack on the World Trade Center in February
1993 and the April 1995 bombing of the Alfred P. Murrah Federal Building in
Oklahoma City, Oklahoma, were “confirmation” that terrorist acts could be
committed on U.S. soil. Watson testified that the World Trade Center bombing
in 1993 was a “wake-up call” and that prior to this attack and the Oklahoma
City bombing “terrorism was perceived as an overseas problem.”

In addition to the FBI’s counterterrorism efforts, the CIA has for years
focused on international terrorism in general and Usama Bin Laden in
particular. In 1986, the CIA established a Counterterrorist Center (CTC) at

? The FBI has reorganized its Counterterrorism Program several times since
September 11, 2001. We provide in this section of the report the description of the
organization and positions that existed immediately prior to the September 11 attacks.
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CIA Headquarters after a task force concluded that U.S. government agencies
had not aggressively operated to disrupt terrorist activities. The CTC’s stated
mission is to preempt, disrupt, and defeat terrorists by implementing a
comprehensive counterterrorist operations program to collect intelligence on
and minimize the capabilities of international terrorist groups and state
sponsors of terrorism. The CTC attempts to exploit source intelligence to
produce in-depth analyses on potential terrorist threats and coordinate the
Intelligence Community’s counterterrorist activities.

CIA Director George Tenet testified before Congress that Usama Bin
Laden came to the attention of the CIA as “an emerging terrorist threat” during
his stay in Sudan from 1991 to 1996. As early as 1993, the CIA began to
propose action to reduce his organization’s capabilities. Tenet stated that the
Intelligence Community was taking action to stop Bin Laden by 1996, when he
left Sudan and moved to Afghanistan.

In 1996, the CIA established a special unit, which we call the Bin Laden
Unit, to obtain more actionable intelligence on Bin Laden and his
organization.”' This effort was the beginning of an exchange program between
the FBI and the CIA in which senior personnel moved temporarily between the
two agencies.

Around the same time, in April 1996 the FBI created its own
Counterterrorism Center at FBI Headquarters. As part of the Counterterrorism
Center, the FBI established an exchange of working-level personnel and
managers with several government agencies, including the CIA, Immigration
and Naturalization Service (INS), the Federal Aviation Administration (FAA),
and others.

In May 1998, a task force of FBI officials created a 5-year strategic plan
for the FBI, based on a 3-tier system, setting investigative priorities that would
affect the allocation of FBI resources. Tier 1 included crimes or intelligence
problems that threatened national or economic security. Counterterrorism was

2! The Bin Laden Unit was housed organizationally within the CTC during the time
period most relevant to this report. Around September 11, 2001, approximately 40-50
employees worked in the Bin Laden Unit. We discuss the Bin Laden Unit in more detail in
Chapter Five.
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designated a Tier 1 priority. Tier 2 involved criminal enterprises or those
offenses that adversely affected public integrity, and Tier 3 included crimes
that affected individuals or property.

In November 1999, the FBI took the Counterterrorism Program out of the
National Security Division and created a separate Counterterrorism Division.

1. Organization of the Counterterrorism Division

The major components of the FBI’s Counterterrorism Division prior to
September 11, 2001, were the International Terrorism Operations Section
(ITOS), the Domestic Terrorism Operations Section (DTOS), the National
Infrastructure Protection Center (NIPC), and the National Domestic
Preparedness Office (NDPO).”

The issues in this report focus primarily on ITOS, which was responsible
for overseeing the FBI’s international terrorism investigations, both criminal
and intelligence investigations. The mission of the ITOS was twofold: to
prevent terrorist acts before they occurred, and if they occurred to mount an
effective investigative response with the goal of prosecuting those responsible.

Prior to September 11, 2001, approximately 90 employees worked in
ITOS at FBI Headquarters. ITOS was led by Section Chief Michael Rolince
“during the time relevant to this report.

ITOS was divided into several units. One of those units handled Bin Laden-
related investigations, and was called the Usama Bin Laden Unit or the UBLU.
Cases that could not be linked to a specific group and that involved radical

22 The NIPC, created in February 1998, was originally called the Cornputer
Investigation and Infrastructure Threat Center. The NIPC’s mission was to serve as the U.S.
government’s focal point for threat assessment, warning, investigation, and response for
threats or attacks against the nation’s critical infrastructures. These infrastructures include
telecommunications, energy, banking and finance, water systems, government operations,
and emergency services. The NDPO was created in October 1998 to coordinate all federal
efforts to assist state and local law enforcement agencies with the planning, training, and
equipment needs necessary to respond to a conventional or non-conventional weapons of
mass destruction incident. The NIPC has since been moved to the Department of Homeland
Security. The responsibilities for the NDPO were moved to the Federal Emergency
Management Agency before September 11, 2001.
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extremist allegations were assigned to Radical Fundamentalist Unit or the
RFU. Before September 11, it had approximately ten employees.

2. Management of counterterrorism cases at FBI Headquarters

FBI Headquarters was more closely involved in overseeing
counterterrorism investigations compared to criminal cases such as bank
robberies or white collar crime. In counterterrorism cases, FBI Headquarters
was responsible for, among other things, ensuring that intelligence information
received from outside agencies was provided to the relevant field offices and
assisting field offices in preparing the paperwork necessary to apply for a FISA
order. For this reason, we discuss the duties of the relevant personnel at FBI
Headquarters with respect to counterterrorism investigatiors.

a. Supervisory Special Agents and Intelligence Operation
Specialists ‘

Each of the five units within ITOS was staffed by several Supervisory
Special Agents (SSA), each of whom worked closely with Intelligence
Operations Specialists (I0S). The SSAs were FBI agents who had several
years of experience in the field and had been promoted to a supervisory
headquarters position. These SSAs generally worked in ITOS for
approximately two years before becoming supervisors in a field office or
elsewhere in FBI Headquarters. ITOS SSAs typically had at least some
experience in terrorism matters prior to coming to ITOS.

I0Ss were non-agent, professional employees.”> Some had advanced
degrees 1n terrorism or terrorism-related fields. Others had no formal training
1n analytical work but advanced to their IOS positions from: clerical positions
within the FBI. Most IOSs were long-term employees who were expected to
have institutional knowledge about terrorism matters, such as the history of a
particular terrorist organization or the principal participants in a terrorist
organization.

% In October 2003, the FBI reclassified all FBI analysts under one position title —
Intelligence Analyst. IOSs now are called “Operations Specialists.”
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The responsibilities of each SSA and IOS depended on the unit in which
they worked. Sorne SSAs and IOSs oversaw all FBI investigations relating to a
particular terrorist group or a particular target. Other SSAs and IOSs were
responsible for overseeing terrorism investigations conducted in a particular
region of the country.

SSAs and I0Ss were the first point of contact for agents and supervisors
in the field conducting counterterrorism investigations when approval, advice,
or information was needed. For example, if a field office’s investigation
revealed connections between the subject of the investigation and a known
leader of a terrorist organization, the IOS was supposed to provide the field
office with the FBI’s information on the leader of the terrorist organization. In
addition, SSAs and IOSs assisted field offices by assembling the necessary
documentation to obtain court orders authorizing electronic surveillance
pursuant to FISA. This is discussed further in Section IV, B below.

SSAs and IOSs also were responsible for collecting and disseminating
intelligence and threat information. They received information from various
FBI field offices and from other intelligence agencies that needed to be
analyzed and disseminated to the field. SSAs and I0Ss also acted as liaisons
with other intelligence agencies. They also received information from these
agencies in response to name check requests or traces on telephone numbers as
well as intelligence and threat information.

. With respect to threat information, SSAs and IOSs worked with FBI field
offices or Legal Attaché (Legat) offices to assess the threat and take any action
necessary to prevent terrorist acts from occurring.” For example, an I0S
would conduct research on the names associated with the threats, arrange for
translators to translate any intercepts from electronic surveillance, request
information from other agencies about the persons associated with the threats,
and prepare communications to the field office and Legat to ensure that

24 Prior to September 11, 2001, the FBI had 44 Legat offices around the world. - Legat
offices assist the FBI in its mission from outside of the United States by, for example,
coordinating with other government agencies to facilitate the extradition of terrorists wanted
for killing Americans. As of June 2004, the FBI had 45 Legat offices and four Legat sub-
offices.
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updated information was provided to the necessary persons involved in the
investigation.

b. Intelligence Research Specialists and analysis within the
Counterterrorism Division

Prior to September 11, 2001, Intelligence Research Specialists (IRSs)
also were a part of the FBI’s Counterterrorism Program, although they were
housed in a separate division of the FBI from the SSAs and IOSs. Both IRSs
and I0Ss performed an important function in the intelligence arena called
“analysis.”

Analysis is the method by which pieces of intelligence information are
evaluated, integrated, and organized to indicate pattern and meaning. As
information is received, it must be examined in-depth and connected to other
pieces of information to be most useful.

Analysis generally is considered to be either tactical or strategic. Tactical
analysis, which also is called operational analysis, directly supports
investigations or attempts to resolve specific threats. It normally must be acted
upon quickly to make a difference with respect to an investigation or a threat.
An example of tactical analysis is the review of the telephone records of
several subjects to determine who might be connected to whom in a certain
investigation or across several investigations. Another example of tactical
analysis is a review of case files to determine whether similar, suspicious
circumstances in two unrelated police reports exist in other cases and are
somehow connected to each other or to criminal or terrorist activity.

In contrast to tactical analysis, strategic analysis provides a broader view
of patterns of activity, either within or across terrorism programs. Strategic
analysis involves drawing conclusions from the available intelligence
information and making predictions about terrorist activity. It is not simply
descriptive but proactive in nature. A typical product of strategic analysis is a
report that includes program history, shifts in terrorist activity, and conclusions
about how the FBI should respond. ‘

The FBI has acknowledged that prior to September 11, 2001, its
Counterterrorism Division was primarily geared toward conducting tactical

17



analysis in support of operational matters rather than strategic analysis.*
Tactical analysis generally was handled by 10Ss within the operational units.

Prior to September 11, strategic analysis for the Counterterrorism
Division was performed by IRSs. Like I0Ss, IRSs were non-agent,
professional employees who were expected to be subject matter experts about a
particular terrorism group, program, or target. All IRSs at the FBI had college
degrees, and some had advanced degrees. Like IOSs, IRSs were expected to be
long-term FBI employees who possessed the “institutional knowledge” about a
particular program or target.? |

During the time period relevant to our review, IRSs who worked
counterterrorism matters were assigned to the Investigative Services Division
(ISD), a division separate from the Counterterrorism Division that contained all
IRSs in the FBI. IRSs were grouped in units and reported to a unit chief, who
reported to a section chief. The IRSs who were assigned to the FBI’s
Counterterrorism Program typically worked with the same SSAs and I0Ss
assigned to a particular terrorist group or target. For example, an IRS who was
assigned to Bin Laden matters typically worked with IOSs and SSAs in the
UBLU in ITOS.

As we discuss in detail in Chapter Three, the number of FBI IRSs
decreased significantly before September 11, 2001, and the relatively few IRSs
were often used to perform functions other than strategic analysis.

Many FBI analysts and supervisors noted to the OIG that the resources
devoted to the Counterterrorism Program and analysis were inadequate, and
that the amount of work in the Counterterrorism Program was overwhelming.
They also stated that they were hampered significantly by inadequate
technology. We discuss these issues in further detail in Chapter Three of the
report on the handling of the Phoenix EC. However, these difficult conditions
in the Counterterrorism Program apply equally to the issues in the other
chapters in our report.

%% In Chapter Three, we discuss in more detail the FBI’s lack of strategic analysis
capabilities prior to September 11, 2001.

% IRSs now are called “All Source Analysts.”

18



B. Field offices and counterterrorism investigations

Prior to September 11, 2001, FBI counterterrorism investigations,
whether intelligence or criminal, were opened and led by the FBI’s 56 field
offices. In many field offices, counterterrorism investigations were handled by
a squad that focused on terrorism cases only. In the New York Field Office
and other large offices, several squads were devoted solely to international
terrorism matters. In smaller field offices, international terrorism and domestic
terrorism investigations often were assigned to the same squad. FBI agents
generally developed specialties within the terrorism field such as a particular
terrorist organization. Each squad was led by an SSA who reported to an
Assistant Special Agent in Charge (ASAC) who, in turn, reported to the
Special Agent in Charge (SAC).”’

As stated above, field offices opened international terrorism
investigations as either a criminal investigation or an intelligence investigation.
Attorney General Guidelines delineated the information or allegations that
WETe necessary to open a criminal investigation or an intelligence
investigation.*®

For both criminal and intelligence cases, the Attorney General Guidelines
set forth the criteria for opening two levels of investigations — a “preliminary
inquiry” (PI) and a “full investigation” (also called a full field investigation or
FFI). The Guidelines also specified what investigative techniques could be
employed in preliminary inquiries or full investigations. Both sets of the

27 In larger field offices such as New York, several SACs report to an Assistant Director
in Charge (ADIC).

28 Separate Attorney General Guidelines regulate the FBI’s conduct in criminal
investigations, intelligence investigations, and the handling of informants, among other
issues. The Attorney General Guidelines that addressed criminal investigations were called
“The Attorney General’s Guidelines on General Crimes, Racketeering Enterprise and
Domestic Security/Terrorism Investigations” (hereinafter “criminal AG Guidelines™). The
Attorney General Guidelines in effect at the time that addressed intelligence investigations
were labeled “Attorney General Guidelines for FBI Foreign Intelligence Collection and
Foreign Counterintelligence Investigations” (hereinafter “FCI AG Guidelines”). Revised
criminal Attorney General Guidelines were issued on May 30, 2002, and new FCI
Guidelines were 1ssued on October 31, 2003.
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Guidelines provided that preliminary inquiries were conducted to determine
whether a basis existed for a full investigation. However, preliminary inquiries
had to be closed when there was insufficient information after a certain period
of time to support opening a full field investigation.

With respect to intelligence cases, agents could collect information by,
among other methods, questioning sources, finding new sources, checking FBI
and other agency databases, and reviewing intelligence information from other
intelligence agencies. Information was recorded in the form of Electronic
Communications (ECs) that became part of the case file. An EC is the
standard form of communication within the FBI.

Before September 11, 2001, FBI international terrorism intelligence cases
contained the case identifier number 199. Letter or “alpha” designations were
also used, along with the case identifier, to further identify intelligence
investigations. For example, intelligence investigations related to a particular
terrorist organization were designated as 199N investigations. International
terrorism intelligence investigations often are referred to as “a 199.” A
criminal international terrorism investigation had the FBI case identifier
number 265; these investigations were commonly referred to as “a 265.”%°

C. The Department’s Office of Intelligence Policy and Review

As mentioned above, when the FBI conducts intelligence investigations,
a significant tool for uncovering information is the FISA statute. The FBI
obtains an order from the FISA Court authorizing electronic surveillance and
searches with the assistance of Department attorneys in the Office of
Intelligence Policy and Review (OIPR). OIPR is under the direction of the
Counsel for Intelligence Policy.*

%% Curreritly, the FBI uses only one designation for international terrorism
investigations. '

%% We discuss in detail the process for obtaining FISA warrants and the role of FBI and
OIPR personnel in this process in Section IV, B.
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III. The wall between intelligence and criminal terrorism investigations

A. Introduction

This section summarizes the creation of the “wall” separating criminal
and intelligence terrorism investigations in the Department of Justice. The wall
began as a separation of intelligence investigators from contact with criminal
prosecutors, and evolved to include a separation of FBI investigators working
on intelligence investigations from investigators working on criminal
investigations.

As discussed above, FBI terrorism investigations could be opened either
as an intelligence investigation in which information was collected for the
protection of national security, or as a criminal investigation to prevent a
criminal act from occurring or to determine who was responsible for a
completed criminal act. In the course of an intelligence investigation,
information might be developed from searches or electronic surveillance -
obtained under FISA. That intelligence information also could be relevant to a
potential or completed criminal act. However, concerns were raised that if
intelligence investigators consulted with prosecutors about the intelligence
information or provided the information to criminal investigators, this
interaction could affect the prosecution by allowing defense counsel to argue
that the government had misused the FISA statute and it also could affect the
intelligence investigation’s ability to obtain or continue FISA searches or
surveillances. As a result, procedural restrictions — a wall — were created to
separate intelligence and criminal investigations. Although information could
be “passed over the wall” — i.e., shared with criminal investigators — this
occurred only subject to defined procedures.

The wall separatmg 1nTLell1g ence and criminal 1nvest1gat10ns affected

- And as we d1scuss n
detail in Chapter Five, because of the wall — and beliefs about what the wall
required — an FBI analyst did not share important intelligence information
about Hazmi and Mihdhar with criminal investigators. In addition, also
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because of the wall, in August 2001 when the New York FBI learned that
Hazmi and Mihdhar were in the United States, criminal investigators were not
allowed to participate in the search for them.

Because the wall between intelligence and criminal investigations
affected these two cases, we provide.in this section a description of how the
wall was created and evolved in response to the 1978 FISA statute. We also
describe the unwritten policy separating criminal and intelligence
investigations in the 1980s and early 1990s, the 1995 Procedures that codified
the wall, the FISA Court procedures in 2000 that required written certification
that the Department had adhered to the wall between criminal and intelligence
investigations, and the changes to the wall after the September 11 attacks.

1. The “primary purpose” standard

The FISA statute, enacted in 1978, authorizes the FISA Court to grant an
application for an order approving electronic surveillance or a search warrant
to obtain foreign intelligence information if there is probable cause to believe
that the target of the surveillance or search warrant is a foreign power or an
agent of a foreign power. 50 U.S.C. § 1805(a)(3). The statute requires that the
government certify when seeking the warrant that “the purpose” of the FISA
search or surveillance is to obtain “foreign intelligence information.” The
statute states that the certification must be made “by the Assistant to the
President for National Security Affairs or an executive branch official or
officials designated by the President from among those executive officers
employed in the area of national security or defense and appointed by the
President with the advice and consent of the Senate.” 50 USC § 1804(a)(7).
Within the Department, the certification is usually signed by the FBI Director.

While Congress anticipated that evidence of criminal conduct uncovered
during FISA surveillance would be provided to criminal investigators, the
circumstances under which such information could be furnished to criminal
investigators were not provided for in the statute.’’ Defendants in criminal

3! The legislative history states that “surveillance to collect positive foreign intelligence
may result in the incidental acquisition of information about crimes; but this is not its
objective.” Further, it states, “Surveillance conducted under [FISA] need not stop once
conclusive evidence of a crime is obtained, but instead may be extended longer where
(continued)
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cases can challenge the government’s use of information collected under a
FISA warrant by arguing that the government’s purpose in obtaining the
information pursuant to FISA was not for collection of foreign intelligence, but
rather for use in a criminal prosecution. Such a purpose would violate the
Fourth Amendment’s prohibition against warrantless searches, and could result
in evidence obtained under FISA being suppressed in the criminal case.
Alternatively, the FISA Court could reject an application for a FISA warrant
because of concerns that the government’s purpose for seeking the FISA
warrant was for use in a criminal case rather than collecting foreign
intelligence.

As aresult, in interpreting FISA courts applied “the primary purpose”
test. This allowed the use of FISA information in a criminal case provided that
the “primary purpose” of the FISA surveillance or search was to collect foreign
intelligence information rather than to conduct a criminal investigation or
prosecution. The seminal court decision applying this standard to information
collected in intelligence cases was issued in 1980. See United States v. Truong
Dinh Hung, 629 F.2d 908 (4" Cir. 1980). In this case, the Fourth Circuit Court
of Appeals ruled the government did not have to obtain a criminal warrant
when “the object of the search or the surveillance is a foreign power, its agents
or collaborators,” and “the surveillance is conducted ‘primarily’ for foreign
intelligence purposes.” Id. at 915. However, the court ruled that the
government’s primary purpose in conducting an intelligence investigation
could be called into question when prosecutors had begun to assemble a
prosecution and had led or taken on a central role in the investigation.

Although the Truong decision involved electronic surveillance conducted
before FISA’s enactment in 1978, courts used its reasoning and applied the
primary purpose test in challenges in criminal cases to the use of information
gathered from searches or electronic surveillance conducted pursuant to FISA.
See, e.g., United States v. Johnson, 952 F.2d 565 (1% Cir. 1991), cert. denied,
113 S.Ct. 58 (1992) (“[a]lthough evidence obtained under FISA subsequently
may be used in criminal prosecutions, the investigation of criminal activity

(continued)
protective measures other than the arrest and prosecution are more appropriate.” S. 1566,
95t Congress, 2d Session, Report 95-701, March 14, 1978.
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cannot be the primary purpose of the surveillance”); United States v. Pelton,
835 F.2d 1067 (4™ Cir. 1987), cert. denied, 486 U.S. 1010 (1988).

In the 1980s, the Department also adopted the “primary purpose”
standard contained in the Truong case.** It interpreted the FISA statute as
requiring prosecutors not to have control in intelligence investigations in which
information was being collected pursuant to FISA. The concern was that too
much involvement by prosecutors in the investigation created the risk that a
court would rule that the FISA information could not be used in a criminal case
because the “primary purpose” of the search was not the gathering of foreign
intelligence.

As a result, during the 1980s and through the mid-1990s, the
Department’s policy was that prosecutors within the Department’s Criminal
~ Division — not attorneys in the local United States Attorneys’ Offices (USAOQOs)
— had to be consulted in connection with intelligence investigations in which
federal criminal activity was uncovered, or when legal advice was needed to
avoid investigative steps that might inadvertently jeopardize the option of
prosecution using information obtained from the intelligence investigation.
Criminal Division attorneys were briefed by the FBI about ongoing intelligence
investigations and were expected to provide advice geared toward preserving a
potential criminal case, but they were not allowed to exercise control over the
investigation. The Criminal Division and FBI Headquarters made the policy
decision about when to involve the USAO 1n the investigation, since consulting
with the USAO was viewed as a bright line signifying the transition from an
intelligence investigation to a criminal investigation. However, during this
time period, no formal written guidelines governed the contacts between the
FBI and the Criminal Division.

32 The Foreign Intelligence Surveillance Court of Review later noted that while the
Department adopted this policy in the 1980s, “the exact moment is shrouded in historical
mist.” See In Re Sealed Case, 310-F.3d 717, 727 (2002).
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2. Institutional divide between criminal and intelligence
investigations

The effect on FISA warrants or the legal restrictions on sharing
intelligence information was not the only issue regarding sharing intelligence
information with criminal investigators. Agents conducting intelligence
investigations are generally wary about the impact of sharing intelligence
information with prosecutors and criminal investigators. They expressed
concerns about potential harm that disclosure would have on intelligence
sources and methods, and the damage that such disclosure would have on
future collection of intelligence information. Intelligence collection is
dependent upon secrecy; investigators often rely upon clandestine sources or
surveillance techniques that are rendered useless if they are exposed. In
addition, most of the information collected is classified and cannot be made
public. In contrast, criminal investigations are usually intended to result in a
prosecution, which may require the disclosure of information about the source
of evidence relied upon by the government. Thus, intelligence investigators’
need to protect secret sources and methods may be at odds with criminal
investigators’ use of the information derived from those sources and methods.

3. The Ames case and concerns about the primary purpose
standard

In February 1994, CIA employee Aldrich Ames was arrested on various
espionage charges. The FBI pursued an investigation regarding Ames that
mvolved several certifications to the FISA Court that the purpose of electronic
surveillance was for intelligence purposes. At the time of the ninth
certification in the Ames case, Richard Scruggs, the new head of OIPR, was
concerned that no guidelines governed the contacts between the Criminal
Division and the FBI that were permitted in intelligence investigations.
Scruggs raised concerns with the Attorney General that the primary purpose
requirement and FISA statute had been violated by the extensive contacts
between the Criminal Division and the FBI in the Ames investigation.

To address these concerns about coordination between the Criminal
Division and the FBI in intelligence investigations, in 1994 Scruggs proposed
amending the Attorney General’s FCI Guidelines to require that any questions
in intelligence investigations relating to criminal conduct or prosecutions had
to be raised first with OIPR, and that OIPR would decide whether and to what
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extent to involve the Criminal Division and the USAO in the intelligence
investigation. Scruggs’ proposal also prohibited the FBI from contacting the
Criminal Division or a USAO without permission from OIPR.

In one memorandum, Scruggs described this separation of criminal and
intelligence investigations as a wall: “The simple legal response to parallel
investigations is a ‘Chinese Wall” which divides the attorneys as well as the
investigators.” Scruggs’ use of the term “Chinese wall” is the first reference
we found to the term “wall” in connection with separating intelligence and
criminal investigations. In another memorandum discussing his proposal,
Scruggs wrote that the goal of the changes was “not to prevent discussions with
the Criminal Division” but “to regulate them so as to place the Department in
the best possible legal posture should prosecution be undertaken.” In addition,
he wrote that the goal was to develop “a simple mechanism” to maintain the
legal distinction between criminal investigations and intelligence operations.

Scruggs’ proposal generated considerable controversy within the
Department and the FBI. The Criminal Division and the FBI wrote position
papers opposing the proposal. Although the Criminal Division and the FBI
both agreed that some formal procedures were necessary to, guard against
abuses in the use of FISA and to rebut unwarranted claims of abuse, they
argued that allowing OIPR to decide when prosecutors could be consulted was
unnecessary and unduly burdensome, and would deter useful and productive
contacts between investigators and prosecutors.” The Criminal Division also
argued that it was “imperative” for any procedures to “allow for potential
criminal prosecutions to be protected through early evaluation and guidance”
and advocated continuing the requirement that the Criminal Division had to be
advised any time the FBI uncovered evidence of federal criminal activity in the
course of an intelligence investigation.

Also in response to Scruggs’ proposal, the Executive Office for National
Security, which was located in the Deputy Attorney General’s Office, sought
an opinion from the Office of Legal Counsel (OLC) whether a search under

33 The FBI agreed, however, that the rule preventing contact with a United States
Attorney’s Office without approval from the Criminal Division and OIPR should remain.
The FBI stated that “the requisite sensitivity to these concerns and experience with treading
this fine line will often be absent” in U.S. Attorney’s Offices.
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FISA could be approved “only when the collection of foreign intelligence

[was] the ‘primary purpose’ of the search or whether it suffic[ed] that the
collection of foreign intelligence [was] one of the purposes.” In a
memorandum that was circulated in draft in mid-January 1995, OLC concluded
that while courts had adhered to — and were likely to continue to adhere to — the
“primary purpose” test with regard to FISA information, the courts had shown
great deference to the government in challenges to evidence gathered through
intelligence searches that was used in criminal prosecutions. OLC opined that
some involvement of prosecutors could be permitted to be involved with the
FISA searches without running an “undue risk” of having evidence suppressed,
but that there were “few bright line rules” for discerning when a “‘primarily’
intelligence search becomes a ‘primarily’ criminal investigation search.” OLC
wrote, “[I]t must be permissible for prosecutors to be involved in the searches
at least to the extent of ensuring that the possible criminal case not be
prejudiced.” At the end of its opinion, OLC recommended that “an appropriate
internal process be set up to insure that FISA certifications are consistent with
the “primary purpose’ test.”

4. The 1995 Procedures

a. Creation of the 1}995 Procedures

In late December 1994, at the direction of Deputy Attorney General
Jamie Gorelick, the Executive Office for National Security convened a
working group to resolve the dispute between OIPR and the FBI and the
Criminal Division concerning contacts between the FBI and the Criminal
Division. The Criminal Division, OIPR, the FBI, OLC, and the Executive
Office for National Security participated in the group. As a result of
discussions within the working group, on February 3, 1995, the Executive
Office for National Security circulated draft procedures for contacts between
the FBI and prosecutors. The draft procedures, “Procedures for Contacts
Between the FBI and the Criminal Division Concerning Foreign Intelligence
and Foreign Counterintelligence Investigations,” were transmitted on April 12,
1995, by the Executive Office for National Security through the Deputy
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Attorney General to the Attorney General for approval and implementation.*
The Attorney General signed and issued the procedures on July 19, 1995.
These procedures became known as “the 1995 Procedures.”

b. Description of the 1995 Procedures

In general, the 1995 Procedures rejected OIPR’s original proposal of
giving it the sole authority to decide when FBI agents could consult with
Criminal Division prosecutors on an intelligence investigation. However, the
1995 Procedures gave OIPR formal oversight over contacts between the FBI
and the Criminal Division in intelligence cases, and the procedures formalized
restrictions on the extent that Criminal Division prosecutors could be involved
in intelligence investigations. The procedures applied to intelligence

34 At the time these draft procedures were being discussed, the FBI’s New York Field
Office was conducting at least two significant criminal terrorism investigations involving the
World Trade Center bombing in 1993. Indictments had been returned in one of the cases.
During the criminal investigation of these two cases, significant counterintelligence
information was developed relating to foreign powers operating in the United States, and the
FBI initiated a full field counterintelligence investigation. In a memorandum written to the
FBI, the Southern District of New York (SDNY) USAOQO, OIPR, and the Criminal Division,
and filed with the FISA Court on March 4, 1995, Deputy Attorney General Gorelick
provided instructions for sharing information from these two terrorism investigations in the
FBI’s New York Field Office with intelligence investigators, and for separating the
counterintelligence and criminal investigations. The memorandum stated that the
procedures were designed to prevent the risk of creating an unwarranted appearance that
FISA was being used to avoid the procedural safeguards that applied in criminal
investigations. The memorandum, which acknowledged that the procedures went “beyond
what [was] legally required,” included having an Assistant United States Attorney (AUSA)
not involved in the criminal cases but who was familiar with them act as “the wall” as well
as ensure that information indicative of a crime obtained in the intelligence investigation
was passed to the criminal agents, the USAQO, and the Criminal Division. The memorandum
also included several procedures to facilitate coordination and information sharing,
including requiring intelligence investigators who developed information that reasonably
indicated the commission of a crime to notify law enforcement agents and assigning an FBI
agent involved in the criminal investigation to be assigned to the foreign counterintelligence
investigation.
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investigations both in which a FISA search or surveillance was being
conducted and in which no FISA order had been issued.”

The 1995 Procedures formalized the unwritten policy that had existed
since the 1980s requiring the Criminal Division, rather than the local USAOQ, to
be consulted about intelligence investigations when questions of criminal
activity or criminal prosecution arose.’® The 1995 Procedures required that the
FBI and OIPR notify the Criminal Division when “facts or circumstances
[were] developed that reasonably indicate[d] that a significant federal crime
[had] been, [was] being, or [might have been] committed.”

In cases in which FISA surveillance was being conducted, the 1995
Procedures provided that OIPR as well as the Criminal Division had to approve
an FBI field office’s request to take an investigation to the IUSAO. Guidance

33 Part A of the 1995 Procedures applied to investigations in which a FISA order had
been issued, and Part B applied to those investigations in which no FISA order had been

issued.

36 However, there was an exception for the USAO in the Southern District of New York
(SDNY). While the 1995 Procedures were being considered in draft, Deputy Attorney
General Gorelick had recommended that they be reviewed by U.S. Attorney for the SDNY
Mary Jo White. White responded that the USAOs should be on equal footing with the
Criminal Division, and she recommended changes to the 1995 Proceclures to achieve this,
such as requiring in intelligence cases notification of a crime to both the Criminal Division
and to the USAQ. White argued that “[a]s a legal matter, whenever it is permissible for the
Criminal Division to be in contact with the FBI, it is equally permissible for the FBI to be in
touch with the U.S. Attorneys’ Offices.” This suggestion was unanimously rejected by the
FBI, OIPR, the Criminal Division, and the Executive Office for National Security, and the
exception was not included in the 1995 Procedures. However, White continued to press this
issue. In a memorandum faxed to Gorelick on December 27, 1995, White argued that the
Department and the FBI were structured and operating in a way that did not make maximum
legitimate use of all law enforcement and intelligence avenues to prevent terrorism and
prosecute terrorist acts. She asserted that the 1995 Procedures were building “unnecessary
and counterproductive walls that inhibit rather than promote our ultimate objectives” and
that “we must face the reality that the way we are proceeding now is inherently and in
actuality very dangerous.” Eventually, on August 29, 1997, the Attorney General issued a
memorandum creating a special exemption for the SDNY USAO in cases in which no FISA
techniques were being employed. In those cases, the FBI was permitied to notify directly
the SDNY USAO of evidence of a crime, and the USAO then was required to involve the
Criminal Division and OIPR.
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issued by the FBI Director that accompanied the 1995 Procedures instructed
FBI field offices that any potential contact with prosecutors (either the
Criminal Division or requests to consult with the USAO) had to be coordinated
through FBI Headquarters.

In cases in which no FISA warrant had been issued, the 1995 Procedures
required that the Criminal Division decide when it was appropriate to involve
the USAO in the intelligence investigation, although notice of the decision had
to be given to OIPR. For example, as discussed in Chapter Four, the FBI
Minneapolis Field Office opened the Moussaoui investigation as an
intelligence investigation, but then wanted to seek a criminal search warrant
from the USAO. Since an intelligence investigation was opened but no FISA
warrant had been issued, the Minneapolis FBI needed permission — which it
was required to obtain through FBI Headquarters — from the Criminal Division
in order to approach the USAO for a criminal search warrant.

Under the 1995 Procedures, the Criminal Division was responsible for
notifying OIPR of, and giving OIPR an opportunity to participate in, all of the
Criminal Division’s consultations with the FBI concerning intelligence
investigations in which a FISA warrant had been obtained. In intelligence
investigations where no FISA warrant had been obtained, the Criminal
Division had to provide notice to OIPR of'its contacts with the FBI. In both
types of cases, the FBI was required to maintain a log of all its contacts with
the Criminal Division.

The 1995 Procedures provided that in intelligence investigations the
Criminal Division could give advice to the FBI “aimed at preserving the option
of a criminal prosecution,” but could not “instruct the FBI on the operation,
continuation, or expansion of FISA electronic surveillance or physical
searches.” In addition, the FBI and the Criminal Division were required to
ensure that the advice intended to preserve the prosecution did not
“inadvertently result in either the fact or the appearance of the Criminal
Division’s directing or controlling [the investigation] toward law enforcement
objectives.” ‘

5. Additional restrictions on sharing intelligence information

In addition to the wall between FBI intelligence investigators and
criminal prosecutors, a wall within the FBI between criminal investigations and
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intelligence investigations also was created. Although it is unclear exactly
when this wall within the FBI began, sometime between 1995 and 1997 the
FBI began segregating intelligence investigations from criminal investigations
and restricting the flow of information between agents who conducted
intelligence investigations and agents who conducted criminal investigations.

As discussed above, in a position paper prepared by OIPR when the
Department was considering the 1995 Procedures, OIPR recommended that the
FBI be required to open separate and parallel criminal and intelligence
investigations, and that the FBI place “a wall” between the two investigations
by staffing the criminal investigation with FBI agents who did not have access
to the intelligence investigation. This wall was intended to ensure that
information from each investigation would be fully admissible in the other.
OIPR proposed certain procedures for sharing information developed in the
intelligence investigation that was relevant to the criminal investigation, a
process that was referred to as “passing information over the wall.”

The process for passing information from the intelligence investigation to
the criminal investigation was that an FBI employee — usually the SSA of an
international terrorism squad, the Chief Division Counsel of a field office, or
an FBI Headquarters employee — would be permitted to review raw FISA
intercepts or materials seized pursuant to a FISA and act as a screening
mechanism to decide what to “pass” to the criminal investigators or
prosecutors.

In March 1995, at the direction of the Department, the FBI established
special “wall” procedures for the New York Field Office’s handling of the
criminal and intelligence investigations that arose out of the 1993 World Trade
Center bombing. It is unclear when similar procedures were employed
throughout the FBI. By 1997 OIPR was including a description of the
screening or “wall” procedures in all FISA applications that were filed with the
FISA Court when a criminal investigation was opened.”” The particular

37 Neither OIPR nor the FBI had any written policy requiring the inclusion of such
information in FISA applications until late 2000, after the discovery of several errors in
FISA applications related to information about criminal investigations and wall procedures
related to those criminal investigations. These errors are discussed below in Section 111, B
of this chapter.
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screening mechanism proposed by OIPR and approved by the Attorney
General depended on how far the criminal investigation had developed.” If the
case had recently been initiated, the SSA was usually the screener. In a case in
which the USAO already was involved, others could be the scrzener, such as
an attorney in the FBI’s Office of General Counsel, OIPR, or the Attorney
General. According to James Baker, the current OIPR Counsel,* in late 1999
the Department proposed the use of the FISA Court as “the wall.” The purpose
of this proposal was to ensure that the FISA Court would approve FISA
applications related to threats involving the Millennium where there was a
substantial nexus with related criminal cases.

6. Reports evaluating the impact of the 1995 Procedures

Although the 1995 Procedures allowed for consultation between the FBI
and the Criminal Division about intelligence investigations, and in some
instances required contact by the FBI with the Criminal Division, the FBI
dramatically reduced its consultations with the Criminal Division after the
1995 Procedures were issued. The FBI came to understand from OIPR that
any consultation with Criminal Division attorneys could result in a FISA
surveillance being terminated or in OIPR not agreeing to pursue a FISA
warrant. As a result, the FBI sought prosecutor input only after it was prepared

‘to close an intelligence investigation and “go criminal.”

Three reports — a July 1999 OIG report on the Department’s campaign
finance investigation, a May 2000 Department report on the Wen Ho Lee case,
and a July 2001 General Accounting Office (GAO) report — discussed these
issues and the impact of the 1995 Procedures and the wall.

*¥ According to OIPR Counsel Baker, Attorney General Janet Reno directed the
termination of certain FISA surveillances in 1998 based upon her determination that related
criminal investigative activities called into question the primary purpose of the surveillance
collection.

** Baker joined OIPR in October 1996 and became the Deputy Counsel in 1998. In
May 2001, he was named Acting Counsel, and in January 2002 he became the Counsel.
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a. The OIG’s July 1999 report on the campaign finance
investigation

The first report was the OIG’s July 1999 report entitled “The Handling of
FBI Intelligence Information Related to the Justice Department’s Campaign
Finance Investigation” (the Campaign Finance Report). The OIG report
reviewed allegations that the FBI had failed to disclose certain intelligence
information to Congress, FBI Director Louis Freeh, and Attorney General Janet
Reno. This intelligence information related to the FBI’s Campaign Finance
Task Force, which had been created to investigate allegations of campaign
finance violations during the 1996 presidential campaign. In connection with
this review, the OIG examined issues concerning the implementation of the
1995 Procedures and the sharing of intelligence information with prosecutors
and criminal investigators.

The OIG report found that the 1995 Procedures were largely

misunderstood and often misapplied, resulting in undue reluctance by
intelligence agents to provide information to criminal investigators and
prosecutors. The report stated that “the tumult that accompanied [the] creation
[of the 1995 Procedures] drastically altered the relationship between [the FBI]
and prosecutors.” The report found that because of OIPR’s criticism of the FBI
during the Ames investigation, FBI agents had become “gun shy” about
conversations with Criminal Division attorneys, and the FBI’s General
Counsel’s Office had recommended that FBI agents take a ‘“‘cautious approach”
by initially conferring with OIPR attorneys rather than Criminal Division
attorneys. The report also noted that as a result of the FBI’s concerns about
OIPR’s criticisms, the FBI had been “needlessly chilled” from sharing
intelligence information with the Criminal Division. The report stated that the
1995 Procedures were vaguely written and provided ineffective guidance for
the FBI. The report recommended that the Criminal Division, OIPR, and the
FBI resolve conflicting understandings about the 1995 Procedures, and the FBI
issue guidance to disabuse FBI personnel of “unwarranted concerns about
contact with prosecutors.”

b. The report of the Attorney General’s Review Team on
the Wen Ho Lee investigation

The second repoﬁ addressing these issues was prepared by the Attorney
General’s Review Team (AGRT), which the Department established to review
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the handling of the Wen Ho Lee investigation.” A chapter of the final AGRT
report, issued in May 2000, discussed the 1995 Procedures. The AGRT report
found that soon after the 1995 Procedures were implemented, OIPR prevented
the FBI from contacting the Criminal Division in contravention of the
requirements of the procedures. The report stated that FBI and Criminal
Division officials believed that OIPR was discouraging contact by the FBI with -
the Criminal Division. Both FBI and Criminal Division officials believed that
such contact would jeopardize existing or future FISA coverage because OIPR
might not present the matter to the FISA Court or the FISA Court would deny
the request if such contact occurred. The report stated, “It is clear from
interviews that the AGRT has conducted that, in any investigation where FISA
is employed or even remotely hoped for (and FISA coverage 1s always hoped
for), the Criminal Division is considered radioactive by both the FBI and
OIPR.”

The AGRT report noted that OIPR Counsel Scruggs made it clear to the
FBI that it was not permitted to contact prosecutors in FCI investigations
without the permission of OIPR. The report stated that, as a result, former FBI
Deputy Director Robert Bryant communicated to FBI agents that violating this
rule was a “career stopper.”

In October 1999, the AGRT made interim recommendations to the
Attorney General. For example, the AGRT recommended that the FBI provide
“regularly scheduled briefings” to the Criminal Division concerning FCI
investigations that had the potential for criminal prosecution.

In response, in January 2000 Attorney General Reno established the
“Core Group,” which consisted of the FBI’s Assistant Directors for
counterterrorism and counterintelligence, the Principal Associate Deputy
Attorney General, and the Counsel for OIPR. The FBI was supposed to
provide monthly “critical case briefings” to the Core Group, and the Core
Group was supposed to decide if the facts of the cases warranted notification to
the Criminal Division as provided for in the 1995 Procedures. In addition, the

%0 The team was led by Randy Bellows, an AUSA from the Eastern District of Virginia
who was experienced in FCI cases. The AGRT report, which is entitled “Final Report of the
Attorney General’s Review Team on the Handling of the Los Alamos National Laboratory
Investigation,” is often called “the Bellows report.”
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Attorney General directed the FBI to provide the Criminal Division with copies
of foreign counterintelligence case memoranda summarizing espionage
investigations of U.S. citizens or lawful permanent residents.

In October 2000, the Core Group was disbanded because it was believed
that the briefings were duplicative of sensitive case briefings that the FBI
provided to the Attorney General and the Deputy Attorney General on a
quarterly basis. Around the same time a working group that had been formed
months earlier in response to the interim recommendations of the AGRT report
developed two decision memoranda for the Attorney General’s approval, one
in October 2000 and one in December 2000. The memoranda included several
options for addressing the FBI’s lack of notification to the Lnrmnal Division
regarding evidence in intelligence investigations of significant federal crimes
and the lack of coordination with the Criminal Division, and they delineated
the type and extent of advice the Criminal Division could provide the FBI. The
December 2000 memorandum also described a strategy for presenting new
procedures for coordination between intelligence and law enforcement to the
FISA Court, and it discussed the possibility of an appeal to the FISA Court of
Review if the FISA Court rejected the new coordination procedures. Although
the Criminal Division, OIPR, and the FBI reached an agreement on steps to
liberalize information sharing, the components could not agree on what kind of
advice by the Criminal Division to the FBI was permissible. The Attorney
General never issued or signed either memorandum.

¢. The GAO repdrt

In the third report, the GAO reviewed the policies, procedures, and
processes for coordinating FBI intelligence investigations where criminal
activity was indicated. In its July 2001 report, the GAO found that the FBI had
little contact with the Criminal Division about intelligence investigations
because of the FBI and OIPR’s concern about the potential for “rejection of the
FISA application or the loss of a FISA renewal” or “suppression of evidence
gathered using FISA tools.” See “FBI Intelligence Investigations:
Coordination within Justice on Counterintelligence Criminal Matters is
Limited,” GAO-01-780, July 2001. The GAO report recommended, among
other things, that the Attorney General establish a policy and guidance
clarifying the expectations regarding the FBI’s notification of the Cr1m1nal
Division about potential criminal violations arising in intelligence
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investigations. According to the GAO report, while there were some
improvements in the coordination between the FBI and the Criminal Division
after the remedial actions in response to the AGRT report were implemented,
coordination impediments remained.

B. FISA Court’s concern about accuracy of FISA applications

1. Errors in FISA applications

Around the time of these two reviews on problems of coordinating
criminal and intelligence information, the FISA Court imposed additional
-restrictions-on the passing of intelligence information to criminal 1nvest1gators
‘The FISA Court took this action after it learned in 2000 and 2001 of errors in
approximately 100 FISA applications that had been filed with the Court.*'
Approximately 75 of the errors were contained in FISA applications relating to
_targets with connections to a particulalr terrorist organization, which we will -
call “Terrorist Organization No. 1,” and the other errors were contained in
FISA applications relating to a different terrorist organization, which we w111

call “Terrorist Organization No. 2.”

In the summer of 2000, OIPR first learned of the errors in several FISA
applications related to Terrorist Organization No.1. OIPR verbally notified the
FISA Court of the errors and, together with FBI Headquarters employees, ‘
conducted a review of other FISA applications involving Terrorist
Organization No. 1 that had been submitted since July 1997. In September and .
October 2000, OIPR filed two pleadings with the FISA Court advising of
‘errors in approximately 100 FISA applications related to Terrorist Organization
No. 1.

! As discussed in detail below, FISA applications were submitted by field offices to
FBI Headquarters for preparation of the documentation that would be presented to OIPR for
finalization and submission to the FISA Court. The documentation prepared by FBI
Headquarters and finalized by OIPR often was reviewed or edited by different persons,
including an SSA, I0S, Unit Chief, and a National Security Law Unit attorney. The
documentation included an affidavit signed by the SSA at FBI Headquarters containing the
facts in support of the FISA warrant. The errors arose in these SSA affidavits.

36



Many of these errors in the FISA applications involved omissions of
information or misrepresentations about criminal investigations on the FISA
targets. In applications where criminal investigations were identified,
inaccurate information was presented in FISA applications about the “wall”
procedures to separate the criminal investigation from the mtelligence
investigation. For example, the description of the wall procedures in the
majority of FISA applications involving Terrorist Organization No. 1 stated
that the FBI New York Field Office had separate teams of agents handling the
criminal and intelligence investigations. While different agents were assigned
to the criminal and intelligence investigations, they were not kept separate from
each other. Instead, the criminal agents worked on the intelligence
investigation, and the intelligence agents worked on the criminal 1nvest1gat10n
This meant that, contrary to what had been represented to the FISA Court,
agents working on the criminal investigation had not been restricted from the
information obtained in the intelligence investigation.

2. FISA Court’s new requirements regarding the wall

As aresult of the FISA Court’s concerns about the mistakes in the FISA
applications, the FISA Court began requiring in October 2000 anyone who
reviewed FISA-obtained materials or other intelligence acquired based on
FISA-obtained intelligence (called “FISA-derived” intelligence®) to sign a
certification acknowledging that the Court’s approval was required for
dissemination to criminal investigators. The FBI came to understand that this
meant that only intelligence agents were permitted to review without FISA
Court approval all FISA intercepts and materials seized by a FISA warrant, as
well as any CIA and NSA intelligence provided to the FBI based on
information obtained by an FBI FISA search or intercept.®

Because FISA-obtained information often was passed from the FBI to the
NSA and the CIA, the Department asked the FISA Court whether the FBI was

42 FISA-obtained information was often passed to the NSA and CIA for further use,
which could result in “FISA-derived” information.

43 As stated above, in late 1999, the Court had become the screening mechanism or “the
wall” for all investigations involving FISA techniques on al Qaeda in which the FBI wanted
to pass intelligence information to a criminal investigation.
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also required to obtain the newly required certifications from any NSA or CIA
employees who reviewed the FISA-obtained material. The Court exempted the
NSA and CIA from the certification, but required that the two agencies note on
any intelligence shared with the FBI if it was FISA-derived. According to the
NSA, when made aware of this requirement, it reported to the Department that,
in the interest of providing as much intelligence as quickly as possible to the
FBI, the NSA would place a caveat on all counterterrorism-related intelligence
provided to the FBI. The caveat indicated that if the FBI wanted to pass NSA
-intelligence to criminal investigators, it had to involve the NSA General
Counsel’s Office to determine whether the information was in fact FISA-
derived. According to the NSA, the other alternative would have been to slow
the dissemination while the NSA checked whether the intelligence was derived
from a FISA.*

‘The caveat language used by the NSA stated: “Except for information
reflecting a direct threat to life, neither this product nor any information
contained in this product may be disseminated to U.S. criminal investigators or
prosecutors without prior approval of NSA. All subsequent product which
contains information obtained or derived from this product must bear this
caveat. Contact the Office of General Counsel of NSA for guidance

“concerning this caveat.”*

*! This was not the first caveat on dissemination of NSA information. In late 1999,
Attorney General Reno authorized a warrantless physical search under authority granted to
the Attorney General by Section 2.5 of Executive Order 12333, unrelated to FISA. The
Attorney General directed that the fruits of the physical search could not be disseminated to
any criminal prosecutors or investigators until copies of the information were provided to
OIPR and the approval of the Attorney General had been obtained. Questions were raised
about dissemination of NSA’s information based upon the fruits of a Section 2.5 search.
The NSA - after working with OIPR to determine what language to use — decided to put a
cavieat on all of its Bin Laden related reporting to the FBI indicating that further
dissemination to law enforcement entities could not occur without approval from OIPR.

> In Chapter Five, the chapter about Hazmi and Mihdhar, we discuss the separation of
criminal investigators from intelligence investigators and the requirement that NSA
information be reviewed by the NSA to determine whether it was FISA-derived or otherwise
subject to limited dissemination. We describe how these restrictions affected the FBI’s
ability to share important intelligence information. For example, in early summer 2001 an
FBI Headquarters IOS met with New York criminal agents who were working on the FBI’s
(continued)
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3. Additional FISA errors and DOJ OPR’s investigation

The Deputy Attorney General’s Office referred to the DOJ Office of
Proféssional Responsibility (OPR) a memorandum prepared by OIPR
regarding the errors in the approximately 75 Terrorist Organization No. 1-
related FISA applications that had been raised to the FISA Court. In
November 2000, OPR opened an investigation to determine whether any FBI
employees had committed misconduct in connection with these errors.

In March 2001, OIPR also became aware of an error in a FISA A
application related to Terrorist Organization No. 2. The error concerned the
description of the wall procedures in several FBI field offices. This description
also had been used in 14 other applications related to Terrorist Organization
No. 2. After the FISA Court learned of these errors, it stated that it would no
longer accept any FISA application in which the supporting affidavit was
signed by the SSA who had presented that Terrorist Organization No. 2 FISA

application to the Court. ._

, To address the issue of the accuracy of the information in the FISA
affidavits, FBI ITOS managers began requiring that FISA affidavits contain
certain information, such as the signature of the field office SSA and any
AUSA involved in the case indicating that they had read the affidavit and
agreed with the facts as they were written. In April 2001, the entire FBI
Counterterrorism Division was instructed to comply with these procedures. On
May 18, 2001, the Attorney General issued additional instructions to improve
the accuracy of FISA affidavits, including requiring direct communication
between OIPR attorneys and the field office on whose behalf the FISA
application was being prepared and establishing a FISA training program at the
FBI’s training academy in Quantico, Virginia. In addition, the Attorney

(continued)

Cole investigation. During this meeting, they discussed certain information obtained from
the CIA about Mihdhar. Although the IOS had information from the NSA about Mihdhar,
the IOS did not reveal this information to the FBI criminal agents at the meeting because it
had not yet been approved for dissemination by the NSA. In addition, in August 2001, once
the FBI opened an intelligence investigation to locate Mihdhar, the same IOS and a New
York criminal agent involved in the earlier meeting discussed and disagreed about whether a
criminal agent would be permitted to participate in the intelligence investigation trying to
locate Mihdhar or to participate in any interview with Mihdhar.
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General asked OPR to expand its investigation to include a review of the errors
made in FISA applications related to Terrorist Organization No. 2.

OPR’s report, which was issued on May 15, 2003, concluded that “none

of the errors in the [Terrorist Organization No. 1] and [Terrorist Organization
‘No. 2] related FISA applications were the result of professional misconduct or
‘poor judgment by the attorneys or agents who prepared or reviewed them.”
The report concluded that “a majority of the errors were the result of systemic
flaws in the process by which those FISA applications were prepared and
reviewed.” These systemic flaws included, among other things, a lack of a .
formal training program for attorneys in OIPR or agents at the FBI to learn
‘about the FISA application process, a lack of policies or rules regarding the .
required content of FISA applications, and a lack of resources for handling
FISA applications.

C. Deputy Attorney General Thompson’s August 2001
memorandum

On August 6, 2001, Deputy Attorney General Larry Thompson issued a.
memorandum to the Criminal Division, OIPR, and the FBI regarding the
Department’s policies governing intelligence sharing and establishing new
policy. It stated that the 1995 Procedures and the additional 2000 procedures
remained in effect. The memorandum stated that ‘the purpose of this
memorandum is to restate and clarify certain important requirements imposed
by the 1995 Procedures, and the [January 2000 measures issued in response to
the AGRT report], and to establish certain additional requirements.”

The memorandum reiterated the requirement that the Crirninal Division
had to be notified when there were facts or circumstances “that reasonably
indicate that a significant federal crime has been, is being or may be
committed.” The memorandum emphasized the notification was mandatory
and that the “reasonable indication” standard was “substantially lower than -
probable cause.”

In addition, the memorandum stated that the FBI was required to have
monthly briefings with the Criminal Division on all investigations that met the
notification standards. The memorandum added that the Criminal Division |
should identify the investigations about which it needed additional information,

-and the FBI was required to provide this information. The memorandum did
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not address the issue of the type of advice that was permissible by Criminal
Division attorneys to the FBI.

D. The impact of the wall

The actions of the Department, including OIPR, the implementation of
the 1995 Procedures, the additional requirements created by the FISA Court,
and the OPR investigation had several effects on the handling of intelligence
and criminal investigations. First, witnesses told the OIG that the concerns of
the FISA Court, the banning of the SSA from the FISA Court, the OPR
investigation, and the additional requirements for sharing information imposed
by the FISA Court contributed to a climate of fear in ITOS at FBI
Headquarters. SSAs and IOSs at FBI Headquarters were concerned about
becoming the subject of an OPR investigation and the effect that any such
investigation would have on their careers.

They said they were concerned not only about the acczuracy of the
information they provided to the Court, but also about ensuring that
intelligence information was kept separate from criminal investigations. A
former ITOS Unit Chief and long-time FBI Headquarters SSA told the OIG
that the certification requirement was referred to as “a contempt letter.” He
explained that FBI employees began fearing that they would lose their jobs if"
any intelligence information was shared with criminal investigators.

Second, the restrictions imposed by the FISA Court — the requirement
that anyone who received intelligence sign the certification and the screening
procedures applicable to both FISA-obtained and FISA-derived material:—

- created administrative hurdles for the FBI in handling intelligence information.
For example, the new requirements were imposed in December 2000, just two
months after the bombing of the U.S.S. Cole, and during the time the FBI was
actively pursuing its criminal investigation. Given the new requirements, the
FBI employed several IOSs on the Cole imnvestigation just to track all of the
required certifications.

Consistent with the conclusions of the AGRT report, employees at FBI
Headquarters and in the Minneapolis Field Office who we interviewed told us.
that before September 11, 2001, there was a general perception within the FBI
that seeking prosecutor input or taking any criminal investigative step when an
intelligence investigation was open potentially harmed the FBI’s ability to
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obtain, maintain, or renew a FISA warrant. FBI Headquarters employees
described cases in which OIPR required that electronic surveillance obtained
under FISA be “shut down” and that the FBI “go criminal” because permission
had been requested to approach the USAO or because some other criminal step
had been taken. In addition, FBI attorneys told the OIG that, in their
experience, OIPR would not consider applying for a FISA warrant in a case in
~which OIPR determined that there was “too much” criminal activity.

OIPR Counsel Baker told the OIG that the primary concern of the FISA
Court was the direction and control of the intelligence investigation by
prosecutors, not sharing of intelligence information with law eriforcement
“agents. Baker stated that the FISA Court had approved FISA applications in
~which there was extensive interaction between prosecutors and FBI agents,

provided that OIPR was present during the interactions, there was a separation
between the prosecutors and intelligence investigators, and that the FISA Court
was apprised of the FBI’s intended use of the FISA information.

E. Changes to the wall after September 11, 2001

Shortly after the September 11, 2001, terrorist attacks, the Department

proposed lowering the wall between criminal and intelligence information by
- changing the language in the FISA statute from “the purpose” of the
~surveillance or search (for the collection of foreign intelligence information) to
“only “a purpose.”® In October 2001, the Uniting and Strengthening America
by Providing Appropriate Tools Required To Intercept and Obstruct Terrorism -
"Act (the USA PATRIOT Act or the Patriot Act) was enacted, which changed

the requirement from “the purpose” (for obtaining foreign intelligence) to “a
_significant purpose.” Pub. L. No. 107-56, 115 Stat. 272, Section 218. The

Patriot Act also specified that federal officers who conduct electronic
~surveillance or searches to obtain foreign intelligence information may consult

% The Department had been considering seeking this change to FISA prior to
September 11. In August 2001, the Office of the Deputy Attorney General asked the Office
of Legal Counsel (OLC) for advice on whether FISA could be amended by Congress to -
require that the collection of foreign intelligence information be “a purpose” of a FISA -
warrant rather than “the purpose.” That request was under review by OLC on September 11,
2001.
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with federal law enforcement officers to coordinate their efforts to investigate
and protect against actualoripotential attacks, sabotage, or international
terrorism. Id. at Section 504. :

~ Although the Patriot Act amendments to FISA expressly provided for the
consultation and coordination between prosecutors and FBI intelligence
investigators, in November 2001 the FISA Court issued an order requiring that
the 1995 Procedures, as revised by Attorney General Reno’s January 2000
changes and the August 2001 Thompson memorandum, be applied in all cases
before the FISA Court.

7 In March 2002, the Attorney General issued new guidelines on
intelligence sharing procedures that superseded the 1995 Procedures. The
2002 Procedures effectively removed “the wall” between intelligence and
criminal investigations. The 2002 Procedures explained that since the Patriot
Act allowed FISA to be used for a “significant purpose” rather than the
primary purpose of obtaining foreign intelligence, FISA could “be used .-
primarily for a law enforcement purpose, as long as a significant foreign
intelligence purpose remain[ed].” (Emphasis in original.)

- The 2002 Procedures also directed that the Criminal Division and OIPR
shall have access to — and that the FBI shall provide — all information
developed in full field foreign intelligence and counterintelligence :
investigations, particularly information that is necessary to the ability of the
United States to investigate or protect against foreign attack, sabotage,
terrorism, and clandestine intelligence activities; and information that concerns
any crime which has been, is being, or is about to be committed. The 2002
Procedures provided that USAOQOs should receive information and engage in
consultations to the same extent as that provided for the Criminal Division.

In addition to these information sharing requirements, the 2002
Procedures provided that intelligence and law enforcement officers may
exchange a “full range of information and advice” concerning foreign
intelligence and foreign counterintelligence investigations, “including
information and advice designed to preserve or enhance the possibility of a
criminal prosecution.” The 2002 Procedures noted that this extensive
coordination was permitted because the Patriot Act provided that such
coordination shall not preclude the government’s certification of a significant
foreign intelligence purpose for the issuance of a warrant by the FISA Court.
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The Department immediately tested the new 2002 Procedures with the
FISA Court. In an opinion issued on May 17, 2002, the FISA Court accepted
the information-sharing provisions of the new Procedures. However, the FISA .
Court rejected the Department’s position that criminal prosecutors should be
permitted to have a significant role in FISA surveillances and searches from

start to finish. See In Re All Matters Submitted to Foreign Intelligence

Surveillance Court, 218 F.Supp.2d 611 (2002). The Department appealed the
Court’s ruling to the Foreign Intelligence Surveillance Court of Review, the
appellate court for the FISA Court. This was the first appeal ever to the FISA
Court of Review. "

The Court of Review rejected the FISA Court’s findings, as well as the
1995 Procedures and the “primary purpose standard” that had been applied
before the Patriot Act revision. See In Re Sealed Case, 310 F.3d 717 (2002).
- The Court of Review concluded that the restrictions of the wall imposed by the
‘Department and the FISA Court were never required by FISA or the
Constitution.*’” The Court ruled that FISA permitted the use of intelligence in
criminal inVestiga.tions, and that coordination between criminal prosecutors and
intelligence investigators was necessary for the protection of national security.
The Court concluded that while the FBI had to certify that the purpose of the
FISA surveillance was to obtain foreign intelligence information, FISA did not
preclude or limit the use of intelligence information in a criminal prosecution.
- The Court wrote, “[E]ffective counterintelligence, we have learned, requires
_ the wholehearted cooperation of all the government’s personnel who can be
brought to the task.” Id. at 743.

IV. The process for obtaining a FISA warrant

In this section, we describe the legal and procedural requirements for
obtaining a FISA warrant prior to September 11, 2001, focusing on the
requirement for a warrant to conduct a physical search like the warrant that the

" The Court of Review noted, “We certainly understand the 1995 Justice Department’s
effort to avoid difficulty with the FISA court, or other courts; and we have no basisto
criticize any organization of the Justice Department that an Attorney General desires.” Id. at
727 n. 14.
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FBI’s Minneapolis Field Office sought in the Moussaoui investigation, which
we discuss in detail in Chapter Four.

A. Legal requirements for a FISA warrant

As noted above, FISA allows the FBI to conduct electronic surveillance
and physical searches in connection with counterespionage and
counterterrorism investigations. . Rather than showing that the subject of the
surveillance or the physical search is potentially connected to a crime, the FBI
must show that there is probable cause to believe that the subject of the
surveillance or search is an “agent” of a “foreign power.” With respect to a
warrant for a physical search, the FBI also must show that there is probable
cause to believe that the property to be searched is owned, used, possessed by,
or in transit to or from an “agent of a foreign power” or “a foreign power.”

50 U.S.C. § 1824(a)(3).

1. Agent of a foreign power

“Foreign power” as defined in the FISA statute has several meanings,
most of which pertain to the governance of a foreign nation, such as “a foreign
government or any component thereof, whether or not recognized by the

- United States” and ““an entity that is directed and controlled by a foreign,
government or governments.” 50 U.S.C. § 1801(a)(1) & (2).

T

With respect to terrorism, before September 11, 2001, foreign
powers that were used in requests for FISA warrants to the FISA Court
included foreign governments as well as terrorist organizations not controllied
by any foreign government, such as al Qaeda and Hizbollah.

Whether a terrorist organization qualified as a “foreign power” under the
FISA statute depended upon the intelligence developed about the group and its
activities, and whether the FISA Court was convinced that the government had
proven that the entity existed and was engaged in international terrorist
activities. In practice, once the FBI developed the necessary intelligence about
the existence of a terrorist organization, a particular subject was used as a “test
subject” for pleading to the FISA Court that the organization was a foreign
power. Although not dispositive, FISA applications might reference the fact
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that the State Department had designated an entity as a “foreign terrorist
organization” (FTO).*®

An “agent” of a foreign power also has several definitions in the statute.
An agent can be a person who has an official connection to a foreign power,
such as an employee of a foreign government or an official member of a
terrorist organization. With respect to terrorism, an agent can be anyone who
engages in international terrorism (or in activities that are in preparation for
international terrorism) “for or on behalf of a foreign power.” 50 U.S.C.
§ 1801(b)(2)(C).

Aside from stating that a person must be acting “for or on behalf of” a
foreign power, the FISA statute does not further define when a person is an
“agent.” The legislative history of FISA states that there must be “a nexus
between the individual and the foreign power that suggests that the person is
likely to do the bidding of the foreign power,” and that there must be a
“knowing connection” between the individual and the foreign power. H.R..
7308, 95" Congress, 2d Session, Report 95-1283, Pt. 1, p. 49, 44
(June 8, 1978). The legislative history also states that more than evidence of
“mere sympathy for, identity of interest with, or vocal support for the goals” of
a terrorist organization is required to establish agency between the group and
the potential subject. Id. at p. 42. The Attorney General’s FCI Guidelines in
effect in 2001 stated in the definition section that determining whether an
individual is acting “for or on behalf of a foreign power” is based on the extent

*8 FTOs are foreign entities that are designated as terrorist organizations by the
Secretary of State in accordance with the Antiterrorism and Effective Death Penalty Act,
signed into law in April 1996. The criteria for this designation include: that the entity is a
foreign organization, that the organization is engaged in terrorist activity, and that the
organization’s terrorist activity must threaten the security of U.S. nationals or the national
security of the United States. FTO designations expire automatically after two years but
may be redesignated. It is unlawful for anyone to assist an FTO, representatives and
members of FTOs are not admissible into the United States, and U.S. financial institutions
that become aware of possession of funds of an FTO must report this information to the
government. The first 30 FTO designations were made in October 1997. As of March
2004, 37 FTOs were on the State Department list, including al Qaeda, Ansar al-Islam, and
the Revolutionary Armed Forces of Columbia.
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to which the foreign power is involved 1n confrolling, leading, financially
supporting, assigning or disciplining the individual.

2. The application filed with the FISA Court

To obtain an order from the FISA Court authorizing either electronic
surveillance or a physical search, the FBI — through DOJ OIPR — submits to the
FISA Court an application containing three documents. The first document,
labeled “application,” is a court pleading that contains the government’s
specific request for a FISA warrant and includes the required approval by the
Attorney General or the Deputy Attorney General. See 50 U.S.C. § 1804(a)
(electronic surveillance) and § 1823(a) (physical search). The second
document is a certification by the FBI Director or other Executive Branch
official that the information sought is foreign intelligence information and that
the information cannot reasonably be obtained by normal investigative
techniques. |§EEEIIRRREIRNETI NN 25 discussed above, -
the certification also had to contain a statement that the purpose of the search
or surveillance was to obtain foreign intelligence information.* See 50
U.S.C. § 1804(a)(7) (electronic surveillance) and § 1823(a)(7) (physical
search).

The third required document is an affidavit signed by an SSA from FBI
Headquarters, which satisfies the FISA statute’s requirement that the
application be made “by a Federal officer in writing upon oath or affirmation.”
50 U.S.C. § 1804(a) (electronic surveillance) and § 1823(a) (physical search).
The affidavit must contain “a statement of the facts and circumstances relied
upon by the applicant to justify his belief” that the foreign power identified in
the application is in fact a foreign power and that there are sufficient
connections between the foreign power and the individual targeted to establish
that the individual is acting as an agent of the foreign power. 1d. With respect
to a physical search, the affidavit also must show that the property to be
searched contains foreign intelligence information, and the property to be

* As previously discussed, the Patriot Act amended this section of the FISA statute to
require that the certification state that “a significant purpose” of the surveillance or search is
to obtain foreign intelligence information.
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‘searched is owned, used, possessed by, or is in transit to or from a foreign
power or an agent of a foreign power. 50 U.S.C. § 1823(a)(4).”

The FISA statute also provides that in order for a judge to issue an order
approving the FISA application, the judge must find that “on the basis of the
facts submitted by the applicant there is probable cause to believe that the
target of the electronic surveillance is a foreign power or an agent of a foreign
power.” 50 U.S.C. § 1805(3).

B. Assembling an application for submission to the FISA Court

Prior to September 11, 2001, the FISA application process involved
several layers of review and approval at FBI Headquarters and at OIPR before
presentation to the FISA Court. The process began when the field office
submitted an EC or letterhead memorandum (LHM) to FBI Headquarters
setting forth the supporting evidence for the FISA warrant.”’ An SSA and IOS
in FBI Headquarters worked with the field office in reviewing, editing, and
finalizing the LHM. An NSLU attorney reviewed, edited, and approved the
'LHM, then obtained several ITOS management approvals before sending the
request to OIPR for consideration. Using the information provided in the
LHM, an OIPR attorney drafted the FISA application and other required
documents, which were reviewed 1n draft by the OIPR attorney’s supervisor.
The documentation drafted by OIPR was provided to the SSA, 10S, and NSLU
attorney for their review before being finalized by the OIPR attorney and filed
with the FISA Court. This process normally took several months to complete,
although we were told a FISA warrant could be obtained in a matter of several
hours or a few days if needed.

We describe below in more 'detail each step in the process, with special
attention to the role of each person involved in the process.

% OIPR also submits to the FISA Court a draft order or orders for the FISA judge’s
completion and signature.

! An LHM is a memorandum on FBI letterhead stationery that is used to communicate
to the Attorney General, other Department officials, or persons or agencies outside the FBI.
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1. Investigation and LHM prepared by field office

An application for a FISA warrant normally originated from the
investigative work conducted by a field office. During the investigation, the
field office typically developed information about the subject of the
investigation by checking FBI indices and files, reviewing publicly available
records, and inquiring with domestic and foreign law enforcement and
intelligence agencies — such as the CIA and NSA — about the subject. In-
addition, the field office could conduct other investigative activities. The field
office also could obtain the subject’s records of telephone calls, computer
transactions, and financial information through National Security Letters
(NSLs).** This phase of collecting information can last anywhere from several
days to several months.

If a field office wanted to obtain a FISA warrant and thought it had
sufficient information to support a FISA warrant, the field office prepared an
LHM setting forth as specifically as possible the supporting information. The
LHM was sent to the appropriate unit at FBI Headquarters, where it was
assigned to a particular SSA for handling.

2. Role of SSAs and IOSs at FBI Headquarters

S R -

LHM was received in FBI Headquarters by the appropriate SSA, that SSA was
responsible for ensuring that the FISA request was adequately supported and
complete before it was presented to OIPR. To do this, the SSA — working in
conjunction with the assigned IOS — reviewed the documentation to assess
whether it contained sufficient information for a FISA or whether there were
questions that would have to be answered before the request could be

>2 NSLs are issued in intelligence investigations to obtain telephone and electronic
communications records from telephone companies and internet service providers (pursuant
to the Electronic Communications Privacy Act, or ECPA, 18 U.S.C. § 2709), records from
financial institutions (pursuant to the Right to Financial Privacy Act, 12 U.S.C.
§ 3414(a)(5)), and information from credit bureaus (pursuant to the Fair Credit Reporting
Act, 15 U.S.C. §§ 1681u and 1681v). They do not require approval of a court before
issuance by the FBI. Prior to September 11, the process for issuing NSLs could take several
months. We discuss this issue in Chapter Four of the report.
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completed. The SSA also assessed whether the appropriate forzsign power was
- being pled and whether there was sufficient information connecting the subject
to the foreign power. »

The SSA and the IOS communicated with the field office directly about
any problems or for additional information. In problematic cases, the SSA
would consult with an NSLU attorney for advice and suggestions.

The SSA and the TOS used the documentation submitted by the field
office and often edited the document. In some instances, the FISA request was
completely rewritten, and in other instances few changes were made.

With respect to the information supporting the existence of the foreign
power, the SSA or IOS typically inserted language used in other FISA
applications involving the same foreign power. If the SSA or I0S acquired
additional information to support the application, such as information
indicating connections between the subject and the foreign power, that
1nformat10n was also 1nc1uded in the LHM

_ | ; e the SSA would normally
review the edlted version of the LHM W1th the field office to ensure the factual
accuracy of the LHM.> Once the field office and the SSA agreed on the final
version of the LHM, the SSA sought review and approval by an NSLU
attorney and finally obtained the appropriate signatures within FBI
Headquarters management, such as the signatures of the Unit and Section
Chiefs. This editing process could last from several days to several months.

>3 Such consultations with the field office about edits arose primarily because of the
problems the FBI had encountered with the FISA Court in the fall of 2000 and spring of
2001 over inaccuracies in the affidavits signed by SSAs and filed with the FISA Court. In
March 2001, the FBI adopted procedures requiring the SSA at FBI Headquarters handling a
FISA request to review OIPR’s draft affidavit with the field office to ensure the factual
accuracy of the affidavit before it was filed with the FISA Court. Because of these
requirements and other concerns about the accuracy of the affidavits, SSAs spent more time
than they had in the past discussing drafts of FISA documents with field offices.
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3. Role of NSLU attorneys

--Ilnl-lﬂlﬂll--llllll-two attorneys

in the National Security Law Unit (NSLU) of the FBI’s Office of the General
Counsel were assigned full-time to counterterrorism matters.* No attorney
was assigned responsibility for a particular FISA request from beginning to
end.

The two NSLU attorneys assigned to counterterrorism matters had two
functions with respect to FISA requests submitted by field offices. First, they
functioned in an advisory capacity. The SSA would consult with an NSLU
attorney if a question or problem arose or if the SSA needed legal advice.
NSLU attorneys also were consulted when there was a disagreement between
the field office and FBI Headquarters about a particular issue, such as whether
there was sufficient support for a FISA warrant. SSAs often discussed with
NSLU attorneys whether the threshold of probable cause had been met for
supporting that a subject was an agent of a foreign power. The former head of
the NSLU told the OIG, however, that in “slam dunk™ cases, FBI Headquarters
would deal directly with OIPR without consulting an NSLU attorney.

The second function of NSLU attorneys with respect to FISA requests
was to review the LHM once 1t was finalized and to advise whether they
believed OIPR would accept the LHM as having sufficient evidence to obtain a
FISA warrant. If the NSLU attorney did not believe that the LHM contained
sufficient evidence, the NSLU attorney would advise the SSA what additional
information was needed and make suggestions about how the additional
information could be acquired. Once the LHM was finalized and approved by
the NSLU attorney, the signatures of the Unit Chief and the Section Chief were
obtained, and the LHM was sent to OIPR.

The NSLU attorney and the SSA also could make recommendations to
the field office about how to acquire any additional information that was
needed. If the field office provided additional information to support the FISA
request, the LHM was revised and the FISA request was reviewed again. This
process would continue until the NSLU attorney was satisfied that the

>* Other NSLU attorneys primarily worked counterintelligence matters, although some
of them assisted with counterterrorism matters when necessary.
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standards for obtaining the FISA warrant were met. This step in the process
also could last from several days to several months.

4. Role of OIPR attorneys

Once the SSA obtained the necessary FBI Headquarters approvals, the
LHM and its supporting documents were provided to OIPR for preparation of
the required pleadings. An OIPR attorney would review the LHM and
determine whether there was sufficient evidence to obtain a FISA warrant. The
OIPR attorney would consult with the FBI Headquarters SSA about any
questions and would sometimes prepare a list of questions for the SSA to
answer in writing. The SSA often consulted with the field office to obtain the
information requested by the OIPR attorney and sometimes asked the field
office to conduct additional investigation. This process also could take
anywhere from several days to several months.

Once the OIPR attorney was satisfied that there was sufficient evidence
to support the FISA application, an OIPR attorney prepared the draft pleadings.
A supervisory attorney in OIPR would review the draft pleadings and make
- recommendations and revisions. The final draft was provided to the SSA and
the NSLU attorney for review. After finalizing the pleadings and obtaining the
signatures of the FBI Headquarters SSA who signed the affidavit, the Attorney
General, and the FBI Director, the OIPR attorney filed the pleadings with the
FISA Court, along with a draft order for the judge’s signature. The FISA Court
would then schedule a hearing, which was attended by the OIPR attorney and
the SSA."

If the FISA Court approved the warrant, it issued an order authorizing the
surveillance or search. Orders authorizing surveillance were for a specific
period, beginning and ending on a certain day and time. The order was
transmitted to the field office responsible for conducting the surveillance or
search.

5. Expedited FISA warrants

~ In the Moussaoui investigation, the Minneapolis Field Office requested
an “emergency FISA,” which was a FISA that could be obtained in an
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expedited manner.” The SSAs and NSLU attorneys we interviewed told us
that what rose to the level of “expedited” depended on what the field office and
ITOS management deemed to be an immediate priority. According to these
witnesses, in the summer of 2001 expedited FISA requests normally involved
reports of a suspected imminent attack or other imminent danger.

Although the normal processing time for a FISA application was several
weeks or months, FBI Headquarters working with an NSLU attorney and OIPR
could prepare an expedited FISA application for presentation to the FISA
Court in a matter of several hours or days, depending on the circumstances
giving rise to the expedited request.

>> Although expedited FISA requests were commonly referred to as “emergency
FISAs,” the statute provided for an “emergency FISA” that was different from an expedited
FISA. The statute stated that an emergency FISA allowed the Attorney General - without
prior approval of the FISA Court - to authorize the execution of a search warrant or
electronic surveillance if the Attorney General determined that “an emergency situation
exists” and there was a “the factual basis for issuance of an order” in accordance with the
statute. See 50 U.S.C. § 1805(e) (electronic surveillance) & § 1824(¢e) (physical search
warrant). The government was required to present an application to the FISA Court with
respect to any such warrantless search or electronic surveillance within 24 hours of the
execution of the search or surveillance. 50 U.S.C. § 1805(e) (electronic surveillance) &
§ 1824(e) (physical search warrant). This type of emergency FISA rarely was used before
September 11, 2001.
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CHAPTER THREE
THE FBI’S HANDLING OF THE PHOENIX ELECTRONIC
COMMUNICATION AND OTHER INFORMATION
RELATING TO USE OF AIRPLANES IN TERRORISTS
ATTACKS

I. Introduction

In this chapter of the report, we examine allegations that the FBI failed to
act prior to September 11, 2001, on intelligence information that warned of
potential terrorists training in aviation-related fields of study in the United
States. The focus of these allegations concerned an Electrcnic Communication
(EC) dated July 10, 2001, that was written by Kenneth Williams, a special
agent in the FBI’s Phoenix Division. In his EC, Williams wrote that he
believed that there was a coordinated effort by Usama Bin Laden to send
students to the United States to attend civil aviation universities and colleges.
He suggested that the purpose of these students would be to one day work in
the civil aviation industry around the world to conduct terrorist activity against
civil aviation targets. Williams wrote that he was providing the information in
the EC for analysis and comments. Williams addressed the EC to several
people in FBI Headquarters and in the FBI’s New York Division.*®

After September 11, 2001, the FBI has acknowledged several problems
in how the Phoenix EC was handled. The FBI stated that the information
raised in the EC should have been analyzed by the FBI, but that such analysis
did not occur before September 11. In addition, the FBI acknowledged that the
Phoenix EC should have been disseminated to other intelligence agencies and
to the FBI’s field offices for their consideration, but it was not disseminated
before September 11.”

%6 A redacted copy of this document is attached in the Appendix.

*7 Director Mueller’s written statement for his October 17, 2002, testimony before the
Joint Intelligence Committee Inquiry (JICT) stated: “We have heard, and we acknowledge,
the valid criticisms, many of which have been reiterated by this Committee. For example,
the Phoenix memo should have been disseminated to all field offices and to our sister
agencies.” Former ITOS Section Chief Michael Rolince testified before Congress that the
(continued)
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In this chapter we analyze the FBI’s handling of the Phoenix EC. We
first provide background on how leads were communicated and assigned in the
FBI before September 11, 2001. We then summarize the contents of the EC.
Next, we describe in detail how the Phoenix EC was handled within the FBI
before September 11. In the analysis section, we examine problems in how the
Phoenix EC was handled, first focusing on the systemic problems that affected -
the way the FBI treated the EC and then on the performance of the individuals
involved with the EC. Finally, at the end of the chapter we discuss several
other pieces of information in the possession of the FBI before September 11
that also noted connections of potential terrorists to flight schools or the use of
airplanes.

II. The Phoenix EC

A. Background

In this section, we first provide the key terminology and a description of
FBI processes that are relevant to the handling of the Phoenix EC.

1. Assigning leads in the FBI

When-an FBI field office needs assistance or information from another
office or from FBI Headquarters, it “sets a lead” for the assistance. Leads are
nitially written out in ECs, hard copies of which are mailed to the appropriate
offices. In addition, when the EC is “uploaded” to the FBI’s Automated Case
Support (ACS) system, leads associated with the EC are “set” electronically in
ACS system. We describe both processes below. ,

a. The manual process

The specific action requested in an EC is stated in the lead section, which
1s at the end of the document. In the “To:” section of the EC, the author
specifies the offices to which the EC is addressed. In the “Attention:” section,

(continued)
Phoenix EC should have been provided to the personnel assigned to FBI Headquarters from
other agencies, such as the INS, the CIA, the FAA, and others, for their assessment.
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the author specifies the persons who the author believes should receive a copy
of the EC.

ECs have a line marked “Precedence.” There are three options on the
precedence line: “Immediate,” “Priority,” and “Routine.” The FBI’s '
investigative manual states that “immediate” precedence should be used “when
the addressee(s) must take prompt action or have an urgent need for the
information.” The manual states that “priority” precedence should be used
when information is needed within 24 hours, and “routine” precedence should
be used when information is needed within the normal course of business. The
time frame for responding to “routine” requests is not specified.

The office preparing an EC that sets a lead normally sends a hard copy of
the EC to the offices with leads mentioned in the EC. The paper EC is
normally sent through “Bureau mail,” which is the FBI’s interoffice mail
delivery system.

The distribution of the hard copy EC in the receiving office varies from
office to office. In most offices, the EC is routed to an admunistrative
employee assigned to the substantive program that 1s the subject of the EC,
such as the squad secretary for the counterterrorism squad if counterterrorism
is discussed in the EC. The administrative employee decides who should
receive the hard copy EC, whether copies will be made, and for whom. All
individuals listed on the attention line of a hardcopy EC do not necessarily
receive a copy of the EC through the manual distribution process.

b. The electronic prbcess

Leads contained in ECs also are set electronically in ACS when the EC is
completed and is “uploaded” to ACS. The office requesting the lead can enter
in ACS a deadline for handling the lead. If no deadline is set, the default
deadline in ACS for action is 60 days.

ACS contains an “electronic routing table” for each office that receives
leads electronically through ACS. FBI offices set up the electronic routing
table to assign leads to a particular person’s “lead bucket” based on the case
number provided in the “Case ID #” field of the EC. For example, a field
office may program its electronic routing table to direct all leads associated
with cases having international terrorism identifiers to the secretary for the
international terrorism squad. The secretary would then be responsible for
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checking the “lead bucket” and determining to whom to assign the lead
electronically.

FBI employees are responsible for checking ACS periodically and
accessing their lead bucket to see if any leads have been assigned to them.
ACS does not notify users when leads are assigned to them. Only persons who
are assigned a lead will see a notification of an EC associated with the lead
when they check their lead buckets. All other persons listed or the attention
line of the EC must search ACS for their names by conducting text searches
and other kinds of searches to determine if there are any ECs containing their
names. '

In ACS, leads may be “reassigned” or may be “closed.” When leads are
closed, the person closing the lead fills in the field labeled “disposition” to
indicate what action was taken with respect to the lead. However, ACS does
not require this field to be completed in order to close the lead.

c. Persons responsible for assigning leads

At FBI Headquarters, the Radical Fundamentalist Unit (RFU) and the
Usama Bin Laden Unit (UBLU) were the two units in the International .
Terrorism Operations Section (ITOS) involved in the handling of the Phoenix
EC. Within the RFU and UBLU, Intelligence Assistants, called IAs, were
responsible for many duties, including distributing hard copy ECs to the
‘appropriate persons in the units, assigning leads in ACS, conducting name
checks in ACS, and preparing ECs. In addition, before September 11, 2001, an
IA assigned to an administrative unit in ITOS was responsible as a collateral
duty for assigning leads that had been routed to ITOS’ general lead bucket in
ACS. During the time period relevant to our investigation, this IA could assign
leads from ACS directly to analysts in the section, called Intelligence
Operations Specialists (I0Ss). The IA also could route ECs directly to IOSs
without any supervisor’s input or knowledge.

IAs within the RFU and the UBLU normally determined to whom to
assign a lead based on the case identifier, which is one of the required fields on
an EC. For example, 199M matters, called “IT-Other,” were investigations
related to terrorist groups that were not associated with one of the FBI’s 17
other specific case identifiers. 199M or IT-Other matters normally were
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assigned to the RFU. The case identifier associated with the Phoenix EC was
199M, which fell under the RFU. \

Within a particular unit, the specific case number would also be used to
determine whether an IOS or Supervisory Special Agent (SSA) was working
on the designated case and therefore would be responsible for the lead.

d. “Read and clear”

A common type of lead is a “read and clear” lead. According to FBI
procedures, “read and clear” leads are for informational purposes and do not
require any action, other than “clearing” the lead in ACS by closing the lead.
Witnesses told the OIG that setting a “read and clear” lead is similar to sending
a “cc:” copy of a document to someone to read for their information.

e. Persons responsible for conductimg analysis in the FBI

As discussed in Chapter Two, analysis of counterterrorism information
normally was conducted in two places in the FBI. Operational or case-related
analysis was performed primarily by IOSs who worked in ITOS, located in the
Counterterrorism Division. Broader, strategic analysis was performed by
Intelligence Research Specialists (IRSs) who at the time worked in the FBI’s
Investigative Services Division (ISD), a separate division from the
Counterterrorism Division.>®

As discussed in more detail below, the Phoenix EC was addressed to
several SSAs and IOSs in ITOS. It was not addressed to any IRSs or anyone in
the Investigative Services Division.

% ISD was created in November 1999 and housed the FBI’s analytical resources, such
as the IRSs who handled counterintelligence matters, organized crime and white-collar
crime matters, and domestic and international terrorism matters. In addition, ISD included
an Intelligence and Operations Support Section that was responsible for administering the
field’s analytical program and training and automation requ1rements ISD was eliminated in
the beginning of 2002.
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B. The Phoenix EC

Kenneth Williams, the special agent who wrote the Phoenix EC, joined
the FBI in 1990, and was assigned to the Phoenix Division. He worked his
first year and a half on white-collar matters. Since then, he was assigned to -
work on international terrorism matters. Williams told the OIG that while
working on international terrorism matters, he spent almost all of his time on a
terrorist organization that was not connected to Al Qaeda or Bin Laden. At
FBI Headquarters, responsibility for this terrorist organization fell under the
jurisdiction of a unit in ITOS other than the Usama Bin Laden UUnit (UBLU).
Williams said that he had not had any contact with the UBL unit. At the time
of the EC, Williams reported to an SSA who we call “Bob,” who was
responsible for the Phoenix counterterrorism squad.

The Phoenix EC was dated July 10, 2001, and was addressed to the
Counterterrorism Division at FBI Headquarters and to the New York Division.
The precedence line on the EC was marked “routine.” :

that there was an inordinate number of individuals of investigative interest who
were attending or had attended civil aviation universities and colleges in

. 1! ! | I .

1. Information on individuals

As the basis for his concerns, Williams summarized in the EC the results
of four Phoenix intelligence investigations of four subjects who we will call
“Subject No. 1,” “Subject No. 2,” “Subject No. 3,” and “Subject No. 4.”% The

59 Williams was responsible for the Subject No. 1 investigation, which was summarized
in the EC. The other three investigations were international terrorism intelligence cases
(continued)
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other persons of investigative interest were described as seven “associates” of
Subject No. 1. The Phoenix Division had opened a “preliminary inquiry” for
an intelligence investigation about each of these persons but had not yet
developed sufficient information to open a full investigation.

Williams identified the connections of these individuals to aviation as
follows: (1) Subject No. 1 was an aeronautical engineering student at Embry-
Riddle Aeronautical University (ERAU) in Prescott, Arizona;® (2) Subject No.
2 took classes at Cochise College, located in Douglas, Arizona, in the late
1990s to obtain an FAA certificate in airframe and power plant operations;®
and (3) Subject No. 3 and Subject No. 4 were known to associate with a person
we will call Subject No. 5, whose telephone number was associated with a
known supporter of an African Muslim terrorist organization and who
reportedly left the United States in the late 1990s after graduating from
Westwind Aviation in Phoenix, Arizona.*

(continued)

handled by other agents on Williams’ squad and another squad in the Phoenix Division.
Subject No. 2 also had been the subject of a separate investigation in an FBI field office in
the western part of the United States before he moved to Arizona in the late 1990s. This
field office’s investigation of Subject No. 2 was closed at the time the Phoenix EC was
written. '

% Williams stated in the EC that Subject No. 1 was enrolled in acronautical engineering.
ERAU offers a degree in aerospace engineering with a concentration in aeronautical
engineering. Aeronautical engineering is the study of aircraft design.

1 A certificate in airframe and power plant operations allows an individual to become
an aviation maintenance mechanic. The courses for this certificate deal largely with
maintaining aircraft in airworthy condition.

62 The Phoenix EC does not state what courses Subject No. 5 took at Westwind
Aviation. The Phoenix EC also does not state whether the FBI had an investigation open on
Subject No. 5 at the time; however, according to Williams, the FBI did not have any
investigation open on Subject No. 5 at the time because he was not in the United States.
Subject No. 5’s name had surfaced in another FBI investigation involving the same African
Muslim terrorist organization that Subject No. 5 was believed to be connected to. After
September 11, Subject No. 5 was arrested on terrorism charges related to the September 11
attacks, but he was released when a court found that the prosecutors lacked any evidence
connecting Subject No. 5 to the events of September 11.
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With respect to the seven associates of Subject No. 1, Williams wrote
that three were enrolled in pilot training at ERAU, and three were enrolled in
an aeronautical engineering program at ERAU. For the seventh, Williams had
no record of classes taken.®

Williams also reported in the EC the connections of Subject No. 1,
Subject No. 2, Subject No. 3, and Subject No. 4 to Bin Laden and to each
other, which we describe below.

Subject No. 1: The Subject No. 1 investigation was designated by
Williams as a 199M or “IT-Other” matter.* Williams told the OIG that he had
opened the Subject No. 1 case under this designation after obtaining material in
Subject No. 1’s garbage relating to Ibn Khattab, who Williams believed had a
connection to Bin Laden. As discussed in more detail in Chapter Four, Ibn
Khattab was a Jordanian-born, Islamic extremist who was the leader of a large
group of Chechen rebels that had many successes in clashes with Russian
forces.®

In summarizing his investigation of Subject No. 1, Williams wrote in the
EC that Subject No. 1 came to the United States-in the late 1990s, and that in
_April 2000 one of Williams’ sources reported that Subject No. 1 was a
supporter of Bin Laden. In addition, the EC stated that the source told
Williams that Subject No. 1 was involved in the Al-Muhjiroun,*® a Muslim
fundamentalist organization that Williams described as “dedicated to the
overthrow of Western society” and as “an ardent supporter of [Bin Laden].” As
further support for a connection between these persons and civil aviation,

63 We asked Williams to confirm the courses these individuals took. After reviewing
their files, Williams told the OIG that only two of the individuals were enrolled in pilot
training and the other four were enrolled in aeronautical engineering.

¢ An EC requires a case number field to be completed. Wllhams used the Subject No. 1
case number in the case number field of the Phoenix EC.

6s Chechnya is a republic of the former Soviet Union. Since the éollalpse of the Soviet
Union in 1991, Chechen separatists — both Islamic and non- Islamlc have sought
1ndependence from Russia.

% We observed several spellings for this organization in FBI documents, including Al-
Muhajiroun and Al-Mouhajiroun.
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Williams noted that the spiritual leader of the Al-Muhjiroun had issued a
religious degree (or “fatwa”) in February 1998 in which he declared a “jihad”
or “holy war” against the United States and British government, armies,
interests, and airports.” (Emphasis in original.)

Williams wrote in the EC that he had interviewed Subject No. 1 in the
spring of 2000 and that during these interviews, which were conducted in.
Subject No. 1’s apartment, Williams observed photographs on the walls of Bin
Laden, Ibn Khattab, and wounded Muslim separatists from Chechnya.
Williams wrote that Subject No. 1 admitted during these interviews to being
involved in the Al-Muhjiroun, and that he considered the U.S. government and
military forces to be “legitimate military targets of Islam.” Williams noted in
the EC that his investigation of Subject No. 1 was continuing.

Subject No. 2: Williams reported in the EC that Subject No. 2 was
known to have contact with Bin Laden lieutenant Abu Zubaida. Williams
wrote that Subject No. 2 had moved to Arizona in 1998, but had left the United
~ States in October 1999."

Williams also wrote that two persons arrested in June 2001 in Bahrain
had admitted to being members of al Qaeda and had been planning an
operation to bomb the U.S. embassy and military forces in Saudi Arabia. At
the time of their arrest, they had in their possession a passport of a man . who
was believed to be a relative of Subject No. 2. Williams wrote that the man
who was believed to be a relative of Subject No. 2 previously had entered the
United States in 1998 with this passport and was associated with an address
known to be that of Subject No. 2. Williams wrote that he had not been able to
establish a connection between Subject No. 1 and Subject No. 2.%

Subject No. 3 and Subject No. 4: Williams reported in the EC that
investigations of Subject No. 3 and Subject No. 4 had been opened based on

57 The FBI field office that had been investigating Subject No. 2 had closed its
investigation of Subject No. 2 at the time the Phoenix EC was writter.

% Williams wrote in the EC that Subject No. 1 arrived in the United States in August
1999 and that Subject No. 2 left the United States in October 1999. Williams also wrote that
“Subject No. 2 had departed the U.S. prior to Subject No. 1’s arrival.” Williams told the
OIG that this last statement was in error.
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information from foreign governments demonstrating that they were both
involved with African Islamic extremist/terror activity and had associated with
individuals who had associated with Ahmed Ressam. Ressam was arrested on
December 14, 1999, attempting to cross the border from Canada into the
United States with chemicals and detonator materials in his car.®’

Williams wrote that Subject No, 3 and Subject No. 4 were friends with
Subject No. 5, whose telephone number had been associated with a known -
supporter of an African Islamic terrorist organization. Williams noted that
Subject No. 3, Subject No. 4, and Subject No. 5 had not been linked to Subject
No. 1 or Subject No. 2. The EC did not state whether the FBI had an -
investigation open on Subject No. 5 or provide any further details on him. The
EC reported that Subject No. 5 had left the country in November 1997 after
graduating from Westwind Aviation. The EC did not describe the connections
between the African Islamic terrorist organization and Bin Laden or al Qaeda.

2. Recommendations in the Phoenix EC

The Phoenix EC made four recommendations:

 “FBI field offices with these types of schools in their area should
establish appropriate liaison” with the schools;

o “[FBI Headquarters] should discuss this matter with other elements of
the U.S. intelligence community and task the community for any
information that supports Phoenix’s suspicions”; and '

o “[FBI Headquarters] should consider seeking the necessary authority to
obtain visa information from the [Department of State] on individuals
obtaining visas to attend these types of schools and notify the
appropriate FBI field office when these individuals are scheduled to
arrive in their area of responsibility.”

% The Phoenix EC did not state Ressam’s affiliation with Bin Laden or al Qaeda.
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In the lead section of the EC, Williams wrote that he was requesting that
FBI Headquarters consider implementing the suggested actions. The New
York Division lead was designated as a “read and clear” lead. At the end of
the EC, Williams wrote that the information was “being provided to receiving
offices for information, analysis and comments.”

3. Addressees on the Phoenix EC

The attention line of the EC contained the names the unit chief of the
RFU, who we call “Don”; an I0S in the RFU who we call “Ellen”; the acting
unit chief of the UBLU, who we call “Rob”; and UBLU I0OSs who we call
“Jane,” “Matthew,” and “Frank.””® The RFU and the UBLU were the two units
with program responsibility for the two primary organizations discussed in the
EC: Al-Muhjiroun and Bin Laden/al Qaeda.

The attention line also contained the names of two Special Agents who
worked on two different international terrorism squads in the New York
Division: an agent who worked on the New York FBI’s Bin Laden squad who
we call “Jay”, and an agent who we call “Mark” and who worked on a New
York squad that handled investigations that fell under the RFU.

Williams told the OIG that his prior experience did not involve Bin
Laden or Al Qaeda and instead centered on another terrorist organization:
which was managed by a unit other than the Bin Laden Unit at FBI
Headquarters. He said that he was therefore not familiar with the personnel in
the other units within ITOS, except for one long-time RFU I0S, who we call
Frank. Williams said that he called Frank to obtain the names of the persons
working in the RFU and the UBLU, and that he put in the attention line of the

EC the names he had obtained by calling Frank.

Frank told the OIG that he recalled talking to Williams about the EC and
recommending several potential points of contact. Frank said that based on his
understanding of what Williams was writing about, several people needed to

70 Williams mistakenly identified the IOSs as IRSs in the Phoenix EC. In addition, at
that time Matthew and Frank worked in the RFU, not the UBLU. At the request of the FBI,
we have omitted the true names of most of the agents and the analysts who are discussed in
this report.
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see the EC because more than one program was involved. He said that because
the New York Field Office was the primary field office that handled the FBI’s
Bin Laden-related investigations, he likely recommended that Williams also
address the EC to a point of contact in New York.

When asked why he did not recommend including any IRSs on the
attention line, Frank told the OIG that the Investigative Services Division was
“on its last legs” at the time and that there were very few IRSs in the ISD still
working on analysis. He explained that any work of the IRSs would have to be
coordinated through an 10§, so it made sense to route the EC through an I0S
in the first instance.

_ Williams also told the OIG that at the time he was familiar by name with
Ellen because, prior to writing the Phoenix EC, he had accessed in ACS an EC
she had written on the Al-Mubhjiroun in 1999. Ellen told the OIG that Williams
called her on July 9, 2001, to tell her that he had used her paper in writing his
EC and that he had included her name on the attention line. She said that he
also asked her if she recommended anyone to include on the attention line and
that she gave him the name of Mark, one of the New York Division agents who
had been the case agent for the FBI’s investigation of the Al-Muhjiroun.

C. Williams’ theory

He said that he was basing the theory on his almost ten years of
experience in international terrorism cases and his knowledge that al Qaeda
had a presence in Arizona. He said that he had learned in squad meetings
about Subject No. 2, and he thought it was “unusual” that Subject No. 2 would
come across the world to study aircraft maintenance in the United States.
Williams said that at the time, he also was working the investigation of Subject
No. 1 and he began thinking that he should look to see how many other
investigations were being handled in Arizona that involved individuals with
Islamic militant viewpoints ||| EIEzNGEGGTENEEEEN
BN i said that after he did and learned about several others of
interest to the FBI, he decided to put his thoughts and recommendations on

paper.
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Williams explained that he was not focused on flight schools, but instead
focused on colleges and universities where individuals could earn degrees in
aviation-related subjects and then obtain jobs in the civil aviation 1ndustry 1n

this country. ‘ a ‘ ‘ -Im

1 Rathe1 he believed that there could be
an effort under way to develop expertise about where to put an explosive
device on an airplane or how to mechanically alter an airplane in order to cause
it to crash. Williams told the OIG that he did not have information of a
specific threat or pending attack, which is why he marked the EC’s precedence
as “routine.”

Williams told the OIG that he did not know at the time whether Subject
Nos. 3 and 4 discussed in the EC or the African Islamic terrorist organizations
were connected to Bin Laden or al Qaeda. Williams said that he was trying to

“paint a picture of people associated with radical Islam” who were also .
associated with aviation. Williams said he wanted FBI Headquarters to look at
his EC and answer the question: I
He stated that he did not expect an

immediate response and believed that it would take at least a couple of months
for FBI Headquarters to review the EC, because he knew that resources for this
kind of analytical project at FBI Headquarters were limited. In addition, he
said that he wanted FBI Headquarters to share his theory with other elements
of the Intelligence Commumty to see if anybody else had any 1nformat10n to
corroborate his theory.”!

" n the summer of 2003, the OIG received new allegations from a former FBI
confidential informant whose control agent had been Williams. The former informant
alleged that he had informed Williams in October 1996 that he was concerned that a terrorist
could use crop duster airplanes as weapons and that one of the subjects of the Phoenix EC
and other Middle Easterners were attending flight schools in Arizona. The former informant
also said that he believed Williams had written the Phoenix EC because in May 2001 the
informant had raised complaints with the Phoenix FBI about how it handled him as an
informant and why he was closed as an informant in 1999. The former informant also
alleged that a reporter had called Williams in June or July 2001 about the former informant’s
information concerning Middle Eastern matters.

(continued)



Williams stated that he also knew that there were some “inherent legal
issues” with the recommendations in the EC because he believed that concerns
-about racial profiling would have to be addressed. Moreover, he said that he
was not aware at the time whether the FBI had the authority to review the visa
information of thousands of people applying to civil aviation universities and -
colleges in the United States, as he had recommended in the EC.

After the Phoenix EC was completed and sent, Williams did not contact
anyone at FBI Headquarters or in New York to dlSCIlSS its contents or check the
status of the leads in ACS.

D. FBI Headquarters’ handling of the Phoenix EC

Although the EC is dated July 10, the Phoenix Division did not upload
the EC into ACS until the afternoon of Friday, July 27, 2001. The Phoenix
FBI also mailed the paper copy to FBI Headquarters around July 27.

ACS records show that, because of the case designation listed on the
Phoenix EC, the lead for FBI Headquarters was initially routed electronically
through the ITOS electronic routing table to a general ITOS lead bucket that .
was handled by an ITOS administrative unit. The lead was not directly routed
to the RFU or the UBLU.” An IA in the administrative unit in ITOS was
responsible : for checking the ITOS general lead bucket regularly and
electronically assigning these kinds of leads to the appropriate person within
ITOS.

(continued)
4 !

v In adltlon Williams said that he never spoke to the reporter
who the former informant said had called Williams, and that he was not prompted to write
the Phoenix EC because of a phone call from any such reporter.

72 At the time, the electronic routing table in ACS for the Counterterrorism Division
was set up to automatically route leads associated with cases with the type of case number
designated on the Phoenix EC to an administrative unit in ITOS rather than to a particular
operational unit.
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1. Assignment to the RFU

On the morning of Monday, July 30, 2001, the ITOS [A accessed in ACS
the text of the Phoenix EC. ACS shows that on that same day the ITOS IA
assigned the lead in ACS to Ellen, an IOS in the RFU who was listed second
on the attention line of the EC.

The ITOS IA told the OIG that he did not recall the Phoenix EC or
assigning the lead, but that his practice was to review the text of the lead and
the person or persons listed on the attention line to determine to whom to
assign the lead. The EC indicated that it related to an “IT-Other” matter and
these cases fell under the RFU. The ITOS IA said that he sometimes consulted
with his unit chief if he was unsure to whom to assign the lead, but he sald he
d1d not recall whether he did so in this case.

Ellen told the OIG that she pulled the Phoenix EC up in ACS, printed a
copy, and read it.” She said that, after reading it, she thought that the EC
should be reviewed by the UBLU, not by her unit, because the EC discussed
Bin Laden and al Qaeda, which were the responsibility of the UBLU.

~ Ellen therefore discussed the EC with one of the IOSs who worked in the
UBLU, who we call Jane. Ellen said she recalled asking Jane if she should
transfer the lead to Jane, and that Jane stated that she did not have time to look
at it then. Ellen said that Jane asked if she could get back to Ellen in a week.

Ellen said that she therefore consulted with Jane about a week later. ACS
records show that Jane downloaded the Phoenix EC from ACS on August 7,
2001. According to Ellen, she and Jane discussed the tremendous effort that
they thought would be needed to implement the recommendatlons in the EC.

Ellen said that Jane agreed that Jane should handle the Phoenix EC.
Ellen told the OIG that she remembered Jane saying she wanted to do more

7> Ellen told the OIG that she never received a hard copy of the Phoenix EC.
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research on FBI investigations to determine what other connections might exist
between Bin Laden, al Qaeda, [{IlEIIH. and then, depending upon the
results of that research, perhaps disseminate it. Ellen said that Jane also told
her that she also wanted to speak with her supervisor and decide what action to
take on the Phoenix EC.

Ellen said that, after talking with Jane, she closed the lead in ACS on
August 7, 2001, indicating in ACS that Jane was planning to conduct additional
research before proceeding. ACS shows that Ellen wrote in the “disposition”
field for the lead that the lead was “covered-consulted with UBLU, no action at
this time, will reconvene on this issue.” Ellen said that after she and Jane
discussed the issue, they agreed to “revisit” the issue later once Jane had done
some research and had a better idea of how to proceed. Ellen also said that she
closed the lead rather than asking an IA to reassign the lead to Jane because she
knew that it would take some time for the necessary research to be done, and
that the RFU unit chief — Don— had instructed RFU employees that leads had to
be closed in a timely manner. ‘

Ellen told the OIG that she thought that the theory presented in the EC
was “interesting,” but that she, like Jane, believed that further research needed -
to be conducted before any action was taken on the Phoenix EC. Ellen also
asserted, “It was a theory that certainly needed to be explored more fully before
disseminating it to the [Intelligence Community] as fact or not.” In addition,
Ellen said that she believed that attorneys in the FBI’s National Security Law
Unit (NSLU) would have had to review the Phoenix EC before any action
could be taken on it because the issue of racial profiling was “hot.”

When we asked Ellen whether she considered referring the Phoenix EC
to the ISD to research and analyze, she stated that the RFU did not have an ISD
analyst assigned to it at the time. Ellen acknowledged that it would have been
possible for the ISD to assign an IRS analyst to do strategic research regarding
the EC, but she believed the EC should first be referred to the UBLU, since the
EC’s focus was al Qaeda and it was the UBLU’s prerogative to decide how to
proceed on it.

Ellen told the OIG that she did not recall consulting with her supervisor
in the RFU, an SSA who we call “Chris,” about how to handle the Phoenix EC,
or showing it to him. She said that she might have mentioned it in passing to
Chris, but it was common for IOSs to close leads without supervisory input.
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Chris was an SSA assigned to the RFU from the summer of 2000 until
September 10, 2001, when he left FBI Headquarters. Chris told the OIG that
he never saw or discussed the Phoenix EC with anyone prior to September 11.

Don was the unit chief of the RFU at this time. He joined the FBI in
1987 and was assigned to the RFU in May 2001. Don said that he first learned
of the Phoenix EC only after the September 11 attacks. He indicated that
neither Ellen nor anyone else mentioned the EC to him before September 11.
He said that on average he reviewed 30 to 45 ECs a day that were assigned to
the RFU, and because of the vast amount of intelligence data that had to be
analyzed by the seven IOSs in the RFU, the RFU had to rely on their judgment
to accurately prioritize the information. Don stated that if he had seen the
Phoenix EC before September 11, he would have discussed its
recommendations with his UBL counterpart, then forwarded the EC to the
ITOS Section Chief, Michael Rolince, for a decision on the course of action to
take on the EC.

2. Assignment to the UBLU

a. Jane’s handling of the EC

~ Asnoted above, Ellen reassigned the Phoenix EC to Jane, an 10S in the
UBLU. In addition, the hard copy version of the EC, which Phoenix had
mailed to FBI Headquarters, also was assigned to Jane. According to Jane, on
or about July 30, an IA in the RFU delivered the hard copy of the Phoenix EC
to Jane. Jane provided the OIG with the copy that she received from the 1A,
which Jane had initialed to indicate receipt.

Jane told the OIG that she also recalled discussing the EC with Ellen.
Jane said that after she read the EC, she told Ellen that she agreed that it made
more sense for the UBLU, rather than RFU, to handle it because of the
references to Bin Laden.

Jane told the OIG that she did not believe that there was a sufficient
“factual predicate” to justify taking any immediate action on the EC, such as
disseminating it to the Intelligence Community. Jane asserted that based on
what was in the EC she did not believe that Subject No. 1 had a strong
connection to Bin Laden. She said that the investigation of Subject No. 1 was
opened as an Islamic Army of the Caucuses/Ibn Khattab matter, and, according
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to Jane, “Ibn Khattab has never taken operational directions from Usama Bin
Laden.” She said that, according to the EC, the primary evidence of the
connection was that Subject No. 1 was a member of Al-Muhjiroun and had a
picture of Bin Laden on his wall. She stated that she confirmed with Ellen that
while Al-Muhjiroun verbally supported Bin Laden, the FBI had not developed
any evidence that Al-Muhjiroun had provided any operational support to Bin
Laden.”

In addition, Jane told the OIG that she recalled concluding that the
factual predicate was weak because many of the individuals who were listed in
the EC as associated with Subject No. 1 were the subjects of orly preliminary
inquiries, not full investigations. Jane said that based on what she saw in the
EC and knew about Bin Laden, she did not see the connection between Bin
Laden and Subject No. 1 or the other subjects of the EC. She stated that she
did not feel “comfortable at this stage going forward with the theory that we
think these individuals from these countries are coming here sént by UBL,
when the preponderance of evidence indicates that these people are aligned
with Al-Muhajiroun and Ibn Khattab.” She said that being associated with Ibn
Khattab “did not equate” with being associated with Bin Laden.

Jane said that the fact that the Phoenix EC reported that a large number of
Middle Eastern men were training in U.S. aviation-related schools did not
strike her as significant because it was well known that Middle Eastern men
have historically trained in U.S. flight schools because they are cheaper and
better than other flight schools around the world. She suggested that before
September 11, even someone of investigative interest training in a U.S. school
in an aviation-related field did not necessarily raise a red flag.

Jane said that she told Ellen that she needed to do some research before
she took any action on the EC. According to Jane, she initially thought of a
handful of steps she wanted to take based on her knowledge of ongoing cases
within the FBI. Jane said that she wrote a “to do” list on a yellow post-it note
and attached it to her copy of the EC. She said she thought that there were at

7 Mark, who had been the case agent in New York on the FBI’s investigation of the Al-
Mubhjiroun, told the OIG that the New York Division had closed its case on Al-Muhjiroun
long before September 11 because the FBI was not able to establish that Al-Muhjiron had
engaged 1n terrorist activities or supported terrorist activities.
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least four items on the list, but she could not specifically remember all of
them.”” However, she said she recalled that one of the items on the list was to
review the FBI’s information on Essam Al Ridi, a former personal pilot for Bin
Laden who testified for the government 1n the trials against the persons
responsible for bombing the U.S. embassies in East Africa in August 1998, to
see if al Qaeda had undertaken any similar initiatives as those discussed in the
Phoenix EC. :

Because the EC included information about Subject No. 2, who had
previously lived and studied in the United States and had ties to suspected
terrorists arrested a few weeks prior, Jane said that she immediately thought of
an issue being researched by an IRS in an FBI field office. We call the IRS
“Lynn.”’® Lynn had been involved with the field office’s intelligence
investigation of Subject No. 2 when he lived in the area. As noted in the EC,
two al-Qaeda operatives were arrested in Bahrain at the end of June 2001 who
had been planning an operation to bomb the U.S. embassy and military forces
in Saudi Arabia. At the time of their arrest, they were in possession of a
passport containing the name of a person believed to be a relative of Subject
No. 2.

In June 2001, Jane had asked Lynn to review her field office’s case file
on Subject No. 2 to try to find connections between Subject No. 2 and his
associates in the state where the field office was located and the two al Qaeda
operatives arrested in Bahrain. Jane told the OIG that she was familiar with
this field ofﬁce S 1nvest1gat10n of Sub]ect No. 2 and several of his associates

> In November 2001, Jane was interviewed about the EC by an OIG Special Agent who
conducted a preliminary review regarding the Phoenix EC. Jane said that she gave the EC
with the post-it note on it to the OIG Special Agent. The Special Agent confirmed that Jane
gave him the EC along with the note, but he was not able to locate the post-it note when he
retrieved the original EC several months later.

76 Lynn had been an IRS with the FBI for approximately two years at the time of the
Phoenix EC. She handled all counterterrorism-related analytical work for the FBI field -
office in which she was employed. -
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IR st sqid that she thought that Lynn might be aware

of something in what she was researching about Subject No. 2’s contacts in the
area of the field office that could support the theory in the Phoenix EC..

As aresult of the arrest of the two al Qaeda operatives in Bahrain, Jane
also was dealing with Williams’ supervisor who we call “Bob,” and with
agents in the Phoenix Division other than Williams on Phoenix’s Subject No. 2
investigation, which was closed at the time. She stated that the FBI Phoenix
Division had been asked to follow up on matters in the Subject No. 2
investigation that had been left unfinished, such as documents that had been
collected from several sources but never read or analyzed. In addition, Jane
stated that she had been in contact with the Phoenix Division about locating a
source who previously had been married to a woman who was married to a
family member of Subject No. 2. '

However, Jane told the OIG that she did not have any contact with
Williams about the Phoenix EC and that her only contact with Bob about the |

EC was via e-mail. On August 6, 2001, Jane sent an e- -mail to Bob asking if he
had any objection to her sending the Phoenix EC to Lynn. Bob replied via e-
mail the same day that he did not have any objection.

The next day, Jane sent the Phoenix EC to Lynn. In an e- ‘mail message
attached to the EC, Jane stated: “I thought it would be interesting to you
considering some of the stuff you were coming up with in [your field office].
Let me know if anything strikes you.” Jane told the OIG that she wanted to
know if Lynn saw any similar patterns between the associates of Subject No. 2
that she was researching in her area and the individuals discussed in the
Phoenix EC. However, Jane did not assign a lead to Lynn, nor did she call
Lynn about the Phoenix EC either before or after she e-mailed it to her.

b. Lynn’s response

Lynn told the OIG that she received the Phoenix EC and Jane’s e-mail,
and she read them. Lynn stated that she believed that Jane sent her the EC
because Jane was aware of her field office’s earlier investigation of Subject
No. 2 and several of his associates. Lynn said that in these investigations, the
FBI observed some trends, such as that all of the subjects were of Saudi
descent, were employed by Saudi airlines, and were involved with aircraft
mamtenance or had pilots’ licenses, and that the Saudi airline company was
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paying for their training. Lynn said that the investigation also had revealed that
the subjects were calling various gun dealers and gun shops. She said that the
FBI personnel involved in the investigation questioned whether the subjects
were using Saudi airlines to transport weapons, but that nothing further had
developed in the investigations to support this theory and that the field office
investigation was closed. According to Lynn, by the time the name of Subject
No. 2 resurfaced in June 2001 based on the arrest of the two al Qaeda
operatives in Bahrain, he had not been in her area for approximately three
years.

Lynn said that, although she did not recall speaking with Jane about the
EC, shebelieved that Jane was passing the EC to her for informational
purposes. Lynn said that she was interested in whether there was any
information in the EC that would inform the work that she was doing on
Subject No. 2 at the time, but that after reading the EC, she concluded that it
did not affect her 1nvest1gat10n She said she considered it good information to
know and that it'was a “piece of the puzzle.” | | '

“no big secret” that Arab nationals received aviation training in the United
States. She said that for these reasons, she did not respond to Jane’s e-mail.

c. UBLU

Jane said that, in addition to sending the EC to Lynn, she talked to the
SSA with whom she worked in the UBLU who we call Rob, and told him
briefly about the EC. Jane told the OIG that she could not recall whether she
provided a copy of the EC to him.”” She said that she explained to Rob that she
believed that she should do some research before deciding to act on the EC.
According to Jane, Rob concurred with her course of action.

77 Jane later informed the OIG that she handed the Phoenix EC to Rob, that he skimmed
the synopsis, and that he listened to her summary of the document and proposed course of
action.
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Rob was Jane’s SSA and also the Acting Unit Chief of the UBLU at the
time. Rob, an FBI agent since 1990, had been assigned to the UBLU since
1999. He was the Acting Unit Chief of the UBLU from June 28, 2001, until
September 10, 2001. He told the OIG that he routinely reviewed dozens of
ECs on any given day, and he often relied on the judgment of Jane and other
I0Ss concerning intelligence decisions.

Rob said that he remembered Jane coming to him in the second week of
August 2001 and telling him briefly about the Phoenix EC. He said that he
also recalled her saying that she believed some preliminary research needed to
be done before proceeding. He said that he did not see a copy of the EC, but
based on Jane’s description, concurred with her decision to conduct some
initial research before taking any other steps. Rob said he did riot discuss the
Phoenix EC with anyone else.

According to Jane, she intended to address the Phoenix EC as time
permitted. However, she said that she believed it would take a significant
amount of time to do the research necessary to determine an appropriate
response to the EC. She said that she was not able to return to the EC between
August 7 and September 11 because of her heavy workload at the time. In
addition to the work generated by the al Qaeda operatives arrested in earlier in
the summer in Bahrain, she said that other matters at the time were of a higher
priority than the Phoenix EC, such as another would-be al Qaeda “bomber”
who was arrested in a foreign country, analysis of information received from a
number of sources on the brother of a key Bin Laden lieutenant, and several al
Qaeda-related threats of imminent attack. She stated that the entire UBLU was
flooded with leads and requests concerning Bin Laden and also was handling
“dozens” of leads on a daily basis associated with the attack on the U.S.S. Cole
that had occurred in Yemen in October 2000.

When we asked Jane why she did not refer the Phoenix EC to the ISD for
analysis, she said she did not recall ever thinking that she should refer the EC
to the analytical unit within the ISD. Jane noted that at the time the Phoenix
EC was sent to FBI Headquarters, no IRS was assigned to the UBLU from the
- ISD. The last IRS assigned to the UBLU had arrived in February 2001, but
had transferred in early July 2001 to another unit. The ISD had not replaced
her.
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Jane, who had been an IRS for approximately six months before
becoming an [0S, told the OIG that she had planned to conduct the necessary
analysis with respect to the theory presented by Williams because she did not
believe there was anyone in the ISD to do this kind of research and analysis.
When asked if she could have made a request of the ISD for assistance despite
no one being specifically assigned to UBL matters, Jane responded that in
other instances where her unit had asked for research from the ISD, it was not
able to provide the support requested because it lacked adequate personnel to
do so.

- Jane said that she did not recall seeing the Phoenix EC again until after
September 11.

The two other individuals in the UBLU who were listed on the attention
line of the EC — Frank and Matthew — told the OIG that they did not see the

Phoenix EC before September 11. ACS records also show that they did not
access the Phoenix EC before September 11. ACS records also show that no .

other FBI Headquarters employees accessed the Phoenix EC before
September 11.

E. The New York Division’s ]handling of the EC

The Phoenix EC also was routed by hard copy and through ACS to the
FBI’s New York Division. Williams told the OIG that he sent the EC to the
New York Division because it was the focal point for Bin I.aden matters in the
FBI. At the time, the New York Division was working several criminal and
intelligence cases related to Bin Laden’s terrorist activities.

Williams told the OIG that, by sending the EC to the New York office, he
was seeking the expertise and knowledge of the office, not simply informing it
of his theory. Williams said that he was anticipating an analysis of his theory
from those in the FBI with more expertise and experience with Bin Laden
matters, including the New York Division.

The “attention” field of the EC contained the names of two New York
FBI agents, who we call Jay and Mark, and the lead was designated as “read
and clear.” As discussed above, within the FBI read and clear leads are
considered for informational purposes and do not require any specific action.
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Based on the electronic routing table in ACS, in New York the lead was
initially routed to the Assistant Special Agent in Charge (ASAC) for the New
York FBI’s Counterterrorism Program. The ASAC’s secretary was responsible
for assigning leads routed to the ASAC. On July 30, 2001, she assigned the -
lead to a New York international terrorism squad based on the case number.

According to witnesses we interviewed in New York, the volume of read
and clear leads received each day by the New York office was enormous.™
Squad secretaries were usually responsible for assigning “read and clear” leads
directed to their squads. Leads were assigned to specific agents based on the
names listed in the “attention” section of the EC, the case number, or the
content of the EC. The Phoenix EC lead, however, was never assigned in ACS
to a particular agent. The secretary of the New York international terrorism
squad that had been assigned the lead closed the lead in March 2002.”

The New York office’s hard copy of the Phoenix EC was routed to the
international terrorism squad that handled Bin Laden investigations, where it
‘was provided to Jay, the first New York agent listed on the EC. Jay had been a
special agent with the FBI since 1976 and had worked on international
terrorism matters since 1984. Since 1996, he was assigned to the squad that
handled Bin Laden-related investigations, working primarily criminal '
investigations.*

Jay told the OIG that the Phoenix EC was routed to his mail folder by the
squad secretary. He said he recalled reading it in August 2001. He said that he
did not know Williams and never spoke to him either before or after Williams
wrote the EC. Jay said he assumed that Williams listed his name on the EC
because he was one of the agents who worked on the Bin Laden squad in New
York.

78 We were told that in 2003 the squad that handled Bin Laden matters received
approximately 3,300 leads.

7 We were told that “read and clear” leads often were not closed in ACS for several
months due to the lack of clerical support. '

8 The Phoenix EC addressed Jay as the SSA of the squad. He was one of two “relief”
supervisors who filled in for the SSA when he was not in the office. At the time, the SSA
was out of the office on extended medical leave.
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Jay told the OIG that he did not believe that Williams’ theory was based
in fact. He asserted that a “glaring deficiency” was the implication that Bin
Laden had a support network in Arizona. He asserted that there had been a
terrorist cell that was active in Arizona, but that this was in the 1980s before al
- Qaeda existed. He said that based on what was written in the EC about Subject
No. 1’s connections to Bin Laden — that Williams was basing the connection on
what Subject No. 1 had said in two interviews — Jay believed that Subject No.
1’s connection to Bin Laden was “tenuous, at best.” Jay stated that if it had
been his responsibility to address the Phoenix EC, he would have “taken issue”
with it and would have written back that he believed that the theory and .
conclusions were “faulty.” He added that the FBI was well aware that Ill
I M O 1 i
Easterners commonly received flight training in the United States. He said he
was not aware of anything that supported the theory espoused in the EC.

- Jay said that he reviewed the recommendations and saw that the
requested actions in the EC were for FBI Headquarters to address. He said that
he believes he may have discussed the EC with some of his colleagues and that
they agreed that the recommendations were something for FBI Headquarters to
address. Jay told the OIG that he did not contact Williams or anyone else in
Phoenix to discuss the EC.

Mark, the other agent listed on the attention line on the Phoenix EC, was
assigned to the international terrorism squad that handled cases that were
managed by the RFU. Mark told the OIG that he did not see the Phoenix EC
until after September 11, 2001. ACS records confirm that he did not access the
Phoenix EC until after September 11.

Except for an analyst and an auditor in New York who reviewed the

- Phoenix EC in connection with searches unrelated to the Phoenix EC, and the
secretary who accessed the EC to assign the lead, we found no evidence that

- anyone else in New York read the Phoenix EC or did anything with regard to
it.%

81 ACS shows that an auditor and an IRS on a squad not related to Bin Laden cases
accessed the Phoenix EC during this time period. They both said the EC did not relate to
what they were researching, and they did not do anything with it.
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III. OIG analysis

This section analyzes the handling of the Phoenix EC by the FBI. We
believe, and the FBI has acknowledged, that the Phoenix EC did not receive
the sufficient or timely analysis that it deserved, and it was not disseminated, as
it should have been, for consideration and input by others in the FBI and the
Intelligence Community.

While the FBI analysts who reviewed the EC did not give it timely
attention, we do riot believe their individual failings were the main source of
the problem with the handling of the EC. Rather, the deficiencies in its.
handling were caused in greater part by critical systemic failings in the way
that intelligence information and requests for assistance were handled by the
FBI prior to September 11. In this section, we discuss these systemic problems
before evaluating the actions of the individual employees who came in contact
with the EC.

A. Systemic problems

Before discussing the systemic failings evidenced by the handling of the
Phoenix EC, it is important to note what the Phoenix EC was not. It was not an
immediate warning about a terrorist plot, and it did not reveal information
about the September 11 attacks or those who committed the attacks.®? The EC
itself was worded to convey that Williams was proposing a theory rather than a
warning or a threat. Williams designated it as “routine” because he did not
have any information of a specific threat or pending attack. He said that he
was putting forth “an investigative theory” or “hunch,” and he was seeking an
analytical product or feedback in response to his theory. He did not expect that
to happen immediately.

Yet, even though it did not contain an immediate warning and was
marked routine, Williams’ information and theory warranted strategic analysis
from the FBI, which it did not receive, and timely distribution, which it did not

%2 In prepared remarks for congressional testimony on May 8, 2002, former ITOS
Section Chief Michael Rolince noted that “it should be stressed that none of the individuals
‘identified by Phoenix were connected to the 9/11 attacks, nor did the leads stemming from

that EC uncover the impending attacks.” (Emphasis in original.)
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receive. While we cannot say that better handling of the Phoenix EC would
have uncovered the September 11 plot, the EC should have been handled
differently.

1. Ineffective system for assigning and managing work

The lead from the Phoenix EC was assigned by an administrative
employee directly to an IOS in the RFU, Ellen,, who discussed the matter with
another IOS in the appropriate unit, Jane. They decided that Jane would handle
the Phoenix EC. Thereafter, Ellen closed the lead in ACS and noted that she
and Jane would discuss the matter further in the future. Although Jane briefly
mentioned the Phoenix EC to her supervisor, the IOSs made independent
judgments about what needed to be done to address the requests in the Phoenix
EC and who to notify about it. Jane also decided when she would work on the
Phoenix EC. We found that neither Ellen’s direct supervisor (Chris) nor Jane’s
supervisor (Rob) ever received or reviewed the Phoenix EC Nor did any other
supervisor in FBI Headquarters. And as of September 11, Jane had not
completed any work on the Phoenix EC.

We found that the assignment of the lead from the Phoenix EC, the
handling of the Phoenix EC independently by an IOS, and even the closing of
the lead did not violate any FBI policies or practices at the time. In instances
where 10Ss received leads or intelligence information directly, they were not
required to seek any supervisory input on the information that they were
handling. Witnesses stated that more significant threat information or leads
related to important cases usually were discussed with the SSAs, but that this
did not occur with every lead or assignment, and it was not required..

For example, Rob , the acting unit chief of the UBLU at the time, told the
OIG that he often relied on the judgment of IOSs in how they handled their
work. As aresult, IOSs regularly handled most intelligence 1nf0rmat10n and
other assignments without supervisory 1nput or knowledge.

Much also was left to the IOS’s discretion in deciding what was a priority
and which projects to focus on. Don, the unit chief of the RFU, said that at the
time, managers relied on IOSs to exercise their judgment in how to prioritize
their work. The IOSs we interviewed stated that the priorities were determined
by the nature of the work. For example, they said they gave a threat of a
terrorist attack or an emergency FISA request the highest priority. In addition,
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if information was requested by higher level FBI officials or a Section Chief,
that assignment was given priority. IOSs explained that, because of the crush
of immediate projects, they were operating with a “triage” approach to their
workload in which they dealt with crises or problems as they arose and
thereafter dealt with routine matters. As with how they handled their leads and
other assignments, we found that IOSs consulted with their supervisors about
prioritizing their work only when they deemed it necessary.

We believe that although the assigning of the lead and handling of the
Phoenix EC was in accord with UBLU and RFU practices at the time, these
practices were significantly flawed. Assigning work directly to IOSs with no
requirement of supervisory input or review resulted in a lack of accountability
for addressing leads and intelligence information. Without supervisory
involvement, IOSs were permitted to determine what was a priority, and even
when and whether work would be completed. As a result, there often was no
check on the decisions being made by IOSs and no way to ensure that work or
‘intelligence that was deemed of a lesser priority — such as the Phoenix EC —
was ever addressed. This system was one in which important information
could easily “fall through the cracks,” not receive timely attention, or not be -
brought to the attention of those inside and outside the FBI who had a reason
and a need to know the information. '

The lack of accountability and supervisory involvement was compounded
by the fact that the FBI’s computer system, ACS, was not set up to ensure that
all addressees on an EC were even made aware of the EC. Only individuals
assigned leads associated with the EC would be notified electronically of the
document’s existence. This meant that when the EC and leads were uploaded,
the EC would not be seen by a supervisor, even if the supervisor was an
addressee on the attention line, unless the supervisor searched ACS for the
document. Nor was there any assurance that the persons listed on the attention
line of the EC would ever receive notification about it. Since FBI employees
did not search ACS on a regular basis for documents that might be addressed to
them, they did not learn about leads or other intelligence information assigned
to them. :

As a result, we found that none of the supervisors listed on the Phoenix
EC saw it before September 11. Important judgments were made about how to
handle the Phoenix EC — which I0OS would address the Phoenix EC, closing the
lead instead of reassigning it, sending the EC to only one person for review, not

82



conducting any research on the recommendations suggested in the EC while
other matters were being handled — none of which involved any supervisory
input. This, in our view, is not an appropriate system for handling such
important information. :

The FBI recognized this problem after September 11 and changed the
way it handled such information. Rolince told the OIG that once he became
aware of the Phoenix EC after September 11 and learned how it had been
handled, he instructed that leads in ITOS had to be assigned to supervisors and
could not be assigned only to IOSs.

In addition to deficiencies in the supervisory process, we also believe that
the FBI’s practice and policies regarding closing of leads were faulty. As
evidenced by the handling of the Phoenix EC, leads could be closed without
any work being done on them, other than reassignment to someone else.

A contributing factor to the ineffective management of the work
assignments in ITOS was the FBI practice of rotating supervisors through FBI
Headquarters on a relatively short basis. We found that supervisors typically
stay in FBI Headquarters for two years or less, and SSA positions and unit
chief positions often remain unfilled for months at a time. By contrast, IOSs
remain in ITOS on a permanent basis and are therefore relied upon for their
expertise and institutional knowledge about counterterrorism programs,
intelligence on FBI targets, relationships with other intelligence agencies, and
how FBI Headquarters works. As a result, IOSs sometimes manage
themselves. While we believe that many 10Ss are capable and dedicated FBI
employees, the turnover of managers in FBI leaves a gap in IOSs’ supervision,
in addition to making it difficult for managers to be effective and
knowledgeable about their subject areas before they are sent to a new
assignment.

2. Lack of adequate strategic analytical capabilities

We believe the Phoenix EC warranted strategic analysis. It never was
subjected to any such analysis before September 11. Ellen and Jane agreed that
Jane would handle the Phoenix EC, but Jane did not refer it to the entity at the
FBI that was assigned to conduct strategic analysis, the ISD. She said she
decided not to refer it to the ISD for analysis and instead keep it for herself to
work on when she had time. She believed that the ISD did not have sufficient
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capability to perform timely analysis. At the time, the FBI had no IRS in the
ISD specifically assigned to handle matters involving Bin Laden, despite the
importance of that assignment. As we discuss in more detail below, while the
handful of analysts who worked in the ISD were supposed to perform strategic
analytical functions, most of their time was spent assisting on case-related
matters.

This was a significant failing. A critical component of the work of the
FBI’s Counterterrorism Division is analysis. Although case-related analysis —
also called “tactical” or “operational” analysis — is crucial to bringing criminal
cases to the point of arrest and prosecution and to determining through
intelligence information whether a particular target or group may be planning
an imminent terrorist act, strategic analysis 1s equally important to the FBI’s
counterterrorism mission. Strategic analysis involves drawing conclusions and
predictions about terrorist organizations and likely methods of attack based on
all sources of information. It is critical to the FBI’s ability to be proactive
instead of reactive as well as to set investigative priorities. It is also critical for
identifying intelligence gaps in information about a terrorlst group or target. -

Since September 11, the FBI has acknowledged that it lacked an effective
strategic analysis program for international terrorism prior to September 11. In
congressional testimony, Director Mueller acknowledged the FBI’s analytical
capabilities prior to September 11 were “inadequate.” He stated that the FBI’s
analytical capability “[was] not where it should be.” Since then, the FBI has
focused attention on improving its analytical functions.®

Prior to September 11, the FBI’s strategic analytical capabilities were
extremely limited. The FBI did not regularly prepare analytical products that
predicted trends, explained patterns, or identified national security
vulnerabilities with respect to international terrorism.**

% The OIG is in the process of completing a comprehensive review of FBI’s analyst
program and it is tentatively scheduled to be completed in September 2004.

8% A striking example of the FBI’s failing in this regard is documented in a September
2002 OIG audit report which found that the FBI had not performed a comprehensive
national-level assessment of the threat and risk of terrorist attack, despite having promised
Congress that it would do so following a September 1999 General Accounting Office
(GAO) report. As of September 11, 2001, the FBI had developed a draft of a report that was
(continued)
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This lack of strategic analytical capability undoubtedly affected how the
Phoenix EC was handled. Instead of being able to send the EC to a unit that
had sufficient expertise and resources to assess the theory laid out by Williams,
Jane kept it to herself, hoping to find the time to turn to it amid the crush of
other duties. She was not able to do so before September 11.

Part of the problem was that, in the past, the FBI did not adequately value
or support an analytical program. This problem was aptly described by one
CIA official — one of several CIA managers enlisted by the FBI after
September 11 to help turn around the FBI’s analytical program — as “a lack of a
culture of analysis.” The FBI was composed predominantly of agents who
performed criminal investigative work and who did not appreciate the value of
strategic analysis. This was particularly acute in the FBI’s Counterterrorism
Program. As a result, FBI counterterrorism IOSs, SSAs, and managers had a
tendency to rely on their own experience and professional judgment rather than -
seeking strategic analysis, and the Counterterrorism Program focused on
immediate, short-term operational priorities rather than strategic analysis: -

Strategic analysis was viewed as a support function rather than its own
~discipline. 10Ss and agents employed IRSs primarily to conduct research and
analysis projects in support of on-going investigations or prosecutions. While
this research and analysis often involved complex and time-consuming work,
such as reviewing information collected as a result of a FISA warrant or -
establishing the connections between targets in a case based on a review of
telephone records, it was normally in furtherance of a specific investigation.

Furthermore, several IRS employees we interviewed told the OIG that
IRSs often were used to perform the work that IOSs did not like to do, such as
conducting name searches in ACS or performing research on the Internet. A

(continued)

purportedly the threat assessment. The OIG reviewed a draft of the report in May 2002. We
concluded that it was not a threat assessment because it did not describe the nature of the
terrorist threat, identify critical intelligence requirements, or make recommendations to any
level of FBI management. See “A Review of the Federal Bureau of Investigation’s -
Counterterrorism Program: Threat Assessment, Strategic Planning, and Resource
Management” (May 2002). In January 2003, the FBI issued an intelligence assessment
entitled “The Terrorist Threat to the U.S. Homeland: An FBI Assessment,” which
responded to the recommendations in our September 2002 audit report.
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CIA manager detailed to the FBI told the OIG that IRSs were considered
“second class citizens” at the FBI. This view of analysts reduced the ability of
the FBI to conduct the strategic analysis that was needed on projects such as
the Phoenix EC.

Another example of how the strategic analytical function was subordinate
to the operational function in the FBI’s Counterterrorism Program is evident in
the fact that 5 IRSs were absorbed into an operational unit in late 2000, when:
there were fewer than 20 IRSs devoted to international terrorism at the time.
These IRSs were assigned in late 1998 to the UBLU to conduct research and
complete other tasks in support of the investigation and prosecutions stemming
from the embassy bombings in East Africa. These were important assignments
that needed to be done, but they made it more unlikely that strategic analysis, -
such as the kind warranted by the Phoenix EC, would be accomplished.

In addition, the primacy of the operational units was further demonstrated
by the fact that the judgments and conclusions of IRSs set forth in analytical
products could be overruled or blocked from dissemination by the managers in
the operational units or the ITOS section chief. Witnesses told the OIG:that -
operational personnel were permitted to prevent dissemination of analytical -
products. For example, IRSs told the OIG that a proposal for an analytical -
report that would have discussed signs that al Qaeda was planning a terrorist -
attack was stopped by a New York Field Office supervisor because of concerns
that the information could be subject to discovery in a prosecution.

Witnesses also told the OIG that operational units’ ability to override the
conclusions of the IRSs was demoralizing to the analytical component. -CIA
analysts detailed to the FBI after September 11 to revamp its analytical -
program asserted to the OIG that operational personnel, whose expertise is
case-oriented and therefore tactically based, should be involved in checking the
- facts presented in the analytical product but should not be able to alter or block
the dissemination of analytical results.

While there are legitimate tensions between operational and analytical
personnel, the FBI had no process before September 11 for addressing conflicts
that arose out of this tension.
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3. Resources and training for analysts

The FBI’s strategic analytical function also was under-resourced. This
was demonstrated by the shortage of IRSs and the lack of training offered to
them. We interviewed former IRS managers about the resources of the ISD
prior to September 11. The FBI acknowledged that the nuraber of IRSs
working on counterterrorism matters had dwindled prior to September 11, and
that the few remaining IRSs were not sufficient to address the analytical needs
of'the ISD. :

In 1996, the FBI had hired 36 IRSs in an effort to bolster its international
terrorism analytical program. According to witnesses, within a year
approximately half of the IRSs had left the program. By mid-1999, there ‘were
only approximately 15 international terrorism IRSs, and by mid-2000 there
were only 10 IRSs devoted to counterterrorism analysis.”> Former IRS
managers confirmed to us that only one IRS was assigned to UBL matters in
2001, but she transferred to another unit in July 2001. Thus, in the summer of
2001 when the Phoenix EC was received, no IRS was assigned to work -on Bin
Laden matters. Jane pointed to this void as one reason she did not seek
analysis of the Phoenix EC.

In addition, we found that training for analysts at the FBI was ad hoc and
untimely. While special agents were sent to Quantico to the FBI Training
Academy for a 16-week course, IRSs did not receive equivalent training at
Quantico or elsewhere. IRSs received mostly on-the-job training until they
could attend a CIA or Defense Intelligence Agency course on international
terrorism. For some IRSs, this did not occur until they had been working for a
year or more. In addition, IRSs told us they had to seek training on their own,
and if they changed program areas they also had to find appropriate training in
the new subject matter.*

85 Some IRSs left the FBI, while others transferred to other positions within the FBI.
FBI documents show that 10 IRSs became IOSs in ITOS, 8 moved to other positions within
the FBI, and 13 left the FBI. In addition, as discussed above five of the IRSs who became
IOSs were administratively transferred to the UBLU after working on a task force in support
of the embassy bombings case.

8 While this section of the report primarily focuses on resource and training issues for
IRSs, I0Ss also were not provided with adequate resources and training.
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Counterterrorism IRSs also lacked a clear career path. They usually were
supervised and managed by agents, who were not trained about the IRS
position, mission, or work product. Moreover, CIA managers detailed to the
FBI to improve its strategic analytical capabilities told the OIG that in order for
analysts to be taken seriously, they had to hold positions of authority. As an
example, they stated that in the CIA one of the Deputy Directors was an
analyst.®” According to another CIA manager, the lack of a career path for
IRSs was a clear indication that IRSs were not valued by the FBI.

The result of these deficiencies was a weak and underutilized analytical
function, which in our view contributed to the lack of attention that the Phoenix
EC received when it was sent to FBI Headquarters.

4. Poor information flow and information sharing

The FBI also has acknowledged that the Phoenix EC contained
information that should have been disseminated and reviewed by other parts of
the FBI and the Intelligence Community. While the Phoenix EC did not
contain information that constituted an imminent threat or warning of a
terrorist attack, the FBI should have obtained input from within and outside the
FBI to properly analyze Williams’ theory. However, before September 11 the
Phoenix EC was not disseminated widely within or outside of the FBL

When Jane received the EC, she decided not to disseminate it
immediately. She believed it lacked sufficient factual support to warrant
immediate dissemination, and she said she decided to conduct some initial
research before deciding whether to invest additional resources on the EC.
Because of her other work, she did not begin the research prior to '
September 11.

Her actions were consistent with the FBI’s policies and procedures at the
time. As noted above, IOSs were permitted to exercise discretion in handling
their assignments, including determining what information to share both within
and outside the FBI, without supervisory approval. The FBI provided them no
guidance or requirements on what type of information should be shared, either

87 Within the Counterintelligence Program, the highest position held by an analyst was
Section Chief.
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inside or outside the FBI. This left to the discretion of the individual analyst
decisions about what to do with intelligence information, such as the Phoenix
EC.

We believe exercise of such significant discretion resulted in a failure to
share important information such as the Phoenix EC. Fundamental to the
effectiveness of an intelligence operation is its ability to collect and .
disseminate information within and outside the agency. Such information is
needed by operational personnel to inform their investigations or other
operational goals. Moreover, 1n the analytical process, the more information
that is available about a terrorist organization or a target, the better informed
conclusions and predictions about the likely actions of the person or
organization. Information should be reviewed, among other things, to
determine what would be useful in other FBI investigations, what other
personnel or offices within the agency should be provided with the
information, what would be useful for other government agencies, what would
be useful and appropriate to disseminate to foreign governments, and what can
be declassified for use in public alerts.

But information sharing within and outside the FBI’s Counterterrorism
Program prior to September 11 was piecemeal and ad hoc rather than
systematic. Several of the CIA managers detailed to the FBI told the OIG that
there was no “information flow” within the FBI. The FBI’s process for
disseminating information was to route information primarily to IOSs, who
then used their own judgment and experience to decide what needed to be
disseminated and to whom. As discussed above, IOSs were operating with a
“triage” approach to their workload. They had to identify what information
was the most significant and deal with the crises or problems as they arose. As
a result, information that did not demand immediate attention or did not relate
to a crisis took significant time to be addressed, if it was addressed at all.

The CIA managers we interviewed asserted that an intelligence agency
must set priorities to identify what its information needs and intelligence gaps
are. They said that once priorities and intelligence gaps are identified,
decisions can be made about what information should be collected and who
should receive the information. They explained that these decisions should
then be communicated throughout the agency as “requirements.”
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Several of the CIA managers also noted that the FBI lacked any priorities

- or requirements for the dissemination of information once it was collected. For
example, there was no guidance concerning what types of information were
required to be disseminated or included in reports to other intelligence
agencies. Moreover, there were no requirements that certain types of
information be routed to analysts or that analysts be copied on particular kinds

-of communications. I0Ss simply shared or disserninated the information they
believed needed to be shared based primarily on their prior experience.®

10Ss we interviewed told the OIG that they spent a majority of their time
preparing documentation for requests for FISA warrants. They also were
- responsible for providing advice and assistance to the field offices in
connection with ongoing investigations and with responding to threats of = -
terrorist acts. They also had to obtain resources to support investigations, such
as arranging for translators or preparing documentation for re-allocation of
~money. They needed to respond to requests to check telephone numbers,
names, and other identifying information about targets of investigations in FBI
and CIA databases. While the IOSs acknowledged that collection and
dissemination of intelligence information was one of their responsibilities, they
- stated that as a job function it was not a priority before September 11.

Several IOSs stated that it was impossible for IOSs to be aware of and
_disseminate every piece of information generated by every leac because of the
~demands of the other responsibilities of their jobs. As a result, they said that

they had to focus on the most significant information that was generated from
-important cases or credible threats. Jane, other IOSs, and special agents told us
that the type of intelligence information that received immediate attention was
that generated from explicit threats of an attack or other terrorist act,
information that a terrorist who was in custody was being brought to the United
States, or intelligence intercepts by another agency that led to a name and
phone number in the United States of a target. Other information was handled
if there was time.

88 We also discuss the FBI’s lack of policies and procedures for information sharing in
our December 2003 OIG audit report, “The Federal Bureau of Investigation’s Efforts to
Improve the sharing of Intelligence and Other Information” (December 2003) at 19-20.
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By contrast, according to the CIA personnel, the dissemination of
intelligence information reqinres full-time personnel trained solely for that
purpose In the CIA, dissemination of intelligence information is handled by

“reports officers” who are professional employees trained in analysis and
1nformat10n collection and dissemination.

It also was clear 1 in our review of the Phoenix EC that the FBI’s
procedures for disseminating information internally were cumbersome. At the
FBI, many layers of review were required to distribute an EC to multiple field
offices. Disseminating an EC to all FBI field offices required approval from
several supervisors and managers, including the FBI Director. Several
witnesses stated that the review and approval process normally took several
weeks to complete. The CIA employees detailed to the FBI to improve the
analytical program who we interviewed told the OIG that they found the
process for completing an EC was “difficult” and “hard.” -

We believe that the Phoenix EC should have been shared with the
Intelhgence Community or parts of the Intelligence Community for their input
and analysis. While Williams had advanced only a theory, and there needed to
be more analysis of the recommendations before they were adopted, the EC
should have been presented to others in the FBI and the Intelligence
Community for their information and analyses. The fact that it was not
disseminated reflected the longstanding problem within the FBI of information
sharing being ad hoc and piecemeal. Rather than relying on the judgment of
I0Ss about what information should be disseminated as they juggle their other
job duties, the FBI should have a system in place to guide, identify, and
prioritize the kinds of information that need to be shared.

5. General complziimts about the difficulties of working in ITOS

We also heard consistently from witnesses in ITOS that working there
before September 11 was extremely chaotic and difficult. They complained
that all aspects of their jobs — from putting FISA packages together to
disseminating intelligence to sending out ECs to the field — were hampered by
the lack of resources and poor technology.

IOSs, agents, and managers uniformly told the OIG that I0Ss did not
have sufficient time to handle the workload in ITOS, and that because of the
lack of resources in ITOS and the demands of operational matters in the
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section, they worked extremely long hours on a regular basis, including nights
and weekends. They described being overwhelmed with work, including
intelligence information that needed to be disseminated. For example, they
said that hundreds of leads could be generated by any one case. They stated
that the demands of a particular case or a particular threat sometimes consumed
all of their time and attention for several days or even weeks. As previously
discussed, they were operating with a “triage” approach to their workload in
which they dealt with crises or priority problems as they arose. We found that
as a result, issues that they considered to be non-priority matters, such as the
Phoenix EC, often were placed on the backburner.

FBI and CIA witnesses also uniformly complained that the FBI’s
computer system — ACS — impeded the flow of information. As we have
discussed in several other OIG reports, ACS is a very cumbersome and non-
user-friendly system that discourages its use.* To disseminate information
within the FBI was not simply a matter of forwarding an electronic document
in a point and click e-mail environment. Rather, an IOS would have to prepare
an EC, whiéh required accessing several different screens in ACS to complete
‘and then upload the EC.” In addition, witnesses complained that ACS
especially hampered the flow of information because it was not a system
designed to “push” information out to the user. Instead, the user had to know
that information existed in order to find it. As discussed above, this resulted in
the Phoenix EC not being reviewed by the appropriate individuals, even when
their names were on the attention line.

% See, e.g., OIG reports entitled, “The Federal Bureau of Investigation’s
Implementation of Information Technology Recommendations,” (September 2003); “FBI’s
‘Management of Information Technology Investments” (December 2002); “An Investigation
of the Belated Production of Documents in the Oklahoma City Bombing Case” (March
2002); and “The Handling of FBI Intelligence Information Related to the Justice
Department’s Campaign Finance Investigation” (July 1999).

90 Also, as stated above, ECs that were addressed to all field offices required several
layers of management approval, which also slowed down the process.
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B. - Individual performance

- We now turn to the actions of the individuals who were involved with the
Phoenix EC. While the systemic problems hampered FBI employees in
handling information such as the Phoenix EC, and explained to some extent the
reasons that FBI employees did not adequately respond to it, these systemic
problems do not explain all the deficiencies we found in the handling of the
Phoenix EC. While we do not believe that anyone involved with the Phoenix
EC at FBI Headquarters committed misconduct, we believe that some of them
made errors in judgment with respect to some of their actions on the Phoenix
EC. '

1. Kenneth Williams

First, we believe that Williams should be commended for his initiative
and for his attempts to apply broad analytical thinking to his casework. -He
prepared the Phoenix EC based on his experience, intuition, and expertise, and
he sought assistance through the proper channels at FBI Headquarters in
pursuing his theory. It was FBI Headquarters’ responsibility — not a field
office’s responsibility — to decide what strategic analysis was needed to address
the issues Williams raised and to ensure that appropriate attention was directed
to the analysis of those issues. Williams deserves praise for, in the midst of
handling cases in the field, discerning a pattern that he thought warranted
review and seeking to bring that to the attention of others in the FBI.

2. FBI Headquarters

a. Jane

Jane’s decision not to refer the Phoenix EC to the ISD and instead to
conduct the necessary research herself did not violate any FBI policies and
procedures at the time. Leads could be assigned and handled without
supervisory input, and much was left to IOSs’ discretion and judgment about
how assignments were handled and prioritized. '

However, we question Jane’s decision not to refer the Phoenix EC to the
ISD for analysis. While the FBI’s strategic analytical capabilities were
extremely limited, as we have described above in detail, and no IRS was .
specifically assigned to Bin Laden matters, Jane could have, and should have,
referred the Phoenix EC to the ISD for analysis. By all accounts, Jane was

93



hard working and conscientious. But the press of other work prevented her
from addressing the Phoenix EC sufficiently. While she said that she did not
think that the ISD could do what was necessary to analyze the Phoenix EC
because no IRS was specifically assigned to Bin Laden matters, she could have
raised the problem to her supervisor’s attention in an attempt to have resources
assigned to analyze the Phoenix EC. Instead, she kept the Phoenix EC to
herself, hoping to get to it when time allowed. But she did not have time for it.
We believe that, even if she intended to conduct research on it when time
permitted, she should have provided it to members of the Intelligence

- Community for their input on the theories and recommendations it advanced.

b. Ellen

Ellen recognized that the Phoenix EC pertained more to the UBLU than

~ the RFU, and she appropriately discussed it with Jane and had the matter -

reassigned to her. She also noted in the disposition field of ACS how the lead

was being handled. Ellen closed the lead, but rather than closing the lead, she

“should have reassigned-the lead to Jane. While this was not inconsistent with
how leads were handled in ITOS, given the pressure to close leads in the

“system, it misrepresented the status of the lead since the necessary research had
not yet been completed.

¢. Rob

We believe that Jane’s supervisor — Rob — should have recognized that
the requests in the Phoenix EC were not typical requests for operational
support in the field and should have directed the matter to the ISD. Although
we recognize that the FBI left much to the discretion and judgment of IOSs
about how they handled their work, it was Rob’s responsibility as a supervisor
to ensure that Jane was handling requests appropriately. Jane briefly
mentioned the Phoenix EC to Rob, but said he did not review it, and we do not
believe he sought to ensure that it received adequate attention. We believe that
Rob should have been more actively involved in Jane’s handling of the
Phoenix EC. If he had decided that resources did not exist to address the EC
for several months, we believe that he should have brought the matter to the
attention of his section chief.
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3. Lynn

Jane sent the EC to Lynn, the IRS who works counterterrorism matters in
a field office that had had an investigation of Subject No. 2, with a note that
read, “I thought it would be interesting to you considering some of the stuff
you were coming up with in [your field office]. Let me know if anything
strikes you.” Jane did not call Lynn to discuss the Phoenix EC prior to sending
Lynn the e-mail, and Lynn was not assigned a lead with respect to the Phoenix
EC. Lynn read the Phoenix EC, but did not respond to Jane’s e-mail, and Jane
~ did not otherwise contact her about the Phoenix EC.

As discussed above, Lynn had several years earlier worked on an
investigation in which Subject No. 2 had been central, and Subject No. 2’s
name had resurfaced in June of 2001 when two individuals were detained in
Bahrain who admitted to being al Qaeda operatives and pos.sessed a passport

containing the same last name as Subject No. 2 and a previous address of
Subject No. 2. Lynn told the OIG that after Subject No. 2’s name resurfaced,

at the request of Jane she researched their associates from when they had lived
nearby. Lynn told the OIG that she believed Jane had sent her the Phoenix EC
‘bé_cause, Subject No. 2 was mentioned in the EC. Lynn explained that because
the information in the EC about Subject No. 2 did not impact what she was
working on and because she was not aware of any information that supported
Williams’ theory, she did not respond to the e-mail.

~ Lynn was not required to respond to the e-mail by any formal FBI policy.
Her actions were consistent with others in the FBI, who did not address an
issue unless a lead was assigned to them. But we believe that Jane’s request
for Lynn to let her know if anything struck her warranted some response, even
if the response was that Lynn had nothing to support the theory espoused in the
Phoenix EC. Instead, Lynn did nothing in response to the e-mail. A response
from Lynn may have caused Jane to take some other step, to seek further input
from someone else, or to alert Phoenix of the status. Instead, Lynn did not
communicate with Jane, and the Phoenix EC languished.

4. Jay

Jay, an agent on the Bin Laden squad in the FBI’s New York Field
Office, received and read the Phoenix EC. He told the OIG that he was not
aware of any information that supported the theory in the EC, and he therefore
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did not respond to it, either in writing or by contacting anyone in the Phoenix
office. He also stated that he would have “taken issue” with the conclusions if
he had responded. Jay was not required to respond to the Phoenix EC, and he
did not violate any FBI policies and procedures by not responding.

Yet, although Jay was not required to respond to the lead set for the New
York Field Office in the Phoenix EC, Williams had asked for analysis and
comments on his proposal in the text of the EC. Since Jay told us he felt .
strongly that the theory in the Phoenix EC was not supported by the facts, we
believe he should have contacted Williams or someone in FBI Headquarters to
discuss the EC to provide his view, given the expertise of the New York office
on issues involving Bin Laden. But given the disorganization and convoluted
way that leads were assigned, and the prevailing practice not to respond to
leads that were not specifically assigned to an agent, it is not surprising that Jay
did not respond.

5. FBI manag’ement

Finally, we believe it important to state that the failings in this case go
well beyond any failings of those individuals who came in contact with the
Phoenix EC. In our view, the failings were caused in much larger part by the
FBI’s inadequate and inefficient system for analyzing intelligence information,
and the lack of attention paid by many levels of FBI managers to strategic
analysis. This was the responsibility of many FBI managers and employees,
from the top down, over many years. We believe that the FBI’s lack of focus
on strategic analysis and its failure to provide sufficient resources and priority
to analysis were problems attributable to the FBI and many FBI senior
managers. While some of the individuals who handled the Phoenix EC did not
do all they should have to address it in a timely way, the larger and more
important failure was the way the FBI handled intelligence analysis for many
years before the September 11 attacks.

C. Other pieces of intelligence concerning airplanes as weapons
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L ] . The FBI

conducted searches in its computer systems for references to “flight schools,”
“airplanes,” “hijackings” and other related terms in an attempt to collect
information that the Joint Inquiry Committee Staff had indicated it was

‘interested in reviewing but had not specifically requested. The FBI collected
the documents retrieved in its electronic searches and provided them to the
Joint Inquiry Commiittee Staff and also to the OIG.

We reviewed the information provided by the FBI that referenced a
connection between airplanes or flight schools and persons of interest to the
FBI. The information was from as early as 1983, although most of it was from
1998 and 1999. Below we briefly describe four of the pieces of information
that are representative of the kinds of information contained in FBI files about

airplanes and flight schools at the time the Phoenix EC was received at FBI
Headquarters:

o The FBI received an intelligence report in mid-1999 stating that the

~ leadership of a terrorist organization other than Al Qaeda had met and
‘planned to use students in the United States to gather intelligence on
“infrastructure facilities and public places frequented by Jews. It was

also erorted that students aso would be selected to participate 1n

leadership of the terrorist orgamzatlon viewed this ‘equlrement as
being “particularly important” and were believed to have approved an
open-ended amount of funding to ensure its success.”!

o In August 1998, an intelligence agency advised the FBI’s New York
Division of an alleged plan by unidentified Arabs to fly an explosive

°! The FBI later said that in 2002, in connection with the JICI Review, it researched this
issue and concluded that the information reported was likely a fabrication.
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laden aircraft from Libya into the World Trade Center. The New York
Division sent out leads in an attempt to obtain more information about
the source of the reporting.

e« OnMay 18, 1998, a Special Agent on the FBI’s Oklahcma City

Division’s counterterrorism squad prepared an EC documenting his
- contact with an agent from that Division’s surveillance squad, who also

was the Division’s chief pilot. In the EC, the agent noted that the
Division pilot had observed “large numbers of Middle Eastern males
receiving flight training at Oklahoma airports in recent months.” The
agent also reported that the pilot speculated that light planes would be
an ideal means of spreading chemical or biological agents.

o In January 1995, Philippine authorities responded to a small fire and
several e>.p1031ons in an apartment in Manila. Inside the apartment,
authorities discovered bomb-making equipment and terrorist literature.
The resulting investigation revealed a plot to place explosive devices in
12 American passenger aircraft. As a result of the FBI’s investigation
into this matter, Abdul Murad, Wali Shah, and Ramzi Yousef were
subsequently indicted and convicted in the United States for their

. involvement in the conspiracy. Yousef later was convicted on

- November 13, 1997, for his involvement in the bombing of the World
- Trade Center on February 23, 1993.

During investigative interviews, Murad described general
conversations with Yousef in which they discussed the potential use of
aircraft to commit terrorist acts. According to Murad, he discussed
with Yousef the ease with which a pilot could conduct a suicide attack
by crashing an explosive-laden aircraft into a building. Murad

- mentioned CIA Headquarters as a potential target. Murad contended in
mnvestigative interviews that there was no specific planning in relation
to any of these acts. Murad also described other general conversations
with Yousef concerning potential non-aircraft related terrorist acts,
such as bombing a nuclear facility, utilizing poison gas, and bombing
the World Trade Center a second time.

As discussed above, the FBI conducted little strategic analysis before
September 11, and it never attempted to connect any of these disparate pieces
of information. For this reason, these pieces of information and all of the other
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information in the FBI’s possession that might have been used to analyze the
use of airplanes and civil viation for terrorist purposes was never considered
systematically or analytically.

D. Conclusion

In sum, our examination of the FBI’s handling of the Phoenix EC found
that the individuals who handled it did not violate FBI policies and practices at
the time, but they did not do all they could have, and should have, to respond to
it or the recommendations in it. They should have sought input from others in
the FBI, assured that the EC received the necessary analysis, and also sought
input from the Intelligence Community about the theories and suggestions
contained in it. ' '

But we believe that their actions were not surprising, given that the
policies and practices under which they operated were extremely flawed. We
found that IOSs were not properly managed and that supervisors should have
been more actively involved in the work assigned to I0Ss. In addition, as an
institution, the FBI was focused on its operational priorities at the expense of
conducting strategic analysis. Furthermore, the FBI lacked a systematic
approach to information sharing and lacked adequate tools to facilitate such

‘information sharing both within and outside the FBI. As a result of these
systemic failures, the FBI did not give the Phoenix EC the consideration that it
deserved.

- We cannot know. for certain what the FBI would have concluded prior to
September 11 if the FBI had applied strategic analysis to the theory posed by
the Phoenix EC or what information may have been uncovered in support of

‘the theory if the Phoenix EC had been shared with the Intelligence Community
or within the FBI. We also cannot know what role, if any, the pieces of other
information described above would have played in the analysis of this question.
What we do know is that the FBI was not adequately analyzing information for
the purpose of drawing conclusions and making predictions. This was a
significant intelligence failure, which hindered the chances of the FBI being
able to detect and prevent the September 11 attacks.
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CHAPTER FIVE
TWO SEPTEMBER 11 HIJACKERS: KHALID
AL-MIHDHAR AND NAWAF AL-HAZMI

I. Introduction

In this chapter, we examine the FBI’s handling of intelligence
information concerning two of the September 11 hijackers, Khalid al-Mihdhar
and Nawaf al-Hazmi. Mihdhar, Hazmi, and three other terrorists hijacked and
crashed American Airlines Flight 77 into the Pentagon.

The FBI has asserted that it learned in late August 2001 that Mihdhar and
Hazmi were al Qaeda operatives and that they had traveled to the United States
in January 2000. In August 2001, the FBI also discovered that Mihdhar had
entered the United States on July 4, 2001, purportedly for a month-long stay.

In late August, the FBI initiated an investigation to determine whether Mihdhar
was still in the country and to find him. The FBI was still searching for him at
the time of the September 11 attacks.

(
We examined the information that the Intelligence Community and the

FBI had about Mihdhar and Hazmi prior to September 11. We found no
evidence indicating the FBI or any other member of the Intelligence
Community had specific intelligence regarding the September 11 plot.
However, beginning in late 1999 and continuing through September 11, 2001,
we found five junctures at which the FBI either learned of intelligence
information about Mihdhar and Hazmi, could have learned of additional
intelligence information about them, or could have developed additional _
information about their location and terrorist connections. These five junctures
were:

The CIA also dlscovered in March 2000
that Hazmi had traveled to Los Angeles in January 2000.
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e In late January 2000, Mihdhar and Hazmi both traveled to Los
Angeles and then moved to San Diego, where they associated with a
former subject of an FBI investigation and also lived with a long-
time FBI asset.”'

I.In late December 2000 and early January 2001, a reliable joint
FBI/CIA source provided information related to the FBI’s ongoing

investigation of the attack on the U.S.S. Cole.'” nm.‘

e In the summer of 2001, the CIA and the FBI had various
interactions regarding the FBI’s investigation of the Cole attack.
These interactions touched on the participants in the January 2000
Malaysia meetings and information developed by the CIA about the
Malaysia meetings.

e In August 2001, the FBI learned that Mihdhar had entered the
United States on July 4 and began searching for him in early
i

September 2001. |
The FBI did not locate him before the September 11

attacks.

Yet, despite these ongoing discussions and opportunities for the FBI to
learn about and focus on Mihdhar and Hazmi, including their presence in the
United States, the FBI was not made aware of and did not connect important
details about them until late August 2001, a short time before they participated
in the terrorist attacks. Even in August, the FBI’s search for Mihdhar and
Hazmi was not given any urgency or priority, and was not closb to locating
them by the time of the attacks.

! Hazmi had also traveled to and attended the January 2000 meetings in Kuala

Lumpur, Malaysia.

152 A5 noted previously, on October 12, 2000, two terrorist operatives in an explosive-
laden boat committed a suicide attack on the U.S.S. Cole naval destroyer during a brief
refueling stop at the port in Aden, Yemen. Seventeen sailors were killed and 39 were
wounded in the attack.
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In this chapter, we describe each of these five opportunities in detail. We
set forth the available intelligence information regarding Hazmi and Mihdhar
that existed at the time, whether the information was made available to the FBI,
and what additional information about Hazmi and Mihdhar the FBI could have
developed. In the analysis section of this chapter, we evaluate the problems
that impeded the FBI’s handling of the intelligence information about Hazmi
and Mihdhar before September 11.

II. Background

A. OIG investigation

To investigate the issues involving Hazmi and Mihdhar, the OIG asked
for and reviewed all documents the FBI had regarding them before
September 11. The FBI search for these documents included searches of its
Automated Case Support system (ACS), Integrated Intelligence Information
Application (IIIA) system,"** and CTLink."* In addition, searches were
conducted on archived FBI e-mail messages and the FBI Director’s briefing
documents. These searches were initially conducted in response to a request
by the Congressional Joint Intelligence Committee’s Inquiry Staff, which was
conducting its own inquiry into this subject. The OIG also obtained direct
access to ACS so that we could conduct our own searches for relevant
documents. In addition, we reviewed hard copy case and informant files to
search for documents relevant to Mihdhar and Hazmi. '

~ In addition to reviewing these documents, we conducted more than 70
interviews related to the Mihdhar and Hazmi matter. These included
interviews of FBI I0Ss, special agents, attorneys, and supervisors who had
access to some of the relevant information or participated in meetings or

153 I11A is a database designed to capture comprehensive amounts of information from
counterintelligence, international, and domestic terrorism investigations. The system
includes information ranging from biographical data on persons to profiles of terrorist
groups. The FBI describes the system as “conducive to putting together information
regardless of office of origin or case.”

!5 CTLink is a shared database used for the dissemination of intelligence information

among agencies within the Intelligence Community.
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operations related to these hijackers. We also interviewed FBI employees
detailed to the CIA and FBI agents who participated in debriefings of
intelligence sources who had relevant information.

Because much of the information discussed in this chapter of the report
involves the FBI’s interactions with the CIA, we also obtained information
directly from the CIA. The DOJ OIG does not have oversight authority over
CIA operations or personnel, and we therefore did not make assessments of the
performance of CIA personnel. That issue is the responsibility of the CIA
OIG, which is conducting its own inquiry in response to the JICI report. We
had to rely on the cooperation of the CIA in providing access to CIA witnesses
and documents that were relevant to the OIG’s oversight of the FBI.

. We interviewed CIA staff operations officers, analysts, and supervisofs,
as well as CIA employees detailed to the FBI, including a CIA employee
detailed to the FBI’s New York Field Office’s Joint Terrorism Task Force. (S)

Initially, the CIA made available to the OIG for review various
documents that the CIA’s “Director of Central Intelligence (DCI) Review
‘Group”'* had identified as being related to our inquiry. The Review Group
had gathered these and other documents during its review of the September 11
attacks and during additional searches conducted at the request of the JICI
staff. We did not have independent access to CIA databases, and therefore we
could not independently verify that all relevant documents had been provided
to us. However, we had several lengthy sessions with members of the Review.
Group at which they identified the documents they used to support their
conclusions regarding Hazmi and Mihdhar. The CIA permitted us to review
but not have a copy of these documents.

In addition, a member of the CIA General Counsel’s staff conducted
additional searches for documents relevant to particular disputed issues. As a
result of that review, copies of additional relevant documents were also made
available for our review.

153 The CIA formed the DCI Review Group in late 2001 to assist the CIA in -
determining why it had not detected the September 11 plot. The group included former CIA
case officers and CIA OIG personnel.
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In response to the JICI report issued in December 2002, the CIA OIG
initiated a review in February 2003 of the CIA actions related to the
September 11 attacks. In July 2003 the CIA OIG review team informed us it
had several more documents that were relevant to our review. These
documents were made available to us to review, and redacted copies of the
documents were provided to us in November 2003. The CIA OIG review team
also provided additional relevant documents and information to us that it found
during the course of its review.

In February 2004, however, while we were reviewing a list of CIA
documents that had been accessed by FBI employees assigned to the CIA, we
noticed the title of a document that appeared to be relevant to this review and
had not been previously disclosed to us. The CIA OIG had not previously
obtained this document in connection with its review. We obtained this
document, known as a Central Intelligence Report (CIR). This CIR was a draft
document addressed to the FBI containing information about Mihdhar’s travel
and possession of a U.S. visa. As a result of the discovery of this new
document, a critical document that we later determined had not been sent to the
FBI before the September 11 attacks (see Section III, A, 4 below), we had to
re-interview several FBI and CIA employees and obtain additional documents
from the CIA. The belated discovery of this CIA document delayed the
completion of our review.

B. Background on the CIA

~In this section of the chapter, we describe background information
relevant to the interactions between the CIA and the FBI and the ways in which
they exchanged intelligence. We begin with a discussion of the CIA’s
authority and mission, organization, forms of communications, and ways in
which the CIA passed intelligence to the FBI. We also discuss the role of the
FBI’s employees who were “detailed” to work at the CIA.

1. CIA authority and mission

As discussed in Chapter Two, the National Security Act of 1947 created
the CIA and established it as the nation’s lead foreign intelligence agency of
the United States. The CIA engages primarily in the clandestine collection of
“foreign intelligence” information — information relating to the capabilities,
intentions, and activities of foreign governments or organizations, including
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information about their international terrorist activities. The CIA is charged
with evaluating and disseminating the intelligence information it collects.

The CIA reports directly to the President through the Director of Central
Intelligence (DCI), who is the head of both the CIA and the Intelligence
Community. The DCI is the primary advisor to the President and the National
‘Security Council on national foreign intelligence matters. George Tenet was
named to that position in 1997.

2. Organization of the CIA

The work of the CIA is conducted primarily through three “directorates”:
the Directorate of Operations, the Directorate of Intelligence, and the
Directorate of Science and Technology. Each is led by a Deputy Director.
Below we briefly describe the relevant structure and positions within each
directorate.

a. Directorate of Operations

The Directorate of Operations is responsible for the clandestine

“collection of foreign intelligence. This takes place in field offices known as
“stations.”’*® Smaller cities may have “bases,” which are sub-offices of the
stations. “Operations officers,” also known as “case officers,” are responsible
for collecting intelligence through contacts with human sources and through
the use of technology. Collection management officers, also known as “reports
officers,” are responsible for taking raw intelligence reported by the operations
officers and removing from it the information that reveals the source, method
of collection, or other sensitive information. The reports officers publish
intelligence information in a form that can be made available to the Intelligence
Community.

The head of a station or base is usually an operations officer and is _
known as a Chief of Station (COS) or Chief of Base (COB). Stations and bases

_ 1 The CIA also has field offices within the United States that are part of the National
Resources Division within the Directorate of Operations. They are responsible for the overt
collection of foreign intelligence volunteered by individuals and organizations in the
country.
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are usually grouped by geographic division and report to the chief of the
geographic division at CIA Headquarters. Within the geographic division at -
CIA Headquarters are “staff operations officers,” or “desk officers,” who
provide operational research, advice, and other forms of case management
support to the officers in the field.

~ The CIA’s Counterterrorist Center (CTC), which is based in the
Directorate of Operations but which draws on all CIA resources, is charged
with preempting and disrupting international terrorism. The CTC is staffed by
managers, analysts, operations officers, desk officers, and reports officers. The
CTC collects and analyzes strategic intelligence on terrorist groups and state
sponsors of terrorism to ascertain the capabilities, sources of support, and
likely targets of terrorist elements, and to furnish detailed information on
terrorist-related intelligence to the Intelligence Community.

At the time of the events relevant to our review, the CTC operated a unit
— that we call the “Bin Laden Unit” — that dealt exclusively with issues related
to al Qaeda and Usama Bin Laden. The Bin Laden Unit was later merged into
a larger group in the CTC. Although staffing levels fluctuated, approximately
40-50 people worked within the Bin Laden Unit before September 11, 2001.
The Bin Laden Unit was known as a “virtual station” because it operated from
within CIA Headquarters but collected and operated against a subject, much as
stations in the field focus on a country.

b. Directorate of Imtelligencze

The Directorate of Intelligence, the analytical branch of the CIA, is
responsible for the production and dissemination of timely, accurate, and
objective intelligence analysis on foreign policy issues. It focuses analysis on
key foreign countries, regional conflicts, and issues such as terrorism and
narcotics trafficking.

The Directorate of Intelligence is primarily composed of analysts who
concentrate on particular areas of expertise. For example, intelligence analysts
are assigned a particular geographic region to monitor the leadership,
motivations, plans, and intentions of foreign governments in relation to U.S.
national security interests. Additionally, counterterrorism analysts stationed in
the CTC produce a range of long-term intelligence products about terrorist
organizations and provide tactical analytic support to intelligence operations.
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c. Directorate of Science and Technology

The Directorate of Science and Technology is responsible for creating
and applying technology in support of the intelligence collection mission. It
employs a broad range of professionals, including computer programmers,
engineers, scientists, and linguists.

3. The CIA’s collection and internal dissemination of
information

Official internal communications between entities within the CIA are
‘normally conducted by an electronic communication known as a “cable.”
Cables are addressed to the stations, offices, or units within an office from
~ which some action is expected. Information acceptable for sharing with a
foreign government service is put into a section of a cable called a “tear line.”

4. Passing of intelligence information by the CIA to the FBI

The CIA shares intelligence with the rest of the Intelligence Community
through a communication known as a “TD” (“Telegraphic Dissemination”).
TDs can be sent to other Intelligence Community agencies, including the FBI,
and are available to the Intelligence Community through the Intelink system.

Another type of intelligence report used by the CIA when conducting
business with other agencies is a CIR, or “Central Intelligence Report.” CIRs
are used for disseminating information to a specific agency or group of
agencies. CIRs to the FBI normally concern something occurring in the United
States, involving a U.S. person or an ongoing FBI investigation. '

In addition to formal methods of communicating by the CIA to the FBI,
much information can be shared with the FBI informally. CIA and FBI
employees who have similar positions and expertise develop relationships and
communicate informally while working together on related matters, either by
secure telephones or in person. In addition, meetings are sometimes held to
discuss a matter or a piece of intelligence that is of value to both agencies.
According to the CIA employees we interviewed, when the CIA passed
intelligence information or other kinds of information verbally or by another
informal mechanism to the FBI, the information exchange normally would be
documented through a TD or a CIR. However, they said that not every
telephone call or conversation was documented.
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C. FBI detailees to the CIA Counterterrorist Center

In 1996, the FBI began detailing employees to work in the CIA’s CTC.
During the time period relevant to this chapter of the report, five FBI
employees were detailed to the CTC’s Usama Bin Laden Unit in four separate
positions. Two of the positions were filled by personnel from the FBI’s
Washington Field Office, and one position each was filled from the FBI’s New
York Field Office and FBI Headquarters."’ »

1. FBI Headquarters detailees

~ One of the FBI detailees assigned to Bin Laden Unit, who we call “Eric,”
held a supervisory position as a deputy chief of the Bin Laden Unit.'*® Eric, an
FBI Headquarters supervisor in the Radical Fundamentalist Unit, was detailed
to the CTC as a branch chief for a particular terrorist group in September 1997.
In March 1999, FBI Headquarters transferred him from that part of the CTC to
the deputy chief position in the Bin Laden Unit. According to Eric, he was told
by FBI Assistant Director Neil Gallagher that there were a lot of problems
between the FBI’s New York Field Office and the Bin Laden Unit and that he
‘needed to mend the relationship.' Eric stated that although he acted as a
liaison between the CIA and the FBI, his primary job was to perform
substantive work related to the Bin Laden Unit’s mission.

Eric left the Bin Laden Unit in January 2000 and was replaced in July
2000 by an FBI employee who we call “Craig.”'® By this time, the Bin Laden
Unit had been placed into a newly formed group, which was a much larger

157 Other FBI employees were also detailed to the CIA during this time. However, the
FBI detailees to the CTC’s Bin Laden Unit were the only ones relevant to the issues in this
review.

158 A CIA employee was the other deputy chief in the Bin Laden Unit. Both the FBI
detailee and the CIA employee reported to the chief of the Bin Laden Unit, a CIA employee.

' Eric told the OIG that when he arrived at Bin Laden Unit, he “walked into a buzz

saw” and there was a great deal of animus from CIA employees toward the FBI detailees.
Eric said this experience was vastly different from his tenure in another CTC section, where
he was readily accepted and integrated into the CIA’s operations.

10 No one filled the deputy chief position between January 2000 and July 2000.
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organization than the Bin Laden Unit. Craig was designated as a deputy chief
in the new, larger group. He described his primary job as being a “referent” for
law enforcement issues. He explained this role as involving coordination
between the FBI and CIA when they wanted to conduct joint interviews or
when the CIA requested assistance with a law enforcement matter.

Eric and Craig had access via computers-on their desks to the CIA’s
internal cables. Eric said that while he was at the CIA, he atternpted to read all
incoming Bin Laden Unit cables. However, he said that the amount of cable
traffic was overwhelming and was too much for one individual to read
consistently. In contrast, Craig told the OIG that he did not believe his job was
to read all the cable traffic and that he did not even attempt to do so. :

N 2. Washington Field Office detailees

Another FBI employee detailed to the Bin Laden Unit, an Intelligence
Operations Specialist (I0S) who we call “Mary,” was assigned to CIA -
Headquarters from the FBI’s Washington Field Office in April 1998. Although
she was assigned to work on issues of mutual interest to the FBI and the CIA,
such as the East African embassy bombings,'®" she also was assigned to work
on unilateral CTC matters. She said that as a desk officer, she read and
responded to cable traffic that was pertinent to the matters she was assigned.
She nominally reported to a supervisor in the FBI’s Washington Field Office,
but her work was assigned by her CTC supervisors at the Bin Laden Unit.'®

The Washington Field Office also detailed to the CTC a special agent,
who we call “Dwight.” His performance evaluations were done by the
Washington Field Office, but his assignments came from CTC managers. He
focused on the financial aspects of terrorism and obtained information through
the CTC to help identify and investigate persons who were responsible for

11 On August 7, 1998, nearly simultaneous vehicle bombs were detonated at the U.S.
embassies in Nairobi, Kenya, and Dar es Salaam, Tanzania, killing over 200 people and
injuring over 4,000. '

"2 Her position was later transferred from the Washington Field Office to FBI
Headquarters’ Usama Bin Laden Unit.
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funding terrorism. He had access to CIA cables and reviewed them for
potential leads or other iriformation related to terrorist financing.

3. New York Field Office detailee

An FBI New York Field Office agent from its Bin Laden squad, who we -
call “Malcolm,” was also detailed to the CIA’s Bin Laden Unit in early 1999 at
the request of John O’Neill, the New York Field Office Special Agent in
Charge for Counterterrorism at the time. Malcolm replaced another New York
Field Office Bin Laden squad agent who had left the CIA’s Bin Laden Unit in
August 1998. Malcolm told the OIG that he was not given instructions as to
his specific duties at the CIA. He said he understood his job there was to be
the “eyes and ears” of the New York Field Office and “to monitor” New York
Field Office cases. He said his role was to “facilitate inquiries of mutual
interest” and to act as a liaison for FBI offices around the country by following
up on tracing requests and reporting on their status. He stated that he also
spent a significant amount of time coordinating with the CTC in preparation for
and during the trials that arose out of the FBI’s investigations into the East
African Embassy bombings. He told the OIG that he did not review all cables;
he reviewed only the cables that he thought were interesting, generally based
solely on his review of the cable subject line. He said he reported to an SSA in
the New York Field Office, not to anyone at the CIA.

III. Factual chronology regarding Hazmi and Mihdhar

In this section of the report, we discuss in detail the five junctures before
September 11, 2001, during which the FBI had an opportunity to obtain or
develop information about Mihdhar and Hazmi but did not. We describe in
chronological order the sequénce of events regarding these five opportunities,
including the information that the FBI obtained or could have obtained about
Hazmi and Mihdhar.

Many of the witnesses told the OIG they did not have specific
recollection of the events and conversations related to the Hazmi and Mihdhar
matter. In addition, we found few notes and documents relating to these events
and conversations. The following is our best reconstruction of the events based
on the participants’ recollections and the existing documentary evidence.
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We show a timeline of the Hazmi and Mihdhar events described in this
chapter on the next two pages of the report.

A. Identification in January 2000 of Hazmi and Mihdhar as al
Qaeda operatives

- This section describes the initial development and dissemination of v
~ intelligence information concerning Hazmi and Mihdhar. [|§§HEGEGGNGGNG

I O N U IO T intelligence led to a

surveillance operation in Malaysia in which it was discovered that Mihdhar had
a valid multiple-entry U.S. visa and photographs of Mihdhar meeting with
- other al Qaeda operatives were taken.

There were several ways the FBI could have acquired this information
from the CIA — through a CIR from the CIA to the FBI, informally through
conversations between a CIA employee and FBI Headquarters employees, and
through the FBI employees detailed to the CIA reviewing the CIA cable traffic.
We reviewed whether this information was in fact passed to the FBI by the "
CIA, and based on the evidence, concluded that while the CIA passed some of
the information about Mihdhar to the FBI, it did not contemporaneously pass
the information about Mihdhar’s U.S. visa to the FBI. We concluded it was
not disclosed by the CIA until late August 2001, shortly before the September
11 terrorist attacks. We also reviewed whether FBI detailees to the CIA
contemporaneously acquired this information and what action, if any, they took
with respect to this information.
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In addition, the CIA learned in March 2000 that Haznu had boarded a
United Airlines flight in Bangkok, Thailand, bound for Los Angeles,
California, on January 15, 2000.' We also reviewed whether the FBI was
informed of this information, and concluded that it did not learn about this
information until August 2001.

1. Background

In late 1999, the Intelligence Community developed significant
intelligence information regarding Hazmi and Mihdhar. At this time, the
Intelligence Community was on high alert because of concerns involving
possible terrorist activity planned in conjunction with the coming of the new
Millennium. In addition to concerns about attacks at New Year’s Eve
celebrations, the Intelligence Community was concerned that a terrorist attack
was planned for January 3, 2000, which in the Islamic calendar is considered a
“night of destiny.”'** There were additional concerns about potential terrorist -
attacks coinciding with the end of Ramadan, around January 6, 2000.'®

Several of these planned attacks were uncovered in December 1999. For
example, on December 1, 1999, in Jordan, a plot to disrupt New Year activities
with explosives designed to kill thousands of revelers, including U.S. citizens,
was uncovered and thwarted with the arrest of 16 people. On December 14,
1999, Ahmad Ressam was stopped at the United States/Canadian border in
Washington state as he attempted to enter the United States in a vehicle loaded
with explosives. It was determined later that he had intended to detonate the
explosives at the Los Angeles airport.

To be prepared for possible terrorist activity at the end of 1999, the FBI
activated its Strategic Information Operations Center (SIOC). The SIOC is

193 Mihdhar was also on the same flight, but that fact apparently was not known within
the Intelligence Community until much later, in August 2001. ~

'** During the course of the Cole bombing investigation, it was learned that an attack

also had been planned against the U.S.S. The Sullivans in Aden, Yemen, on the same date.
That attack failed because the attack boat sank before reaching its target.

16> Ramadan is the ninth month of the Islamic calendar. Ramadan begins when

authorities in Saudi Arabia sight the new moon of the ninth month.
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located in a secure area within FBI Headquarters and contains several meeting
rooms, conferencing equipment, communications equipment, computers, and
other operational equipment. It allows the FBI to manage major investigations
or other significant operations 24 hours a day, 7 days a week.

During the Millennium period, the FBI operated its International
Terrorism Operations Section from within the SIOC. In addition, the FBI
detailed field supervisors with counterterrorism experience and other
counterterrorism personnel to the SIOC for around-the-clock monitoring and
response to possible terrorist activities.

At the CIA, additional personnel were called in to work at the CTC and
planned leave was canceled. In addition, personnel from the CIA and other
Intelligence Community agencies were detailed to work in the FBI’s SIOC.

During this period, personnel in the FBI’s SIOC prepared two daily
briefings for the FBI Director and his executive staff, one at 7:30 a.m. and the
other at 4:30 p.m. The daily briefings contained summaries of significant
terrorism investigations and the latest intelligence related to counterterrorism.
Accompanying the briefings were daily threat updates prepared each afternoon
for the Director and his executive staff. The briefings and the threat updates
were prepared by various people throughout the course of the day and night in
the SIOC.

2. NSA provides intelligence regarding planned travel by al
Qaeda operatives to Malaysia

| ,

: The
communications indicated that several members of an “operational cadre” were
planning to travel to Kuala Lumpur, Malaysia, in early January 2000. Analysis
of the communications revealed that persons named Nawaf, Khalid and Salem
were involved. In early 2000, the NSA analyzed what appeared to be related
communications concerning a “Khalid.””'®

'%6 The NSA had additional information in its database further identi fying “Nawaf” as
Nawaf al-Hazmi, a friend of Khalid. However, the NSA informed the OIG that it was not
(continued)
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The NSA’s reporting about these communications was sent, among other
places, to FBI Headquarters, the FBI’s Washington and New York Field
Offices, and the CIA’s CTC. At the FBI, this information appeared in the daily
threat update to the Director on January 4, 2000.

3.  Mihdhar’s travel and discovery of his U.S. visa

A CIA desk officer working in the Bin Laden Unit who we call
“Michelle” determined that there were links between these people and Al
Qaeda as well as the 1998 East African embassy bombings. In addition, the
CIA identified “Khalid” as Khalid al-Mihdhar.

Mihdhar arrived _I-mm-, on January 5, 2000.

Mihdhar was traveling on a Saudi passport. This passport contained a valid
U.S. visa. Mihdhar’s passport was photocopied and sent to CIA Headquarters.

~ Several CIA cables contemporaneously discussed Mihdhar’s travel and
the discovery of his U.S. visa in his Saudi passport. CIA records show that a
CIA employee, who we call “James™®” and who was detailed to FBI
Headquarters during the Millennium period, accessed one of these cables
approximately two hours after it was disseminated in the morning, and he
accessed another of the cables about eight hours after it was disseminated on
the next morning. James discussed some information about Mihdhar with two
FBI Headquarters employees on the evening of January 5, which we detail in
Section 7 below.

4. CIRis drafted to pass Mihdhar’s visa information to the FBI

Dwight, the special agent detailed to the CIA’s Bin Laden Unit from the
FBI’s Washington Field Office, also read the cables discussing Mihdhar’s U.S.
visa within hours of each cable being disseminated. CIA records also show

(continued)

asked to conduct research on these individuals at that time, and it did not uncover that
information on Hazmi. It was thought at the time that Salem might be Hazmi’s younger
brother, and this was later confirmed.

'” The CIA has asked the OIG not to identify the true names of CIA employees for

operational reasons.
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that Dwight’s immediate supervisor in the Bin Laden Unit opened one of the
cables soon after Dwight.

Dwight opened one of the cables, which reported that Mihdhar’s visa
application had been verified and that he had listed New York as his intended
destination.

Around 9:30 a.m. on the same morning, Dwight began drafting in the
CIA’s computer system a CIR addressed to the UBL Unit Chief at FBI
Headquarters and an SSA in the UBL Unit at FBI Headquarters who we call
“Bob.” Dwight’s CIR also was addressed to the FBI’s New York Field Office.
The CIR first described the NSA information that had been received about
Mihdhar, including the planned travel to Kuala Lumpur, Malaysia in early
January. The CIR also discussed the potential links between the suspected
terrorist facility in the Middle East and the 1998 East Africa embassy

~ bombings. The CIR stated that photographs of Mihdhar had been obtained and
would be sent to the FBI under separate cover. The CIR detailed Mihdhar’s

passport and visa information, including that Mihdhar had listed on his visa
application his intended destination as New York and that he planned to stay
three months. Dwight also wrote that the CTC was requesting “feedback” on
“any intelligence uncovered in FBI’s investigation” resulting from the
information in the CIR.

Michelle, the Bin Laden Unit desk officer who originally had taken
notice of the information about Mihdhar and his connections to Al Qaeda,
accessed Dwight’s draft CIR less than an hour after Dwight drafted it at
approximately 9:30 a.m. Around 4:00 p.m. on the same day, Michelle added a
note to the CIR in the CIA’s computer system: “pls hold off on CIR for now
per [the CIA Deputy Chief of Bin Laden Unit].”

CIA records show that the same morning, the CIA Deputy Chief of Bin
Laden Unit, who we will call “John,” also had read the cable indicating that
Mihdhar’s visa was valid and that New York had been listed as his intended
destination. Around 6:30 p.m. on the same day, John again accessed this cable
and then another cable, the same two CIA cables about Hazmi and Mihdhar in
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the CIA’s computer system that Dwight had used in drafting the CIR. CIA
records do not indicate that John accessed Dwight’s draft CIR.'®

CIA records show that the CIA employee detailed to FBI Headquarters
who we call James and who discussed the Mihdhar information with two FBI
Headquarters employees, also accessed the draft CIR on the day it was drafted.
In addition, two other FBI detailees accessed the draft CIR: Eric, the other
Deputy Chief of the Bin Laden Unit, accessed it two hours after Dwight began
writing it, and Malcolm, the New York Field Office’s detailee to the Bin Laden
Unit, accessed it two days later.

- CIA records show that as of eight days later the CIR had not been
disseminated to the FBI. In an e-mail to John in mid-January, Dwight had
attached the draft CIR and wrote, “Is this a no go or should I remake it in some
way.” The CIA was unable to locate any response to this e-mail.

- 'By mid-February, the CIR had not been sent to the FBI and was still in
draft form in the CIA’s computer system. CIA records show that Dwight e-
mailed a CIA contractor who handled computer matters and asked him to
delete several draft cables in the computer system unrelated to this matter, but
to save the draft CIR concerning Mihdhar. The contractor accessed the draft
cable in the system the next day.

- When we interviewed all of the individuals involved with the CIR, they
asserted that they recalled nothing about it. Dwight told the OIG that he did
not recall being aware of the information about Mihdhar, did not recall drafting
the CIR, did not recall whether he drafted the CIR on his own initiative or at
the direction of his supervisor, and did not recall any discussions about the
reasons for delaying completion and dissemination of the CIR. Malcolm said
he did not recall reviewing any of the cable traffic or any information regarding
Hazmi and Mihdhar. Eric told the OIG that he did not recall the CIR.

The CIA employees also stated that they did not recall the CIR.
Although James, the CIA employee detailed to FBI Headquarters, declined to

'8 According to John, once CIRs were drafted the CIA’s standard operating procedure
was for the drafter to “coordinate” the CIR in the computer system, which notified the
persons designated by the drafter that there was a CIR that required their attention. He said
that it was not standard operating procedure to access CIRs in draft form.
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be interviewed by us, he told the CIA OIG that he did not recall the CIR. John
(the Deputy Chief of the Bin Laden Unit) and Michelle, the desk officer who
was following this issue, also stated that they did not recall the CIR, any
discussions about putting it on hold, or why it was not sent.

5. Mihdhar in Dubai

On the same day that Dwight was drafting the CIR, the CIA reported in
an internal cable additional information about Mihdhar. The cable stated that it
appeared that, despite his multiple entry visa, Mihdhar had not yet traveled to
the United States. The cable then stated that it was up to the CTC as to
whether anyone should inquire with the INS to verify whether Mihdhar had
traveled to the United States.'®

The cable also reported additional information aboﬁt Mihdhar while he
was in Dubai.

CIA records reveal that this cable also was read by FBI detailee Dwight.
However, Dwight did not include in the draft CIR the additional information
about the lack of any indication that Mihdhar had traveled to United States or
the additional information about Mihdhar in Dubai.'”

6. CIA cable stating that Mihdhar’s visa and passport
information had been passed to FBI

Also on the same day that Dwight was preparing the CIR, Michelle, the
Bin Laden Unit desk officer who was following the issue of Mihdhar, prepared
a lengthy cable to several stations summarizing the information that had been
collected at that point on Mihdhar and three other individuals who also were
possibly traveling to Malaysia. The cable began, “After following the various
reports, some much more credible than others, regarding a possible [Bin

1% We did not determine whether the CIA actually contacted the INS pursuant to this
suggestion. As we discuss below, we did determine INS records reflect that Mihdhar first
entered the United States on January 15, 2000, and only entered again on July 4, 2001.

170 This cable also was read by James, the CIA employee detailed to the FBI’s SIOC.
As detailed below, he later discussed some of its contents with an FBI Headquarters
employee.
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Laden]-associated threat against U.S. interests in East Asi -nlr

This cable then summarized the CIA’s information that indicated several
individuals were planning to travel to Malaysia. In the paragraph describing
Mihdhar, Michelle stated that Mihdhar’s travel documents, including a
multiple entry U.S. visa, had been copied and passed “to the FBI for further
investigation.” ' '

This cable —the fifth CIA cable to discuss Mihdhar’s U.S. visa — did not
state by whom or to whom Mihdhar’s travel documents were passed. It also
did not indicate how they had been passed, or provide any other reference to
the passage of the documents. Because this cable was an internal, operational
- cable, it was not forwarded to or copied to the FBL

This cable was disseminated to various CIA stations approximately three
hours after Michelle had noted in the cable system that Dwight was directed to
hold off on sending his draft CIR to the FBI “for now per [the CIA Deputy
Chief of the Bin Laden Unit].”

When we interviewed Michelle, she stated that she had no recollection of
who told her that Mihdhar’s travel documents had been passed to the FBI or
how they had been passed. She said she would not have been the person
responsible for passing the documents. According to Michelle, the language in
the cable stating “[the documents] had been passed” suggested to her that
someone else told her that they had already been passed, but she did not know
who it was. The CIA Deputy Chief of the Bin Laden Unit also said he had no
recollection of this cable, and he did not know whether the information had
been passed to the FBL.

Neither we nor the CIA OIG was able to locate any other witness who
said they remembered anything about Mihdhar’s travel documents being
passed to the FBI, or any other documents that corroborated the statement that
the documents were in fact passed to the FBI.

7. The Malaysia meetings and surveillance of Mihdhar

After he arrived in Malaysia, Mihdhar was followed and photographed in
various locations meeting with several different people. These events are
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referred to as “the Malaysia meetings.” CIA employees wrote several cables
contemporaneously about the Malaysia meetings, which we discuss below.

a. First cable regarding Mihdhar in Malaysia

The CIA prepared an internal cable stating that Mihdhar had arrived in
Kuala Lumpur on the evening of January 5. The cable also described his
activities with other Arabs who were unidentified at the time. This cable,
which we refer to as the “first Malaysia meetings cable,” did not contain any
information regarding passports or visas.

b. January 5 FBI threat update

It appears that this first Malaysia meetings cable was provided to the FBI.
Sometime before the daily FBI executive briefing that took place on January 6
at 7:30 a.m., the January 5 threat update information concerning Mlhdhar was
edited in the FBI’s SIOC.

This January 5 threat update reflected an almost verbatim recitation of
portions of the CIA’s first Malaysia meetings cable, including the same
spelling mistake in reference to a particular place in Malaysia, which indicates
that the CIA provided a copy of the first Malaysia meetings cable to the FBI.
However, we were not able to determine who in the FBI received this
information from the CIA or who edited the January 5 threat update. No one
we interviewed at the FBI said they recalled handling information related to
Mihdhar or the January 5 threat update. The threat update contained no
reference to Mihdhar’s passport information or his U.S. multiple-entry visitor’s
visa.

The J anuary 5 threat update also was made part of the January 6
7:30 a.m. executive briefing document. This briefing did not contain any
additional information about Mihdhar. The January 5 threat update was the
only official document from this period located by the FBI that referenced the
Malaysia meetings that were discussed in the first CIA Malaysia meetings
cable.
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c. Discussion between CIA and FBI employees about
Malaysia meetings ”

As noted above, computer records show that James, the CTC employee
detailed to the FBI’s SIOC, read the cables and the draft CIR indicating that
Mihdhar had a U.S. visa. Contemporaneous e-mails show that James discussed
the Malaysia meetings with two FBI Headquarters employees in the SIOC in
the early morning hours of January 6. Below we detail the cables and the
evidence about the discussions that took place between the CIA and FBI
personnel in the SIOC about the Malaysia meetings.

Contemporaneous e-mail messages among CIA employees show that
during the night of January 5 James briefed the FBI SSA who we call Bob
about Mihdhar’s travel. At the time, Bob was an SSA in the UBL Unit in FBI

Headquarters, which was operating out of the SIOC during this period.

James wrote an e-mail to several CIA employees in which he stated that
he was detailing “exactly what [he] briefed [the FBI] on” in the event the FBI
later complained that they were not provided with all of the information about
Mihdhar."" This e-mail did not discuss Mihdhar’s passport or U.S. visa.

As previously mentioned, James told the CIA OIG that he had no
recollection of these events. He declined to be interviewed by us.

Bob told the OIG that he had no independent recollection of any briefing
from a CIA employee regarding the Malaysia meetings. However, he was able
to-locate a scant contemporaneous note that confirmed he had been briefed
regarding Mihdhar and his trip to Malaysia. This note contained no details as
to the content of the briefing and no reference to Mihdhar’s U.S. visa.

Bob told the OIG that he does not believe that he had been told in this
conversation about Mihdhar’s U.S. visa. Bob stated to us that the presence of a

! James wrote these e-mails in response to an e-mail from another CIA employee who

was detailed to the FBT SIOC. That employee reported on the morning of January 6 that he
had been asked by an FBI employee for the latest on Mihdhar. James responded in a series
of e-mails that he had already briefed the FBI. The final e-mail by James sets forth the
details of his briefings.
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U.S. visa in Mihdhar’s passport would have been extremely important and
would have triggered a more significant response than his minimal notes.

Bob also told the OIG that he did not know why James chose to brief him
about Mihdhar. Bob said that he was not a designated point of contact for the
CIA while the SIOC was activated, although he also said that he did not know
whether there was a designated point of contact in the SIOC. Bob said that he
knew James because James had previously been detailed from the CTC to FBI
Headquarters and had worked in ITOS with Bob.

d. Second cable regarding Mihdhar and the Malaysia
meetings

 The day after the CIA employee discussed the Malaysia meetings with
the two FBI SIOC employees, the CIA sent another internal cable providing
new information about the activities of Mihdhar. This cable, “the second
Malaysia meetings cable,” provided information about Mihdhar’s activities
once he left the Kuala Lumpur airport and his meetings with various
individuals. '

e. Discussion between CTC officer and FBI employee
about Malaysia meetings

Shortly after 7:30 a.m. on January 6, James briefed another FBI SSA —
‘who we call “Ted” — who was detailed to the SIOC from an FBI field office,
about information contained in the second Malaysia meetings cable. Ted told
the OIG he was working in the SIOC as an “assistant” to the day shift
commander and the UBL Unit Chief, but that he had no specific duties.
Because Bob had left FBI Headquarters on a trip to New York by this time,
James briefed Ted to ensure that someone at FBI Headquarters had the latest
information on Mihdhar.

In the same e-mail in which he had detailed what he told Bob, James
provided specifics of what he told Ted. The e-mail also stated that the CIA
would “continue to run this down and keep the FBI in the loop.” The e-mail
did not contain any reference to Mihdhar’s passport or U.S. visa.

Based on this briefing by James, Ted prepared an update for the January
6 afternoon FBI executive briefing. Ted e-mailed the update to the ITOS
Assistant Section Chief at 8:40 a.m. This update reflected the details of the
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information Ted had received from James. It did not contain any reference to
Mihdhar’s passport or U.S. visa. ‘

Like Bob, Ted told the OIG that he had no recollection of being briefed
regarding the Malaysia meetings. Although he said he did not recall these
events, Ted asserted he did not believe that he had received Mihdhar’s passport
or U.S. visa information because if he had he would have unquestionably
recognized their significance and documented such information in the update
for the executive briefing.

Ted told the OIG that he did not know why James briefed him about the
Mihdhar information. Like Bob, Ted stated he was not a designated point of
contact for the CIA while the SIOC was activated. Ted also knew James
because of James’ previous detail to ITOS in FBI Headquarters when Ted
served as an SSA in the RFU.

f. Cables updating the Malaysia meetings information,
including Mihdhar’s travel to Bangkok

On January 8, the CIA reported in another internal cable that a new
individual had joined Mihdhar and the others, and that additional surveillance
photographs were taken. The cable did not state how many photographs were
taken or what would be done with the photos.

In another cable sent five hours later, the CIA reported in an internal
cable that Mihdhar and two of the unidentified men — one of whom turned out
- to be Hazmi — departed Malaysia from Kuala Lumpur airport en route to
Bangkok, Thailand.

g. Cables regarding Hazmi’s travel to the United States

On January 9, the CIA’s Bin Laden Unit prepared a cable asking that
Mihdhar and his associates be identified while in Thailand. CIA records show
that on January 13, the CIA was attempting to locate Mihdhar and his traveling
companions. In addition, Mihdhar had been watchlisted at the airport in the
event that he attempted to leave Thailand.

Several weeks later, CIA officers in Kuala Lumpur followed up with
their Bangkok counterparts for additional information about Mihdhar and his
traveling companions. Approximately two weeks later, Bangkok reported that

239



there was a delay in responding due to difficulties in obtaining the requested
information.

- In early March 2000, officials in Bangkok reported internally that it had
identified one of Mihdhar’s traveling companions as Nawaf al-Hazmi. The
cable reported that Hazmi had traveled to Bangkok on January 8 and had
subsequently traveled on a United Airlines flight to Los Angeles, California on
January 15. The cable also stated that Mihdhar had arrived in Bangkok on
January 8 but that it was unknown if and when he had departed.'”? In addition,
the cable identified the third traveler as Salah Saeed Mohammed Bin Yousaf.'”

-~ CIA records show that none of the FBI detailees accessed this early
March cable. The OIG found no documents or witnesses indicating that the
information that Hazmi had traveled to Los Angeles on January 15, 2000, was
- shared with the FBI at this time. Rather, as we discuss below, this fact was not
shared with the FBI until August 2001.

We found no indication that CTC personnel took any action with regard
to the important information that Hazmi had traveled to the United States. For
example, he was not placed on any U.S. watchlists. The day after Bangkok
reported about Hazmi’s travel to Los Angeles, one office that received the
Bangkok cable sent a cable to the CTC stating the Bangkok cable regarding
Hazmi’s travel had been read “with interest.” Yet, despite this effort to flag the
significance of this information, the cable was not shared with the FBI and did
not result in any specific action by the CIA.

As we discuss below, it was not until August 2001 that FBI Headquarters
personnel learned that on January 15, 2000, both Mihdhar and Hazmi had left
Thailand and traveled to Los Angeles, California, where they were both

'72 In fact, Mihdhar had traveled to the U.S. with Hazmi on January 15, 2000. This fact
was not discovered by anyone in the Intelligence Community until August 2001.

'3 Yousaf left Bangkok on January 20 for Karachi, Pakistan. Some fime after

. September 11, Yousaf was determined to be Tawfiqg Muhammad Salih Bin Rashid al Atash,
a/k/a Khallad, the purported mastermind of the Cole attack. We discuss the FBI’s discovery
of information about Khallad and the Cole attack, and the FBI’s opportunities to connect
Khallad to the Malaysia meetings, in Section III, C below.
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admitted into the United States on non-immigrant visas and authorized to
remain until July 14, 2000.

8. OIG findings regarding FBI’s knowledge about Mihdhar
and the Malaysia meetings

We discuss here our findings regarding the FBI’s knowledge of
information about Mihdhar and the January 2000 Malaysia meetings, including
whether the intelligence information concerning Mihdhar’s valid multiple entry
U.S. visa and Hazmi’s travel to the United States in January 2000 was passed
to the FBI. Several witnesses told the OIG that Mihdhar’s possession of a U.S.

B - visa provided a clear domestic nexus that should have triggered the passing of

this information from the CIA to the FBI.

At the outset, we note that the CIA has acknowledged that it obtained
information that Mihdhar had a U.S. visa and that Hazmi had traveled to the
United States, and that the CIA should have placed their names on U.S.
watchlists, but that this did not occur.'”* The CIA OIG is reviewing this matter
to determine why this failure occurred and who is responsible for it.

a. Formal passage of information from the CIA to the FBI

As noted above, the formal method of communicating intelligence
information between the CIA and the FBI was an intelligence report called a
CIR. CIA records show that between July 1999 and September 10, 2001, the
Bin Laden Unit disseminated over 1,000 CIRs, most of which were sent to the
FBI. CTC employees as well as FBI detailees to Bin Laden Unit had authority
to draft CIRs, and the detailees collectively drafted over 150 CIRs to the FBI
during this period. However, CIRs could only be disseminated by persons with
authority to “release” the CIRs.'” In the Bin Laden Unit, only supervisors,

174 Mihdhar and Hazmi were placed on watchlists by other countries, including
Thailand.

'7> Once a superv1s0r approved a CIR for release, it was electromcally disseminated by
a unit in the CIA known as the Policy Community Action Staff.
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including John and Eric as the deputy chiefs of the station, had authority to
release CIRs.'"®

Dwight drafted a CIR in which he summarized the information that had
been disseminated by the NSA about Mihdhar. He also provided detailed
information about Mihdhar’s passport, visa, and visa application indicating that
‘New York had been his intended destination. According to CIA records, this
CIR never was disseminated to the FBI. A desk officer’s note on the draft CIR
indicated that the Deputy Chief of the Bin Laden Unit, John, had instructed the
draft CIR be put on hold, and Dwight contacted him through an e-mail about
the disposition of the CIR a week later. Despite this e-mail, the evidence
clearly shows that the CIR never was disseminated to the FBI.

The evidence shows, however, that Dwight acted in accordance with the
system that was in place at the time by drafting the CIR to formally pass the
visa information to the FBI. In accordance with Bin Laden Unit policy,
Dwight was not permitted to pass the CIR to the FBI without permission.

'All of the witnesses stated, however, that they did not recall the CIR or
any communications about it. Other than the note written by the desk officer,
we found no documentary evidence about why the CIR was not disseminated.
Thus, we were unable to determine why it was not sent..

The information in the CIR, which was documented in the appropriate
format for passage to the FBI, was potentially significant to the FBI and should
have been passed to the FBI. We believe it was a significant failure for the
CIR not to be sent to the FBL.

b. Informal passage of information from CIA to FBI

We also considered what information that James, a CIA detailee to the
FBI, informally passed to FBI Headquarters and whether he informed anyone
of the visa information about Mihdhar. Based on the contemporaneous e-mails
in which James documented in detail what he told FBI SSAs Bob and Ted, we
concluded that he reported to the FBI the information regarding Mihdhar’s

176 CIA records show that Eric released five CIRs during his tenure at the Bin Laden
Unit.
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transit through Dubai, his arrival in Kuala Lumpur, his activities after his
arrival, and his meeting with other suspected al Qaeda operatives. It is far less
clear, however, whether he provided Mihdhar’s passport and U.S. visa
information to the FBI.

We do not believe that James briefed either Bob or Ted on Mihdhar’s
passport or U.S. visa information. First, nothing in Bob’s contemporaneous
notes or Ted’s e-mail or briefing update referred to Mihdhar’s passport or visa
‘information. I

' Moreover, James wrote a detailed e-mail to document the contents of his
conversations with Bob and Ted. Since the stated purpose of James’ e-mail

was to prevent the FBI from later claiming he had failed to brief them on some
important details, he had every incentive to include all relevant details in that e-

mail. At the time he wrote this e-mail, he had read three of the CIA cables
indicating that Mihdhar had a U.S. visa, as well as the draft CIR. Yet, James’
e-mail contained no mention of Mihdhar’s passport or visa.

We found only one piece of evidence suggesting that the FBI was made
aware in January 2000 of Mihdhar’s U.S. visa — the early January cable by the
desk officer who we call Michelle which stated that Mihdhar’s travel
documents, including a multiple entry U.S. visa, had been copied and passed
“to the FBI for further investigation.” We could not, however, find any
evidence to corroborate that this information actually had been passed to the
FBI.

This cable did not state by whom or to whom the documents were passed
or make any other reference to the passage of the documents. The cable was an
internal cable, which means it would not have been forwarded to or accessible
to the FBL In addition, Michelle, the CIA desk officer who wrote the cable,
had no recollection of who told her that the documents had been passed or how
they had been passed. She said that she would not have been responsible for
passing the information but instead would have been told by someone else that
the documents had been passed.

We were unable to locate any witness who said they remembered
anything about the documents being passed to the FBI, as Michelle’s cable
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asserted. Even if her cable was accurate, and she had been told by someone
that the documents had been passed to the FBI, there is no evidence that such
information was correct. The CIA and FBI witnesses we interviewed described
this period as very hectic and said they were flooded with information. Several
witnesses suggested that these hectic circumstances could have created an
environment where unintentional misunderstandings might have occurred
about whether information was actually passed to other Intelligence
Community agencies.

We also searched ACS for any FBI record of the travel documents having
been provided to the FBI, since this cable indicated that a physical copy of the
documents, not merely information about the documents, was passed. We
found no reference to the documents. :

- Aside from this cable, we found no other evidence that the information or

documents about Mihdhar’s passport or visa information was in fact provided
-to the FBI during this time period. !

c. FBI detailees’ handling of information on Mihdhar

As discussed above, five FBI employees were detailed to the CTC to
work on Bin Laden matters during 2000 and 2001, and all had access at their
desks to CIA internal cable traffic. Four of those employees — the supervisor
who we call Eric, the IOS who we call Mary, and the agents who we call
- Dwight and Malcolm — were at the Bin Laden Unit in January 2000 when the
Malaysia meetings occurred.'”” We considered how each handled the
intelligence information concerning Mihdhar during this period.

After reading two of the cables indicating that Mihdhar had a U.S. visa,
Dwight prepared a draft CIR to officially notify the FBI about that information,
since the U.S. visa presented a nexus between Mihdhar and the United States.
But the CIR was not provided to the FBI. However, we also examined whether
any of the detailees took any other action to notify FBI Headquarters or, in
Malcolm’s case, the New York Field Office, about the information concerning
Mihdhar.

"7 The fifth detailee — the manager who we call Craig — did not arrive at the CTC until
July 2000.
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The evidence shows that each FBI detailee reviewed some of the cables
about Mihdhar’s U.S. visa. Dwight accessed several of the cables that
indicated Mihdhar had a U.S. visa, such as the cables stating that Mihdhar had
transited through Dubai and had a U.S. visa, the cable stating that Mihdhar’s
visa application listed New York as his intended destination in May 1999, and
the cable stating that based on a review of Mihdhar’s visa, it did not appear that
he had actually traveled to the United States.

Malcolm also accessed the cable stating that Mihdhar’s visa application
listed New York as his intended destination in May 1999, and the cable stating
that it did not appear that Mihdhar had actually traveled to the United States.
‘Malcolm also accessed the two cables stating that Mihdhar had arrived in
Kuala Lumpur and that surveillance photos showed him meeting with others in
Malaysia. Malcolm also accessed Dwight’s draft CIR indicating passage of the
visa information to the FBI, including the New York Field Office.

Mary accessed the January cable stating that Mihdhar’s travel documents,
including a multiple-entry U.S. visa, had been passed to the FBI, but she did
not access the previous cables reflecting the visa information or Dwight’s CIR.
She also accessed the two cables stating that Mihdhar had arrived in Kuala
Lumpur and that surveillance photos showed him meeting with others in
Malaysia. ‘

Eric did not access these cables, but he accessed Dwight’s draft CIR
which detailed Mihdhar’s visa information and which summarized the NSA
information. ‘

However, Dwight, Malcolm, Mary, and Eric all told the OIG that they
did not recall anyone from the CIA bringing to their attention the fact that
Mihdhar had a U.S. visa. In addition, despite the records of their access to the
cable traffic or the CIR, they all told the OIG that they did not recall
discovering at the time — such as by reading a cable — that Mihdhar had a U.S.
visa.'”® As discussed above, Dwight told the OIG that he did not even recall

178 The detailees also told the OIG that they did not necessarily read all of the cables
they accessed. They explained that they often skimmed cables to determine if any action
was required on their part or to find specific information in connection with a particular
assignment or issue.
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writing the CIR or even being aware of the Malaysia meetings or of the fact
that Mihdhar had a U.S. visa. Eric told the OIG that his CIA counterpart —
John, the CIA Bin Laden Unit Deputy Chief — mentioned the Malaysia
meetings and that surveillance photos had been taken, but Eric did not recall
ever hearing anything about Mihdhar having a U.S. visa. Mary told the OIG
that she did not recall even being contemporaneously aware of the Malaysia
meetings.'”” Mary explained that she did not have reason to be made aware of
the Malaysia meetings at the time because the matter had been assigned to
another CIA desk officer — Michelle (the one who wrote the cable indicating
that Mihdhar’s travel documents had been passed to the FBI). |

- ‘Malcolm said he was not aware of the fact that Mihdhar had a U.S. visa
- until after September 11. He stated that he recalled being shown the Kuala
Lumpur photos, but he could not remember whether that was before or after
September 11. He said that it was not until he was shown the Kuala Lumpur
photos that he became aware of the Malaysia meetings. -

Yet, the evidence shows that all had accessed contemporaneously cables
‘indicating that Mihdhar had a U.S. visa, which was important intelligence
information that was never provided to FBI Headquarters. They did not violate
any specific policy or procedure in their handling of the information, and they
did not have the authority to unilaterally pass CTC information to the FBI
without permission. This restriction included any informal passage of the
“information, such as by telephone call or in-person discussions. However,
none of them, particularly Dwight, ensured that the information was provided
to the FBI. Dwight drafted a CIR that would have provided the FBI with the
important information about Mihdhar, but the CIR was not released by the
CIA. Although Dwight followed up a few days later to ask whether the cable
was going to be sent or whether he should remake it in some other way, there is
no record of a response to his request, and no one could explain why the cable
was not sent. We believe it was critical that the information be sent. We found
no indication that this ever happened.

179 When we showed Mary copies of an e-mail written by the CTC officer who had
briefed SSA Bob and Ted, which indicated that she was copied on the e-mail, she said that
she did not recall having read the e-mail.
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This failure to send the information to the FBI, in our view, was also
attributable to problems in how the detailees were instructed and supervised,
and that these problems significantly impeded the flow of information between
- the CIA and the FBI. We discuss these systemic problems in detail in our
analysis section later in this chapter.

d. OIG conclusion

In sum, the evidence shows that in January and March 2000, the CIA
uncovered important intelligence information about Mihdhar and Hazmi:

o They traveled to Bangkok with a third person;

o Mihdhar had a valid, multiple-entry U.S. visa; and
o Hazmi had traveled to Los Angéles in January 2000.

Yet, we found that the CIA did not share significant pieces of this
information with the FBI — that Mihdhar had a U.S. visa and that Hazmi had
traveled to Los Angeles. An FBI detailee at the CIA drafted a CIR to share this
information with the FBI, but that information was not released by the CIA to
the FBI. We were unable to determine why this did not occur. No one we
interviewed said they remembered the CIR or why it was not sent to the FBI.
We consider 1t a significant failure for this CIR not to be sent to the FBI.

In addition, the evidence shows that the Iimited information that was
provided to FBI Headquarters — that Mihdhar traveled ||i GGG
% | IR v 2s never documented by the FBI
in any system that was retrievable or searchable, thus limiting the usefulness of
the information that was shared. The FBI’s only official record of having
received this information was in the hard copies of the January 5 threat update,
which was attached to the January 6 executive briefing, and Ted’s e-mail
summarizing information from his discussion with the CIA employee. We
discuss this and other systemic problems in our analysis section below.
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B. Hazmi and Mihdhar in San Diego

| 1. Introduction

The second set of events that may have led the FBI to discover Mihdhar
and Hazmi’s presence in the United States related to their stay in San Diego.
As noted above, on January 15, 2000, Mihdhar and Hazmi boarded a flight in
Bangkok, Thailand, for Los Angeles. They were admitted to the United States
on non-immigrant visitor visas and authorized to remain in the U.S. until
July 14, 2000. Shortly after arriving in Los Angeles, they traveled to San
Diego, California, where they were aided in finding a place to stay by Omar
al-Bayoumi. Bayoumi had been the subject of an FBI preliminary 1nte111gence ,
investigation that had been closed. '

In late May 2000, Hazmi and Mihdhar rented a room in the residence of
an FBI asset.'® Mihdhar remained in San Diego until June 10, 2000, when he
left the United States.'®! Hazmi remained in the San Diego area until
approximately December 2000, when he moved to the Phoenix, Arizona area.
In Phoenix, Hazmi lived for approximately three months with another
September 11 hijacker, Hani Hanjour. In April 2001, Hazmi and Hanjour
moved to New Jersey and remained on the East Coast until September 11.

~ While residing in San Diego in 2000, Mihdhar and Hazmi did not act in
an unusual manner that would draw attention, but they did not attempt to hide
“their identities. Using the same names contained in their travel documents and
known to at least some in the Intelligence Community, they rented an
apartment, obtained driver’s licenses from the state of California Department
of Motor Vehicles, opened bank accounts and received bank credit cards,
purchased a used vehicle and automotive insurance, took flying lessons at a
local flying school, and obtained local phone service that included Hazmi’s
listing in the local telephone directory.

180 This kind of individual is often referred to as an “informant” - the common
vernacular for an individual providing information to an investigative agency. Within the
FBI’s foreign intelligence program, they are known as assets.

'8! Mihdhar departed from Los Angeles on Lufthansa Airlines.
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Although Hazmi and Mihdhar were in San Diego for a significant period
of time, the FBI did not learn of their presence there until after September 11,
2001. After September 11, much would be learned about Hazmi and
Mihdhar’s time in San Diego and the Intelligence Community’s missed
opportunities to find and investigate them before the terrorist attacks in which
they participated. In this section, we describe the facts surrounding Hazmi and
Mihdhar’s residence in San Diego, including their associations with two
persons known to the FBI.

2. Hazmi and Mihdhar’s association with Bayoumi

- Omar al-Bayoumi is a Saudi Arabian national who came to the United
States in 1993. In early 2000 he had been living with his wife and four
children in San Diego for at least four years. Although he described himself to
others in San Diego as a graduate student in business administration, he took
classes intermittently and was not enrolled in a program of study. He did not
work in the United States and received a monthly stipend of $4,000 plus “other
allowances,” ranging from $465 to $3,800 each month, from Dallah/Avco, a
Saudi contractor to the Presidency of Civil Aviation.'"® Bayoumi was active in
the San Diego Muslim community and was involved in the establishment of
several mosques in the United States.

In September 1998, the FBI’s San Diego Field Office opened a
preliminary inquiry on Bayoumi based on allegations raised by the manager in
the apartment complex where he was living at the time. The manager alleged
that Bayoumi had received a suspicious package from the Middle East, and the.
maintenance worker for the apartment complex had noted strange wires in
Bayoumi’s bathroom. In addition, the manager reported frequent gatherings of
young Middle Eastern males at Bayoumi’s apartment on weekend nights.

The FBI case agent conducted a limited investigation of Bayoumi, but the
preliminary inquiry was closed in June 1999 and was not converted to a full

182 Bayoumi was employed by the Saudi Presidency of Civil Aviation from 1975 until

1995 and became a contractor for the organization beginning in 1995.
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field investigation.'" As a result, the FBI was no longer investigating Bayoumi

at the time that Hazmi and Mihdhar met Bayoumi in February 2000. However,
the following paragraphs describe what was later learned about Bayoumi’s
interactions with Hazmi and Mihdhar.

On February 1, 2000, Bayoumi traveled by car from San Diego to Los
Angeles, to resolve a visa issue at the Saudi consulate. Bayourni invited an
associate, Isamu Dyson, to accompany him.'* Dyson provided the following
account to the FBI of the trip with Bayoumi.'®

Dyson said that at the time of the invitation, Bayoumi mentioned a Los
Angeles restaurant serving halal food where they could eat lunch after
‘Bayoumi’s meeting at the consulate.'®® After Bayoumi spent approximately
one hour at the Saudi consulate, he and Dyson went to the restaurant but
discovered it had been converted to a butcher shop. The butcher shop
employees recommended another nearby halal restaurant, the “Mediterranean
Gourmet.” Bayoumi and Dyson walked to that restaurant. While they were
eating there, Hazmi and Mihdhar entered the restaurant and the four talked in
Arabic. Although Dyson had limited Arabic language skills, he said that
Bayoumi kept him apprised of the content of the conversation. Hazmi and
Mihdhar told Bayoumi that they were in the United States to study English, but
they did not like living in Los Angeles. Bayoumi invited the men to visit San -
Diego and offered to assist them. Bayoumi provided the men with his phone
- number. Bayoumi and Dyson left the restaurant, and after stopping at a nearby
mosque for sunset prayers, returned to San Diego. Dyson asserted that the
- encounter with Hazmi and Mihdhar seemed to be a coincidental meeting.

| 'Within several days of the meeting, Hazmi and Mihdhar accepted
Bayoumi’s invitation and traveled to San Diego. In San Diego, Bayoumi

'8 1n Section IV B 1 of this chapter, we examine the investigative steps taken by the
FBI in this preliminary inquiry and assess the appropriateness of the decision to close the
inquiry.

'8 Dyson is an American Caucasian who converted to Islam. He has since changed his
name to Caysan Bin Don.

185 Dyson provided the information to the FBI in an interview after September 11.

186 Halal is an Arabic word meaning “lawful” or “permitted.”
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arranged for Hazmi and Mihdhar to rent an apartment on Mount Ada road in
the same apartment complex where Bayoumi lived. Bayoumi also co-signed
their lease. Shortly after Hazmi and Mihdhar moved into the apartment,
Bayoumi hosted a party to introduce them to the local Muslim community.

Within a few weeks of moving into the apartment, Hazmi and Mihdhar
filed a 30-day notice to vacate the apartment, apparently to move to another
apartment. However, they later rescinded the vacate notice and continued to
lease the apartment until June 2, 2000.""’

The apartment manager told the FBI that Bayoumi paid Hazmi and
Mihdhar’s first month’s rent and security deposit because they had not yet
established a local bank account and the apartment complex would not accept
cash. A review of Bayoumi and Mihdhar’s financial records after September
11, 2001, indicate that Bayoumi was reimbursed for this expense on the same
day it was paid.'®

3. Hazmi and Mihdhar’s communications

On March 20, 2000, a long distance telephone call was placed from
Mihdhar and Hazmi’s Mount Ada apartment to a suspected terrorist facility in
the Middle East linked to al Qaeda activities. (See section [II, A, 2 above.) A
record of the call was captured in the toll records. After the September 11
attacks, the call was identified through a record check.

187 Bayoumi left the United States for some of the time Hazmi and Mihdhar lived in the

apartment. INS records do not indicate when Bayoumi left the country, but the records
indicate that he obtained a United States visa in Jeddah on May 10, 2000, and returned to the
United States on May 31, 2000. Bayoumi left the United States permanently in July 2001
and was living in England on September 11, 2001.

'88 Bayoumi’s bank records show a cash deposit in the exact amount of the rent and
security deposit ($1,558). Mihdhar’s financial records also indicate that he opened an
account with a deposit of $9,900 in cash within seven minutes of Bayoumi’s cash deposit,
which suggests that they were in the bank together. '
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4. . Hazmi and Mihdhar’s association with an FBI asset
beginning in May 2000

Sometime in May 2000, Hazmi and Mihdhar moved out of the apartment
Bayoumi had found for them on Mount Ada Road and moved as boarders into
the home of an asset of the FBI’s San Diego Field Office.'®® Hazmi and
Mihdhar met the asset at the mosque they attended.'” Mihdhar stayed at the
asset’s residence until June 10, 2000, when he left the United States. Hazmi
resided in the asset’s house until December 10, 2000, when he moved to
Arizona.

a. Background on the FBI asset

In 1994, the asset was recruited by San Diego FBI Special Agent who we
call “Stan.” The FBI had interviewed the asset in connection with a bombing
investigation several years before. Stan remained the asset’s handling agent —
or “control agent” — until Stan retired in February 2002.'"!

The asset was opened as an asset on May 14, 1994.'2 He worked as an
informational source, providing to the FBI information acquired in his normal
daily routine. He normally was questioned about specific individuals who
were under investigation by the FBI, although he occasionally volunteered
information that he thought might be relevant. According to Stan, during some

189 The OIG was not able to interview the asset. The Joint Intelligence Committee
Inquiry had attempted to interview the asset without success. The Committee then
submitted interrogatories that the asset declined to answer, asserting his Fifth Amendment
privilege. The asset indicated through his attorney that if subpoenaed by the Committee, he
would not testify without a grant of immunity.

' There is some dispute about whether Hazmi and Mihdhar actually responded to an
advertisement for boarders posted by the asset or whether they were introduced to the asset.
The OIG did not have access to the witnesses who could address this issue.

19! Stan was interviewed twice by the JICI staff, and he testified before the Joint
Intelligence Committee. After his retirement from the FBI, Stan declined repeated requests
for an OIG interview. The OIG does not have authority to subpoena individuals and cannot
compel former Department of Justice employees to submit to an interview.

"2 Initially the asset was not paid. In July 2003, the asset was given a $100,000
payment and closed as an asset.
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periods, he would talk to the asset several times per day, but there were periods
in which he did not talk to him for several weeks or months. Stan said that
many of their conversations were about family matters, the informational
asset’s health, and other non-substantive issues.

In 1996, the asset began renting out rooms in his home. Prior to
September 11, 2001, he had 14 different boarders in his house, including
Hazmi and Mihdhar. When Hazmi and Mihdhar rented rooms from the asset in
2000, two other persons also were renting rooms there.

b. Information from asset on Hazmi and Mihdhar

It is not clear what information the asset provided to the FBI about
Hazmi and Mihdhar before the September 11 attacks.

After the September 11 attacks, the FBI interviewed the asset and asked
about the conduct and activities of Hazmi and Mihdhar while they were living
with the asset. In those interviews, the asset described them as quiet tenants
who paid their rent. He said they were good Muslims who regularly prayed at
the mosque. The asset said that Hazmi and Mihdhar often would go outside
" when using their cellular telephones. The asset insisted that he noted no
indicators of nefarious activity by Hazmi or Mihdhar that should have resulted
in his reporting their identities to the FBL.'*

The asset was asked what information he provided to Stan about Hazmi
and Mihdhar before September 11. In these interviews, the asset provided
conflicting accounts regarding the information on Hazmi and Mihdhar that he
had disclosed to Stan. The agent who interviewed the asset - this agent had
taken over as the asset’s control agent after Stan’s retirement from the FBI -
told us that the asset said he told Stan about his boarders in general terms,
although he had not fully identified Hazmi and Mihdhar. The control agent
said that the asset later said that he had not told Stan about the boarders at all.

193 The FBI opened an investigation after September 11 to deterrnine whether the asset

was involved in the attack. The asset has consistently maintained after September 11 that he
had no suspicions about Hazmi and Mihdhar. The results of a polygraph examination on his
potential role were inconclusive. Based on its investigation, however, the San Diego FBI
concluded that the informational asset had not been complicit in plotting the attacks.
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Although Stan declined to be interviewed by the OIG, after
September 11, his FBI supervisors had interviewed him about the asset. Stan
also had discussed the asset with co-workers and was interviewed by, and
subsequently testified in, a closed session before the Joint Intelligence
Committee.'® Stan reported that the asset had told him contemporaneously
that two Saudi national visitors were residing in a room at his residence. Stan
said that the asset merely provided the first names of the boarders, Nawafand -
Khalid. Stan contended that he had asked the asset for the boarders’ last names
but never received them and did not follow up. He said that the asset told him
that his boarders were in the U.S. on valid visitors’ visas, and they planned to
visit and to study while they were in the country. In addition, Stan said that the
asset told him that he believed that the two boarders were good Muslims
because of the amount of time that they spent at the mosque. Stan stated that
he did not recall the asset ever telling him that either of the boarders had
moved out. According to Stan, the asset did not describe his boarders as
suspicious or otherwise worthy of further scrutiny. Stan reported that he never
obtained Hazmi and Mihdhar’s full identities from the asset and that he did not
conduct any investigation of them.

5. OIG conclusion

In sum, the FBI did not obtain information about Mihdhar’s and Hazmi’s
time in San Diego, either as a result of the Bayoumi preliminary inquiry or
from the asset. In the analysis section of this chapter, we evaluate Stan’s
actions with regard to Hazmi and Mihdhar and whether he should have pursued
additional information about who was living with one of his assets.

C. Mihdhar’s association with Khallad, the purported mastermind
' of the Cole attack

The third potential opportunity for the FBI to acqulre 1nf0rmat10n about
Hazm1 and Mihdhar occurred in January 2001 ”

However, the FBI has

%% The OIG was permitted to review the transcripts of Stan’s testimony before the Joint
Intelligence Committee’s Inquiry.
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asserted that it did not learn of the source’s identification of the al Qaeda
operative at the Malaysia meetings until much later in 2001, just before the
September 11 attacks. This section of the report describes the events
surrounding this third opportunity for the FBI to focus on Hazmi and Mihdhar.

1. Background

In 2000, the CIA and the FBI began debriefing a source who provided
significant information on operatives and operations relatec to Usama Bin
Laden. The source gave the CIA and the FBI information about an al Qaeda
operative known as “Khallad” and described him as being involved with the
East African embassy bombings in August 1998. Shortly after the U.S.S. Cole
was attacked in October 2000, the CIA and the FBI received a photograph and
information that a man named “Khallad” was the purported mastermind behind
the attack on the Cole. In December 2000, the CIA and the FBI showed the
source the photograph of Khallad, and the source identified the person in the-
photograph as the same Khallad he had described as involved with the East
African bombings. As part of the Cole investigation, the FBI sought to find
Khallad.

In January 2001, the source was shown photographs from the Malaysia
meetings in an effort to determine whether Khallad was in the photographs.

195 Information developed after September 11, 2001, revealed this was a
misidentification, and the person identified as Khallad was actually Hazmi. We discuss this
misidentification in detail below.
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information about Mihdhar and Hazmi qnd found them in the United States
well before the summer of 2001.

who served as Director of the CIA’s CTC from 1999 unt1l May 2002, testlﬁed
before the Joint Intelligence Committee:

FBI agents and analysts had full access to information [the
CIA] acquired about the Cole attack. For example, we ran a
joint operation with the FBI to determine if a Cole suspect was
in a ]I surveillance photo. I want to repeat — it was
a joint operation. The FBI had access to that information from
the beginning. More specifically, our records establish that the
Special Agents from the FBI’s New York Field Office who were

investigating the USS Cole attack reviewed the information
about the .-.|_ photo in late January 2001.

We therefore examine in detail the evidence relating to whether the FBI
was aware of the identification of Khallad in the photographs of the Malaysia
meetings.

2. Source’s identification of Khallad

a. The source

In mid-2000, Drug Enforcement Administration (DEA) personnel
arranged for FBI Legal Attaché (Legat) Office personnel overseas to meet a .
source who had substantial information on Bin Laden and his operatives and
operations. This particular FBI Legat office was staffed by the Legal Attaché
(the “Legat”) and the Assistant Legal Attaché (the ALAT), who were FBI
Special Agents.'*®

196 The primary mission of FBI Legat Offices is to establish liaison with foreign law
enforcement agencies to support the FBI’s investigative activities overseas. While Legat
staff may become involved in specific investigations, they have no law enforcement
authority in foreign countries. For a description of the role and responsibilities of FBI
(continued)
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Because of the FBI Legat personnel’s inability to converse in any of the
source’s languages, limits on the FBI’s authority to conduct unilateral
intelligence activities overseas, and the source’s potential value as a source of
intelligence information relevant to the CIA, the FBI contacted the CIA for
assistance with the source. The source was subsequently handled as a joint
FBI/CIA source. Even though the FBI ALAT — who we call “Max” — was
unable to directly communicate with the source due to the lack of a common
language, he was designated as the FBI control agent for the source.

Because the source had significant information about Bin Laden and his

operatives and operations, the FBI New York Field Office -- the office that was
‘leading the investigations on the East African embassy bombings, the Cole

attack, and other Bin Laden-related investigations — also became involved with
the source. This joint handling of the source created concerns within the CIA.
The CIA’s most significant concern was the FBI’s desire to use the source for
the criminal investigations involving Bin Laden conducted by the FBI’s New
York Field Office. The CIA believed that the source should not face possible
exposure in criminal proceedings.

CIA Headquarters was asked to work with FBI Headquarters to convert
the source to purely an intelligence role, solely under CIA control. According
to CIA documents, the CIA and the Legat had discussed the FBI’s “wall”
whereby separate but concurrent intelligence and criminal investigations were
conducted within the FBI, but the CIA expressed concerns about the CIA’s
ability to continue clandestine handling of the source if the FBI was involved.
Although the CIA acknowledged that the source had value to the FBI’s
criminal case, the CIA argued that the source’s potential as an intelligence
asset was more important then his potential assistance in the criminal case.
Despite the CIA’s concerns, the source remained a joint FBI/CIA asset.

b. Debriefings of the source

Beginhing in 2000, the CIA and FBI began to debrief the source on a
regular basis. Over the course of several months, the source frequently was

(continued)
Legats, see the OIG report entitled, “Federal Bureau of Investlgatlon Legal Attaché
Program” (March 2004).
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shown photographs and asked to identify people in them. Although Max was
the source’s designated control agent, a CIA officer who spoke one of the
source’s languages conducted the debriefings. Max was present for some of
these debriefings, but not all. Some of the debriefings were unilateral CIA
interviews. The time spent with the source was kept short because of issues of
travel and security.

‘ According to Max, during the debriefings the CIA officer usually did not
immediately translate the source’s statements for the benefit of Max. He said
that the CIA case officer would only immediately translate something when
Max had specific questions for the CIA officer to ask the source. The CIA case
officer told the OIG he recalled translating for Max things that the source said,
but he did this only when he recognized the significance of the information to
Max or an FBI operation.

‘In an effort not to duplicate the reporting of information received from
the source, the CIA and the FBI agreed that the CIA would be responsible for

reporting the information from the debriefings. However; in instances where
the source was solely being shown FBI photographs or questioned based on an
FBI lead, Max would document the source’s information, either in an EC or an
FBI FD-302 form, and the CIA would not document the same information.

After the debriefings, the CIA officer would write internal cables
covering the debriefings and forward them to the CTC and other appropriate
offices. These cables were internal CIA communications and were not
provided to or shared with Max or other FBI personnel.'”’ Instecad, Max and
FBI Headquarters would be informed of the debriefings when the information
was reported by the CIA 1 a TD. As previously discussed, TC's were prepared
by CIA reports officers who reviewed the internal cables and determined what
information needed to be disseminated and to which agencies. Based on our
review of internal cables reporting the source’s debriefings and the TD
reporting of the same interviews, it is clear the TDs often contained only a part
of the information obtained during the source debriefings. As a result, either

197 As discussed above, FBI detailees to the CTC had access to these CIA cables, but the
review and dissemination of source information to the FBI was not considered their
responsibility.
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through direct knowledge or through the TDs, Max had access to only some of
the information obtained from the source during the debriefings.

In addition to the debriefings of the source by the CIA case officer, FBI
agents from the New York Field Office working Bin Laden-related criminal
investigations also interviewed the source with the CIA case officer present.
Max occasionally was present for these interviews. After each of these
interviews, the New York agents documented the source’s information in detail
in an FD-302 that was entered into ACS and retrievable by all FBI personnel
working on the Bin Laden cases.”” These FD-302s were routinely shared with
CIA personnel in the field and at the CTC.

c. Source identifies Khallad from Yeméni-provided
photograph

Over a 3-month period in 2000, FBI New York Field Office personnel
interviewed the source overseas four times. During one of these interviews, the
source described an individual known as “Khallad” as a trusted senior Bin
Laden operative with potential connections to the East African embassy
bombings.

As noted above, on October 12, 2000, two terrorists in a boat laden with
explosives committed a suicide attack on the U.S.S. Cole, a U.S. naval
destroyer, during its brief refueling stop in the port in Aden, Yemen. The
FBI’s investigation into the attack was led by the FBI’s New York Field
Office. '

After the attack on October 12, the Yemenis provided the FBI and the
CIA with information on the Bin Laden operative known as “Khallad.”
According to this information, Khallad had been described as the purported
mastermind of the Cole attack. U.S. intelligence agencies had already

'8 When a witness is interviewed as part of a criminal investigation, the FBI prepares
an FD-302 to document what was said in the interview. When information is being obtained
as part of an intelligence investigation, the FBI documents the information in an EC. There
was often a significant lag time between the interview and the completion of the
documentation due to a variety of factors, including the intensity of investigative activity,
the agents’ extensive travel, and the required review of the documentation by FBI
supervisors before dissemination.
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connected Khallad to the East African embassy bombings. The Yemenis also
identified “Khallad” as Tawfig Muhammad Salih Bin Rashid al Atash. On
November 22, 2000, the Yeminis provided the FBI with a photograph of
Khallad (“the Yemeni-provided photograph”). Around this sarne time, the
Yemenis provided the FBI with several photographs of other Cole suspects.

The New York FBI agents investigating the Cole bombing wanted to
determine whether the Khallad identified by the Yemenis was the same
Khallad who had been previously described by the source. At the same time, a
CIA internal cable to was sent to several CIA offices suggesting that the
photographs of the Cole suspects that the FBI had obtained from the Yemenis,
including the Khallad photograph, be shown to the source. Because the FBI
did not have the technological capability to easily transmit the Khallad
photograph from Yemen to the ALAT who was handling the source and who
we call Max, the photograph was forwarded through CIA channels to the
nearby CIA office in order to show the photograph to the source.'”

CIA documents show that on December 16, 2000, the CIA officer
conducted a debriefing of the source. Max was present for the debriefing. >
During the debriefing, the CIA case officer showed the source many photos of
Cole bombing suspects and other suspected Arab terrorists, including the
Yemeni-provided photograph of Khallad. The source immediately identified
the individual in the Yemeni-provided photograph as the same Khallad he had
previously described as a trusted senior Bin Laden operative with potential
connections to the East African embassy bombings.

The CIA officer prepared a cable dbcumenﬁmg the debriefing, which was
addressed to several CIA offices. The CIA officer wrote in the cable that the
source was shown the many photographs and “quickly” identified Khallad in

199 Max told the OIG that at the time he and the CIA case officer believed that this
photograph had come from the FBI’s New York Field Office. Max added that it was not
uncommon for him not to know the source of photographs that were shown to the source
and that the source was shown hundreds of photographs.

200 Although FBI agents from New York had traveled overseas several times in 2000 to
interview the source, in December 2000 the agents with the appropriate language abilities
were tied up in Yemen after the Cole attack and were unable to travel to debrief the source.
Therefore, the FBI relied on the CIA to conduct this debriefing.
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the Yemeni-provided photograph. Notably, the CIA cable stated that the CIA
officer had the source repeat the identification specifically for the benefit of
Max. In addition, the cable stated that before the debriefing ended, the CIA
officer again showed the photographs to the source and asked the source to
verify the Khallad identification. '

Max acknowledged to the OIG that he was contemporaneously aware of
the identification of Khallad in the Yemeni-provided photograph by the source
on December 16. Max stated that he recalled specific circumstances of the
debriefing and recounted them to us. Max told us that he recalled the source
immediately identifying Khallad in the photograph.

d. CIA suspects that Khallad may be Mihdhar in Kuala
Lumpur surveillance photographs

Around this same time, CIA personnel were beginning to connect

Khallad with Mihdhar [ HE R - -

December 2000 cable, CIA personnel overseas asked for copies of the January
2000 Kuala Lumpur surveillance photographs of Mihdhar. The cable noted
that further connections had been made between Mihdhar and Al Qaeda. Asa-
result of these further connections, the CIA believed there might be a
connection between Mihdhar and the Cole perpetrators.

The CIA office reported in the December 2000 cable that the it had
learned that Fahd al Quso, who was in Yemeni custody for his participation in
the Cole attack, had received $7,000 from someone named Ibrahim, which
Quso had taken to Bangkok, Thailand, on January 6, 2000, to deliver to
“Khallad,” a friend of Ibrahim’s. It was noted in the cable that because
Mihdhar had departed Kuala Lumpur around that same time to travel to
Bangkok, the CIA suspected that the “Khallad” mentioned by Quso could
actually be Khalid al Mihdhar or one of his associates.”®" It was noted further
that this information had “added significance” because Khallad had been

201 As previously discussed, the CIA had reported previously in an internal March 2000
cable that Mihdhar, Hazmi, and another individual had left Malaysia on January §, 2000,
and traveled together to Bangkok.
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identified as a “key operative likely serving as an intermediary between Usama
Bin Laden and the [Cole] perpetrators.”

In another December 2000, cable the CTC concurred with the overseas
CIA office’s theory and forwarded a Kuala Lumpur surveillance photo of
Mihdhar to the CIA case officer to show to the source. According to the cable,
the purpose was “to confirm/rule out this particular Khalid [Mihdhar] as a
match for [Khallad].”*”* The next day, the CIA officer received permission to
show the Kuala Lumpur surveillance photographs to the source.

Max told the OIG, however, that he was not aware of the CIA cables or
the theory that Khallad was actually Mihdhar. We found no other evidence
that Max knew about the information that Mihdhar was at the Malaysia
meetings, or the CIA’s theory that Khallad was actually Mihdhar.**

e. Source identifies Khallad from Kuala Lumpur
photograph

The CIA case officer debriefed the source again in early January 2001.
At some point, the CIA case officer showed the source photographs, including
two of the surveillance photographs taken during the January 2000 Malaysia
meetings. One of the photographs from the Malaysia meetings, which we call

292 The CIA cable referred to its forwarding of énly one Kuala Lumpur surveillance
photograph, although subsequent cables showed that the receiving office received two Kuala
Lumpur photographs to show the source. It is unclear why the sending office sent only two
of the photographs instead of all three of the Kuala Lumpur photographs it had.

293 1) fact, CIA cables suggest this information was not shared with the FBL. We saw
several CIA cables during this time that discussed working with the FBI in relation to the
FBI’s investigation of the Cole attack. For example, we saw a December 2000 cable stating
that the FBI'had provided an update on its investigation of the location associated with
telephone numbers the CIA had provided to the FBI in connection with an investigation, and
the office that drafted the cable asked to be advised of whether the two offices to whom the
cable was addressed were aware of additional information that could assist the FBL
However, we saw another December 2000 cable, which discusses Khallad and other
information not related to Khallad, which specifically instructed two CIA offices to share
with the FBI the other information in the cable that was not related to Khallad, but it did not
instruct the offices to share the information regarding the possible connection of the
Malaysia meetings and Khallad.
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“Photo No. 1” included an unknown subJect I-.II 111 ]

BB According to a January 2001, cable
written by the CIA case ofﬁcer the sou:rce was asked if he was sure, and he
replied that he was “ninety percent” certain.***

The second photograph from the Malaysia meetings, which we call
“Photo No. 2,” contained a picture of the person the CIA knew to be Mihdhar.
The source could not identify the person in thc photograph 205

-. First, the source previously provided information that Khallad

was a Bin Laden operative who was conected to the Cole attack and the East
African embassy bombings. |

Thus, the source’s ientiﬁca;tion of Khallad at the Malaysia meetings raised the
question whether Mihdhar and Hazmi also were linked to the Cole attack.

‘We tried to determine if the FBI’s ALAT learned of the source’s
1dent1ﬁcat10n of Khallad in the photograph Max told the OIG that he d1d not

The CIA case officer told the OIG that hte had no inde pendent
recollection of any particular meeting with the source, including the meeting in
early January 2001.

204 A5 noted above, information developed after September 11, 2001, revealed this was
a misidentification, and the person identified as Khallad was actually Hazmi.

205 This failure to identify Khallad in the photograph known to bz of Mihdhar should
have ended the theory that Mihdhar and Khallad were the same person.
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f. Documentation regarding the source’s identification of
Khallad in the early January 2001 debriefing

(1) CIA cables

To examine whether the FBI learned of the source’s identification of
| , we reviewed the CIA
documentation concerning the meeting with the source in early January 2001.
In an internal cable written the day after the debriefing, the CIA case officer
~ reported that the source had identified [§I{ IR 0 .
I vith 2 “ninety percent” certainty. However, unlike in the
December 2000 CIA cable, which stated that the CIA officer had the source
repeat the identification of Khallad in the Yemeni-provided photograph to
Max, the January 2001 cable did not suggest the identification was repeated for
Max or was brought to the attention of Max. The January 2001 cable did not
provide any other details about the debriefing, such as where the meeting took
place, when exactly during the debriefing the photographs were shown to the
source, who was present when the photographs were shown to the source, or
what other topics were discussed with the source. |

We also reviewed a detailed January 2001 CIA TD to the Intelligence
Community regarding the early January 2001 debriefing. The TD reported
specifics about what the source discussed and that he had provided a stack of
documents to his CIA and FBI handlers. The TD made no mention of any-

photographs being shown to the source [J{} ] R

A few days later, the CIA case officer wrote another cable describing the
logistics of the early January 2001 meeting with the source. In addition, the
cable summarized what was discussed during the meeting. This cable also did
not mention the photographs being shown to or discussed with the source, but
the CIA case officer told the OIG that these kinds of cables were not always
comprehensive with respect to the information obtained from the source.

206 Although no witness can recall the details of this particular debriefing, it is possible
that Max, who lacked the appropriate language skills for a debriefing, either photocopied or
hand wrote the information from the documents thus explaining his absence at the time that
the photographs were shown to the source.

264



(2) FBI documents

We also reviewed FBI documents from this period relating to the source.
On January 9, 2001, a New York FBI agent who was the FBI’s lead case agent
on the Cole investigation sent Max an e-mail stating that he and his co-case
agent wanted to meet with the source to talk about some of the Cole suspects,
including Khallad. The New York agent wrote that he was “specially [sic]
interested in all [the source] knows about Khallad and his associates.” The
agent noted that the source previously had given the agents important
1nformat10n regarding Khallad and the Cole attack.

In a January 10 e-mail response, Max referred to the December 16
meeting with the source in which the source had been shown many
photographs and had immediately identified the Yemeni-provided photograph
as Khallad. Max also mentioned the early January 2001 meeting, summarizing

“specific information provided by the source in the debriefing. Max wrote that,
due to the lack of technological capabilities in the Legat Office, he promised to
make the CIA TD numbers relating to the source available to the case agent
within a few days so the agent could read them before his trip to interview the
source. However, Max made no mention of any identification of photographs
by the source in the early January 2001 debriefing.

~Around the same time as this e-mail exchange, Max was criticized by the
head of the FBI’s UBL Unit at Headquarters for insufficient reporting
regarding the source’s information. The UBL Unit chief wanted to know from
Max what information the source was prov1d1ng She also ‘was concerned
'because Max was not producing any reports regarding the source.

. In response, on January 16, 2001, Max wrote a 34-page EC summarizing
the source’s debriefings and other information obtained from the source since
mid-2000, most of which was based on the information that had been
disseminated in the TDs by the CIA. Max explained in the EC that he merely
was repeating what the CIA had previously reported in TDs, which had already
been forwarded to FBI Headquarters. He noted the agreement with the CIA
that there would not be duplicative reporting on the source’s information. He
explained the CIA was doing the primary reporting on the source debriefings
Max noted that the interview was conducted in the foreign language, and he
would read the CIA’s report of the interview (the TD) once it was completed.
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Max then listed all of the CIA’s TDs that summarized what the source had
said. '

On page 29 of this January 16 EC, Max summarized the CIA’s reporting
of what had occurred at the December 16, 2000, meeting with the source. The
EC stated the source was handed a stack of many photographs and immediately
identified the top photograph as a photograph of Khallad, the person the source
had previously implicated in the attack on the Cole. The EC stated, “At that
time it was the clear impression of [the Legat] and [the CIA officer] that both
FBIHQ CTD and NYO were receiving all of the reporting above from CIA
liaison in the U.S., as soon as it was being filed.”

- In the next paragraph of the EC, Max summarized what the CIA had
reported in the TD about the early January 2001 debriefing of the source. This
summary is contained on pages 29 through 33 of the EC. Max reported at
- length about the source’s information, and the EC provided a lengthy

description of the documents provided by the source. 'II.“'

Max discussed with the CIA case officer the complaint from FBI
Headquarters about Max’s reporting on the source. As a result, the CIA case
officer provided Max with a report of the next debriefing of the source in late
January 2001. The day after this debriefing, Max prepared a lengthy EC
summarizing this debriefing. He noted in the EC that the report was based on
the CIA’s report of an interview conducted by a CIA officer and, although Max
was present for the debriefing, he only became aware of what was said after the
CIA officer provided the report.?®’

207 Around the same time, the CIA officer sent a cable to CIA Headquarters that
described the FBI’s need for reporting directly through FBI channels, as opposed to CIA
channels. The CIA office then asked permission to provide electronic copies of TDs to Max
so that Max could send the same reporting through FBI channels.
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g. New York FBI agents’ interview of source on February
1,2001 '

Around the same time, Max was preparing for the arrival of the Cole case
agent from the FBI’s New York Field Office. The Cole case agent was
traveling to interview the source about Khallad, along with another FBI agent
who spoke one of the languages of the source and was going to assist in the
preparation of the FD-302 for the criminal investigation. Max had received a
January 17 e-mail from one of the Cole agents stating that the information
being provided by the source was very important to the FBI’s criminal
investigation of the Cole attack and discussing the arrangements for the
upcoming interview of the source by the Cole agents.

'The New York Cole agents also asked Max to prepare an FD-302
documenting Max’s personal knowledge of the source’s identification of

Khallad from the Yemeni-provided photograph on December 16. On January
24,2001, Max sent an EC to the New York Field Office and FBI Headquarters

with an attached FD-302 regarding the source’s December 16, 2000,
identification of Khallad.

On February 1, 2001, the New York Cole case agent and another agent
who spoke one of the source’s languages interviewed the source overseas.”®
The CIA case officer who had shown the Kuala Lumpur photographs to the
source in early January was also present at the interview. During the interview,
they showed the source the Yemeni-provided photograph of Khallad, which
previously had been shown to the source by the CIA officer on December 16,
2000. The source again identified Khallad in the photograph.

As discussed above, the agents had received information indicating that
Quso, who was in custody for his participation in the Cole attack, had traveled
to Bangkok and met Khallad in January 2000. The New York agents were
investigating the circumstances of that trip. The agents knew that Quso
previously had claimed that he had intended to meet Khallad in Malaysia. The

2%8 1 anticipation of the Cole agents’ interview of the source, the CIA case officer had
sent a cable asking the Bin Laden Unit to touch base with FBI Headquarters regarding the
case status and the planned trip of the New York FBI agents. The CIA case officer noted
that the source was “currently of very high interest to our [FBI] colleagues.”
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agents were concerned about Quso’s veracity and

3. OIG conclusions regarding whether the FBI was aware of
the source’s identification of Khallad in the Kuala Lumpur
photograph

spemﬁcally recalled the early January debriefing, but the docurnentary
evidence supports this conclusion. In numerous CIA and FBI documents
discussing the source and the early January debriefing, other important
information from the source is described,

I Given the

importance of that identification and the other details reported in the
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documents, we believe such information would have been included had the FBI
been made aware of the identification.

For example, as described above, in the CIA case officer’s cable
reporting the December 16 debriefing of the source during which the source
had identified Khallad in the Yemeni photograph, the CIA officer specifically
noted that ALAT heard the identification and that the identification was
repeated for the benefit of him. Max said he recalled this debriefing and the
identification of Khallad being brought to his attention by the CIA case officer.

By contrast, in his cable reporting the early January source debriefing,
the CIA case officer d1d notstate that he brougpht to the attention of Max the
identification of v . Likewise in his
cable describing the loglstlcs of the debneﬁng, the CIA case officer provided a
description of what was discussed with the source and stated that Max was
present for a significant portion of the meeting with the surce .I“I

. The documents prepared at the time by Max about the early January
debriefing also suggest that Max was not aware of the identification of Khallad
in the Kuala Lumpur photographs. For example, in response to the Cole case
agent’s January 9 e-mail specifically requesting “all [the source] knows about
Khallad,” Max did not include any information about the Khallad identification
from the Kuala Lumpur photographs. This was shortly after the early January

debriefing, and the case agent had specifically indicated his interest in any
information about Khallad.

Max’s January 16 EC to FBI Headquarters in which he described at
length what the source had reported in the early January meeting also did not
mention the identification of Khallad or that any |||j | 5EE5IEIGCGNGNGNGEEIE
were shown to the source. In addition, Max prepared an FD-302 to document
the source’s identification of Khallad from the Yemeni photograph to provide
documentation for the criminal investigation. We believe that if Max had

known of the source’s identification of [ Ul Tk

he likely would have prepared a similar FD-302 of that identification as well.

We also found that the New York Field Office agents who interviewed
the source overseas in February 2001 were not made aware of the early January
identification of Khallad. The agents insisted that they were completely
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than the Yemeni-provided photograph. In addition, we found no documentary

evidence that the New York FBI agents were even aware |
HiEEEI . D
| i L ||| ; |

Because the agents were keenly interested in Khallad and had
asked the source to confirm his identification of Khallad from the Yemeni
photograph, we believe the agents would have noted, remembered, and acted
upon any information regarding another Khallad identification. We also

- believe that had the FBI known about the identification of

I N ,
;- I s I‘ , which could

have increased the FBI’s chances of locating them before the September 11
attacks.

Due to the OIG’s lack of complete access to CIA employees and
documents, we were unable to fully examine why the CIA did not inform Max
or the New York agents that the source had identified ||| |§IEEGEG_NGGG
I N BT NI V- bclicve the FBI
should have been made aware that the joint FBI/CIA source had provided such
significant information about the person purported to be the mastermind behind
- the Cole attack. This failure demonstrated significant problems in
communication between the FBI and the CIA. However, the FBI employees’
inaccurate belief that CIA reporting in TDs was comprehensive contributed to
the FBI’s failure to obtain this critical piece of information. We discuss this
and other systemic problems that this case revealed in the analysis section of
this chapter.

D. FBI and CIA discussions about the Cole investigation in May and
June 2001

The fourth opportunity for the FBI to have acquired intelligence
information about Hazmi and Mihdhar — including Mihdhar’s possession of a
U.S. visa, Hazmi’s travel to the United States, and the source’s identification of
I N O I A TN - occurred in May and June 2001
when the CIA and FBI Headquarters discussed the status of their information
concerning the Cole attack. Once again, these discussions could have caused
the FBI and the CIA to focus on the other persons attending ||| GG
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BN - d thereby led the FBI to search for Mihdhar and

Hazmi earlier than it did. But, as we describe below, the FBI did not obtain the
critical information about the identification of ||| EGGTGTGNGNGE
BB dcspite several interactions in May and June 2001 between the FBI
and the CIA about Khallad.

1. Background

-~ a. The Cole investigation

As discussed above, the FBI’s investigation on the Cole attack was led by
the FBI’s New York Field Office.'® One of the case agents investigating the
Cole attack was an agent who we call “Scott,” and who was assigned to the
New York FBI’s counterterrorism squad that handled only al Qaeda
investigations (the “Bin Laden squad™).?!! After serving eight years in the U.S.
Navy as a fighter pilot, in April 1996 Scott became a special agent in the FBI’s
New York Office. In July 1996 he was assigned to the TWA Flight 800
investigation because of his experience as a military pilot. Shortly after the
East African embassy bombings in August 1998, he was transferred to the New
York’s Bin Laden squad to assist with the embassy bombings investigation,
and then was assigned as one of the case agents on the investigation the Cole
attack.

- The New York FBI was assisted on the Cole investigation by several
Intelligence Operations Specialists (IOS) assigned to the UBL Unit and the
Radical Fundamentalist Unit (RFU) at FBI Headquarters.

One of the primary IOSs who worked on the Cole investigation was an
IOS who we call “Donna.” She had joined the FBI in 1988 as a clerk while she
completed her college education. After graduating from college in 1995, she
entered the FBI’s language training program and became a Russian language

219 Through their work on the 1993 attack on the World Trade Center and the
subsequent discovery of the terrorist plot to attack New York landmarks, the New York FBI
became the primary office for the investigation of al Qaeda, eventually leading to the
indictment of Bin Laden in the Southern District of New York in November 1998.

' The other primary case agent on the Cole investigation was out of the country during

the events discussed in this section of the report.
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specialist working on foreign counterintelligence matters. In November 1997,
she became an Intelligence Research Specialist (IRS), and a year later was
assigned to assist the RFU on the East African embassy bombings
investigation. In 2000 she was permanently assigned as an I0S in the UBL
Unit and was assigned to work on the Cole investigation in October 2000.

With regard to Donna’s work on the Cole investigation, she stated that
she and the other UBL Unit IOSs conducted the investigation as directed by the
New York Field Office, sent out requests for information to other law
enforcement and intelligence agencies, obtained budget enhancements to
‘support the investigation, and performed other duties in support of the
investigation. She and the other UBL IOSs often traveled to New York where
they met with the Cole agents and worked on the investigation.

b. The wall and the caveat on NSA information

The information relevant to this section of the report includes NSA
information disseminated about Mihdhar in late 1999 and early 2000. As noted
in Chapter Two, by the summer of 2001 NSA counterterrorism intelligence
information could not be disseminated within the FBI without adhering to
certain procedures and protocols. At this time, the FBI was required by the

‘Department and the FISA Court to keep criminal investigations separate from
intelligence investigations, a policy which was commonly referred to as “the
wall.” Information obtained from FISA intercepts and search warrants had to
be screened by someone not involved in the criminal investigation and then
“passed over the wall” from the intelligence investigation to the criminal
investigation. The FISA Court became the screening mechanism for FISA
information obtained from al Qaeda intelligence investigations that the FBI
wanted to pass to criminal investigators. '

As described in Chapter Two, in response to notification that there had
been many errors in FISA applications approved by the FISA Court, the Court
imposed additional restrictions before information could be shared. First,
based on the FISA Court’s concerns about the errors in the FISA applications,
the FBI directed that only intelligence agents were permitted to review FISA
intercepts and materials seized pursuant to a FISA warrant (called “FISA-
obtained material”) or any CIA and NSA intelligence provided to the FBI
based on information obtained through FISA search or intercept (called “FISA-
derived” material) without further Court approval. The Court required anyone
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who reviewed the FISA-obtained or FISA-derived intelligence to sign a
certification acknowledging that the Court’s approval was required for
dissemination to criminal investigators.

Because FISA-obtained information often was passed from the FBI to the
NSA and the CIA, the question was raised to the FISA Court whether the FBI
was required to obtain certifications from all NSA or CIA employees who
reviewed the FISA-obtained material. The Court exempted the NSA and CIA
from the certification but required that the two agencies note on any
intelligence shared with the FBI if it was FISA-derived. This was referred to
as “a caveat.”

When made aware of this requirement, the NSA reported to the
Department of Justice that for the NSA to determine in real-time which
counterterrorism intelligence that it had acquired was FISA-derived would
delay dissemination of the information. As a result, the NSA decided to
indicate on all its counterterrorism intelligence provided to the FBI as being
FISA-derived so that it could not be disseminated to criminal agents or
prosecutors without approval from the NSA.*'* Therefore, when the FBI
wanted to pass this NSA intelligence to criminal investigators, it had to contact
the NSA General Counsel’s Office to determine whether the information was
in fact FISA-derived before it could be passed.?"”

2. Discussions in May 2001

In May 2001, the potential connection of ||| GGTGTEGEGNGNGE

- was again discussed by CIA personnel. FBI personnel also discussed
Khallad in reference to his nexus to the Cole attack. There were also

212 According to the NSA, its average response time to FBI requests for approval to pass
information to criminal investigators was one to five business days.

21 The NSA information concerning Hazmi and Mihdhar was from late 1999 and early
2000, and contained the initial caveat stating that information could niot be disseminated to
law enforcement officials without approval from OIPR. By the time FBI Headquarters was
dealing with this information in the summer of 2001, the new caveat was being placed on
NSA reporting, and FBI Headquarters was operating under the understanding that the NSA
General Counsel had to approve dissemination of NS A counterterrorism information to
criminal investigators. '
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discussions between the CIA and FBI in reference to the

But, as described below, the identification of
i , such as

Hazmi and Mihdhar, were not addressed during these May discussions between
the FBI and the CIA.

a. John’s inquiries about Khallad

Between the early January 2001 debriefing of the source and May 2001,
the CIA’s focus on whether Khallad, the suspected mastermind behind the Cole
attack, had attended ||} NIIEREI 2ppears to have subsided. In May
2001, John, a former Deputy Chief of the Bin Laden Unit, who by that time
was detailed to ITOS in FBI Headquarters, had continuing concerns about
’ , especially whether they had any nexus to the Cole
attack.”’* John also noted to the OIG that during this period there were
heightened concemns in the Intelligence Community about the threat of an
imminent terrorist attack in Southeast Asia.

CIA records show that on May 15, 2001, John accessed the March 2000
cable stating that Mihdhar, Hazmi, and another person had traveled to Bangkok -
from Malaysia on January 8, 2000. The cable also stated that Hazmi had left
Bangkok on January 15, 2000, flying from Bangkok to Hong Kong and then to
Los Angeles.

Around this same time in May, John began inquiring about the Malaysia -
meetings with a CTC analyst, who we call “Peter,” at CIA Headquarters. John
said he knew that Peter had been “down in the weeds” and knew the “nuts and
bolts” of the Cole investigation because Peter had been assigned to prepare a
CTC report on who was responsible for the Cole attack.

Peter told the OIG that his area of expertise and focus since August 1999
was the Arabian Peninsula. He said that because the Cole attack took place in
Yemen, he was assigned to develop an intelligence report on who was

2! John told the OIG that in this detail to the FBI he acted as the CIA’s chief
intelligence representative to ITOS Section Chief Michael Rolince. John stated that he did
not have line authority over anyone at the FBI and that his primary role was to assist the FBI
in exploiting information for intelligence purposes. '
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responsible for the Cole attack. He completed his report in January 2001,
finding that UBL/al Qaeda was circumstantially tied to the attack.’"® Peter
stated that while working on the Cole report he regularly interacted with the
IOSs in the FBI’s UBL Unit. By the spring 2001, he was no longer working
directly on the Cole attack, and had moved on to potential threats in Saudi
Arabia and Yemen. However, Peter said he had a continued interest in the
Cole information and continued to gather information on an ad hoc basis.

According to John, he and Peter discussed ||| 5EGGENGGEG, 2nd

Peter provided him with a copy of the timeline of events related to the Cole
investigation that Peter had compiled as part of his work on the Cole attack.ll:

~In addition, John said they discussed |I“'.I.“I-l” =

John and Peter were aware that Quso had stated that he was
supposed to take money to a person named “Khallad” [l but had met
him in Bangkok instead in January 2000. John told the OIG that Peter had

NI
BRI

In an e-mail to Peter in mid-May 2001, John noted that Mihdhar had

arranged his travel to Malaysia and was associated with :
| | [ |
. | 27 In

addition, John wrote that he was interested because Mihdhar was traveling with
two “companions” who had left Malaysia and gone to Bangkok, Los Angeles,
and Hong Kong and “also were couriers of a sort.” John noted in the e-mail

*!> The report did not mention Mihdhar’s visa, Hazmi’s travel to the United States.-

N
I

217 As previously discussed, after Quso was detained in Yemen, he acknowledged that
he had received $7,000 from someone named Ibrahim, which Quso asserted he took to
Bangkok, Thailand on January 6, 2000, to deliver to “Khallad,” a friend of Ibrahim’s.
Mihdhar had traveled to Bangkok on January 8.
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that “something bad was definitely up.” Peter replied in an e-mail dated May
18, “My head is spinning over this East Asia travel. Do you kriow if anyone in
[the CIA’s Bin Laden Unit] or FBI mapped this?”

b. Discussions among FBI and CIA employees

Around this same time, FBI IOS Donna and other FBI I0Ss working on
the Cole investigation were focusing on Quso’s connection to Bangkok and his
trip to deliver money to Khallad. The FBI, like the CIA, was aware that in
January 2000 [ | HIEININININENNEINE

According to an FBI document drafted by Donna in May 2001, Quso
had claimed that on January 6, 2000, he and Ibrahim Al-Nibras went to
Bangkok first but were unable to travel on to Kuala Lumpur because of
problems with their travel documents, and Khallad had traveled to Bangkok to
meet them there instead. The FBI began researching telephone numbers that
appeared to be connected to Quso’s trip and requested that several Legat
Offices contact local law enforcement authorities to obtain subscriber
information.

Donna told the OIG that she and others were tracking the information
related to the telephone numbers associated with Quso in an attempt to
determine the truth of his statements. In addition, she said that she was focused
on the identity and whereabouts of Khallad, since he was the purported
mastermind of the Cole attack. ’

At some point before the end of May 2001, John discussed with Donna
the East Asian travel of Quso. In response to Peter’s May 18 e-mail that asked
- whether anyone had “mapped” the East Asia travel, John replied in an undated
e-mail that “key travel still needs to be mapped” and stated “[Donna] sounds
really interested in comparing notes in a small forum expert to expert so both
sides can shake this thing and see what gaps are common.”

In addition to reviewing the East Asia travel of several Bin Laden

operatives in January 2000, -I..“-Iﬂ
| ] John obtained three of them. John told the OIG

that he had not read the cable stating that the joint source had identified
Khallad n the photographs, but he was aware that an identification of Khallad
in the photographs had been made. At the end of his e-mail to Peter, John
stated that he had obtained three surveillance photographs of Mihdhar in
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Malaysia, but he did not see “Khallad” in any of the photographs,

In response to John’s e-mail, Peter wrote in an e-mail dated May 24 that

he had thought one of the Il“l.llm.-.ll- Peter added

that Donna and another FBI I0S in the UBL Unit, who we call “Kathy,” were

On May 24; Donna sent John an e-mail stating that a nﬁeeting with Peter
and others was “tentatively scheduled” for May 29 for “an in depth discussion
about the Cole.”

We were unable to determine with certainty whether a meeting with
Peter, Donna, and Kathy actually took place on May 29. None of the witnesses
had notes of any such meeting, nor were there any e-mails discussing the
meeting after it would have taken place. The witnesses told the OIG that they
could not recall whether a meeting took place on May 29. For example, when
asked whether she knew Peter, Kathy told the OIG that his name sounded
familiar and that she may have met him, but she did not recall a meeting on
May 29, 2001, about the Cole investigation. A May 29 e-mail from Peter to
Mary 1ndlcates that he met with Mary earlier in the day, but 1t does not identify
the other participants or what was discussed.

2% As noted above, John was correct — Khallad was not in any of these three
photographs. After September 11 1t was learned that the person the source had identified as
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However, it is clear that at some point before the end of May 2001,
Donna became aware of the existence of the Kuala Lumpur photographs in
January 2000. Donna told the OIG that she recalled John printing one of the
CIA photographs on the printer in his office at FBI Headquarters, and Donna
acknowledged that she obtained two other Kuala Lumpur photographs from
him. According to Donna, Peter had raised the photographs in a discussion
with her prior to her obtaining the photographs from John, although she said
that she did not recall the details of their discussion about the photographs.
Donna said she did recall that, at the time, Peter had posited that one of the
photographs could relate to Quso, which if true would contradict Quso’s
statements about going only to Bangkok and not going to Malaysia. According
to Donna, the FBI was attempting to determine the veracity of Quso’s
information, so the photographs potentially were connected to the Cole
investigation. She stated, however, that outside of this potential connection,
the photographs were “another piece of a thousand things coming in” at the
time. She said that if Quso were determined to be in the photographs, then the
photographs would have become significant to the Cole investigation.

Donna also told the OIG that she did not recall a “substantive
conversation” with John about the photographs or the Malaysia meetings.
Donna told the OIG that she wrote on the back of the photographs what John
told her about the photographs, which included that “Khalid Al-Midar”
traveled from Sana, Yemen, via Dubai, to Kuala Lumpur on January 5, 2000,
and he was in Kuala Lumpur between January 6 and 8. She also wrote Khalid
Mlhdhar 's name on the back of the photograph in which he had been 1dent1ﬁed

Donna also sald that no one told her that Mihdhar had a U.S.
visa or that Hazmi had traveled to the United States.

* John told the OIG that he did not recall anything about his discussion
with Donna when he printed the Kuala Lumpur photographs for her. John said
he recalled that at the time the FBI was trylng to “nail down Quso’s story.”




John emphasized that the FBI was focused on the Cole investigation, not
the Malaysia meetings.

Peter told the OIG that he recalled talking to FBI 10Ss, including Donna,
about mapplng the telephone number information based on information

3. June 11, 2001, meeting

a. Planning for the meeting

Around the same time that Donna was discussing Quso and the Cole
investigation with Peter and John, she also-was planning a meeting at the New
York FBI Office to discuss the Cole investigation. The planned participants
for the New York meeting included personnel from FBI Headquarters, the
'CIA’s CTC, and the New York FBI agents working on the Cole investigation.
FBI documents show that Donna began organ zing the meeting as early as
May 24.

There was no record of an agenda for the meeting, and no supervisors
were involved in the preparation for this meeting or were consulted regarding
what should be accomplished at the meeting. Donna told the OIG that she
organized the meeting in an effort to consolidate information and determine
what further action was warranted on the Cole investigation. She stated that
the purpose of the meeting at the New York FBI Office was to address
unresolved issues and produce additional leads or other activities focusing on
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the Cole investigation. According to a May 24 e-mail by Donna, the meeting
was “to discuss our direction, particularly as it relates to Nashiri.””*"?

Donna stated that she planned to take the Kuala Lumpur photographs
with her to New York to find out whether the New York FBI Cole agents, who
had met and debriefed Quso, could identify him in the photographs. She said
that if Quso was in the photographs, the FBI would have reason to question
Quso’s statement that he had not gone to Malaysia but had met Khallad in
Bangkok instead.

Sometime after obtaining the Kuala Lumpur photographs from John,
Donna queried CTLink for the name Khalid al-Midhar [sic], which John had
provided to her and which she had noted on the back of one of the
photographs.””® In CTLink she discovered the NSA information from late 1999
and early 2000 referencing Mihdhar’s planned travel to Malaysia and

- . She also queried ACS about Mihdhar but did

not obtain any additional information about him.

Mary, an FBI detailee to the Bin Laden Unit who worked as a CTC desk
officer, also attended the June 11 meeting, as did Peter, the CTC analyst.’
According to Mary, Donna invited her to the meeting and told her the meeting
was intended for information sharing and as a “brainstorming session”

- Cc')ncerning the Cole investigation. Mary told the OIG she had recently been
given the assignmient by CTC management of “getting up to speed” in her

spare time on the I
. Mary said that she had not

yet begun reviewing the Malaysia meetings at the time of Donna’s invitation.

219 Abdul Rahim al-Nashiri was al Qaeda’s chief of operations in the Persian Gulf and
was suspected to have been involved in the attack on the Cole. According to Donna, at the
time he was believed to be the “on-scene commander” for the Cole attack, and the IOSs had
been assigned the task of trying to locate him based on the intelligence reporting on him. He

- has since been arrested outside the United States.

220 CTLink is a database administered by the CIA and used to disseminate information
within the Intelligence Community.
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According to Peter, the meeting was also described to him as an
“information sharing and brainstorming session” to determine whether any
further leads should be pursued. Peter said that he heard about the meeting
from Mary and contacted Donna about attending because he was interested in
learning what the New York FBI agents had uncovered in their investigation of
the Cole attack.

According to FBI personnel in New York, Donna told them that FBI
Headquarters and CIA personnel had indicated they had “information to share”
regarding the Cole investigation. The FBI New York personnel anticipated the
meeting would be a mutual exchange of information. Scott, one of the New
York case agents on the Cole investigation, said he was told that the CIA
representatives who would be attending the meeting wanted a briefing on the
Cole investigation. On his own initiative, Scott arranged for David Kelley, an
AUSA from the SDNY who was assigned to the Cole matter, to discuss with
the CIA representatives other issues related to the Cole investigation, one of
which was the impact on the prosecution if some of the targets of the Cole
investigation were captured or detained outside the United States.

b. The June 11 meeting

On June 11, the meeting was held in a conference room at the FBI’s New
York Field Office. We could not determine with certainty all the participants
at the meeting. There was no list of attendees, and the witnesses could not
recall exactly who was there. However, we confirmed that Donna, Mary,
Peter, Scott, and another New York agent assigned to the Cole investigation
- who we call “Randall,” attended. AUSA Kelley attended for part of the
meeting. Although it was unclear exactly how long the mecting lasted, the
witnesses said it lasted between two and four hours.

In interviews with the OIG, the attendees said they did not recall the
specifics of what was discussed at the meeting. The only contemporaneous .
notes from the meeting that we were able to obtain were Donna’s. Her notes
indicate that the latest developments in the Cole investigation were discussed.
The second page of the notes is labeled “to do” and referenced several items.

Randall said he recalled that at the beginning of the meeting, Scott gave
an update of the results and status of the investigation. Mary said she recalled
that the attendees “brainstormed” various issues, but she did not recall any
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significant ideas being developed during the meeting. Peter said he recalled
that the New York agents “railed” about the U.S. Ambassador to Yemen and
the lack of cooperation they believed they were receiving from the Yemeni
government. . At some point during the meeting, AUSA Kelley discussed the
feasibility of prosecution in the Cole case.

Toward the end of the meeting, Donna produced the three¢ Kuala Lumpur
surveillance photographs and asked the agents if they recognized Quso in any
of the photographs. Donna said she told the agents that the photographs had
been taken in Malaysia around the Millennium. Donna said she provided
Khalid al Mihdhar’s name to at least some of the agents present.

hppened next differ.

Scott told the OIG that after reviewing the Kuala Lumpur photographs,
the FBI agents began to ask questions, such as whether there were additional
photographs or information concerning the background on the photographs,
including questions about Mihdhar, who was in the photographs. According to
Scott, he pressed Donna an Peter for details of the Malaysia meetings.

Scott contended that Donna “refused” to provide any further information
about the photographs or the Malaysia meetings due to “the wall.” Scott told
the OIG that he previously had numerous conversations about the wall with
Donna, which had been an issue between them. He stated that during this June
11 meeting, he disputed that the wall was applicable to the information at hand
because the photographs had not been obtained as the result of a FISA Court
order, and he continued to press Donna for more information. Scott said the
meeting degenerated into an argument about the wall.

221 Only a limited number of New York agents had actually met Quso. The others
had only seen photographs of him.
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“In his initial OIG interview, Scott described the meeting as very
contentious and combative.””> In a second OIG interview, although Scott did
not characterize the meeting as having the same level of combativeness, he
contended that he pressed Donna for more information but none was
forthcoming. Scott stated he had heated telephone conversations and e-mail
exchanges with Donna over this issue after the June 11 meeting.

Donna, Mary, and Peter described the showing of the Kuala Lumpur
photographs as a sidebar to the main meeting and generally inconsequential.
- All three asserted that neither the display of the surveillance photographs nor
the meeting overall was contentious. Although Donna agreed that the FBI
agents asked further questions regarding the origin of the photographs and
asked for additional information regarding the Malaysia meetings, she =~
contended that she responded simply by saying she did not know anything
further. She told the OIG that these questions made sense to her when they
were asked, but she did not know the answers. She stated that someone asked
what kind of passport Mihdhar was traveling on, and Peter responded that it
was a Saudi passport.””® According to Donna, she had not known this
information prior to Peter stating it. Donna told us that this was the only
information volunteered by Peter, and she believed he would have provided
additional information if he knew it.

Peter told the OIG that he was not asked any questions at the June 11
meeting, he had no formal role, and he did not brief anyone on anything at the
June 11 meeting. Peter explained that it is not within his purview or authority
as an analyst to share CIA information. He said he did not recall the meeting
becoming heated or contentious. He said he did not recall any time during the

222 When we asked Scott whether an intelligence-designated agent could have been
provided the information outside the presence of the criminal agents, Scott agreed that could
have been done, but he did not think of it at the time and no one else suggested it. During
his subsequent testimony before the Joint Intelligence Committee, however, Scott said that
the wall must not have been at issue because the criminal agents could have just left the -
room and any information could have been related to an intelligence agent.

22 Donna’s contemporaneous notes reflect this information. It appears as the last entry
on the notes, indicating that this was discussed at the end of the meeting.
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meeting where Donna said, “I can’t answer that question” or directly refused to
answer a question.***

- Mary stated that she had not been “up to speed” on the case at this time,
so she was not in a position to provide information at the meeting. She stated
that she and Peter were not asked any questions during the meeting. She said
that she did not recall any serious disagreements arising during the meeting.

According to Donna, she remained in New York after the meeting,
without Peter and Mary, and she continued the discussions with the New York
agents regarding the photographs after the meeting. She said that these
subsequent conversations became fairly “heated,” as the agents pressed her
with questions such as whether there were additional photographs and any-
documentation about the photographs.**

Donna told the OIG she had provided to the agents all the information
she had received from the CIA regarding the photographs. She told us that all
she knew was that these three photographs were taken in Malaysia around the
Millennium, and one of the persons in the photographs was someone named
Khalid al Mihdhar. Donna stated she advised the agents of this and told them
that efforts would be made to obtain the requested information. She said she
was not aware that there would have been additional information to provide.
She added that she recalled having the impression that the agents did not
believe her when she said that she did not have the information about the
photographs that the agents were requesting.

, ~As discussed earlier, however, Donna had additional NSA 1nformat10n
about Mihdhar that she had d1scovered through her CTLlnk query. :

Dona. told us that she

224 As described earlier, Peter and John had exchanged several e-mails about the

Malaysia meetings and the photographs. However, it is unclear based upon the information
available to us exactly what Peter knew at this point. He said he was unable to remember
exactly what additional information he had on June 11, 2001.

225 We believe it likely that the agents were confusing the post-meeting discussions with
- the showing of the photographs at the meeting.
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could not provide this information directly to the agents working the Cole
criminal investigation due to the caveat, which prevented all NSA
counterterrorism-related intelligence information from being provided to FBI
criminal agents without approval from the NSA.**

‘Donna told us that the New York FBI primarily worked criminal
terrorism investigations and the sharing of intelligence information with the
criminal agents was often an issue. She said that some of the New York agents
had become “overly sensitive” about a perceived lack of information sharing.
Donna emphasized that any information could be shared but often a process
had to be followed before certain intelligence information could be shared with
agents working criminal investigations. She added that it was not her job to -
keep:information from the agents but instead to ensure they had the tools
necessary to do their job.

According to Donna, the only issue regarding the | Gzl

photographs would have been obtaining permission from the CIA to allow
individuals outside of the FBI to see the photographs in furtherance of the Cole
investigation, such as in interviews conducted in Yemen.””” Donna said at
some point while she was in New York, she and the agents discussed providing
the photographs to the agents working in Yemen in order to get a positive
identification of Quso in the photographs and to conduct further
investigation.””® She stated that she told the agents that she would attempt to
obtain the requisite permission to provide the photographs to the agents
working the Cole investigation in Yemen.

226 1t is important to note, however, that this NSA. information originally had been
routed not only to FBI Headquarters but also to the New York FBI Office in late 1999 and
early 2000.

227 A policy in the Intelligence Community, which is designed to protect intelligence
sources and methods, is that the originator of intelligence information controls the further
dissemination of the information. This policy is described as originator controlled, or
“ORCON.” Dissemination of ORCON information requires permission from the originating
agency to further disseminate the information outside the receiving agency.

228 Apparently unbeknownst to the involved FBI and CIA persornel, the Yemeni
authorities already had been given the photographs on January 3, 2001, six months before
anyone at the FBI received the photographs.
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Although she had no explicit discussion with John regarding the use of
the photographs, Donna stated she understood that the photographs were “not
formally passed” to the FBI when John gave them to her, but only provided for
limited use in the meeting. Therefore, Donna said she did not believe that she
could leave the photographs with the New York agents until the requisite
permission to show the photographs outside of the FBI had been obtained.

However, John told the OIG that that since the photographs had been
given to Donna, an FBI employee, they could be further distributed within the
FBI. John agreed that the photographs could not be used by the FBI in any
manner where they would be disclosed to a foreign government. For example,
he said that without approval from the CIA, the FBI agents could not keep the
photographs and show them to Quso, who was in Yemeni custody, because
Yemeni officials also would see the photographs.

c. Follow-up after the June 11 meeting

We looked for evidence as to whether Donna or the New York agents
conducted any follow-up efforts about the || Il photographs or
obtaining permission from the NSA to pass the intelligence information to the
New York agents. Donna said that she “probably” had follow-up
conversations with John, Peter, and Mary about the photographs, but she did
not specifically recall the conversations or obtaining additional information.
Mary told the OIG that she recalled conversations with Donna about obtaining
permission for the FBI to use the photographs of the Malaysia meetings in their
investigation. |

Donna stated she was not contacted by Scott after the meeting, although
she was working with another agent on the squad, who we call “Glenn,” in
connection with tracking telephone toll records. Those records related to the
Cole participants, the travel of Quso to Bangkok, and Quso’s potential travel to

- According to Scott, over the course of the summer, he had several more
conversations with FBI Headquarters asking about any additional information
on the ||| GGG, vut he was not provided any additional
information. He stated that he did not seek assistance from any supervisor in
obtaining additional information. He told us that he and the rest of the New
York Field Office had been fighting a battle with FBI Headquarters over

286



information sharing for months, and hewas dumbfounded” that he could not
obtain the information about the |JJil} J. He stated that in
hindsight he probably should have sought the intervention of a superv1sor

Documentary evidence shows that, as a result of the June 11 meeting,
Donna and the New York agents discussed the ||| EGGGTEGEGEREEE i:
several follow-up conversations. In an e-mail dated August 22 from Donna to
Glenn, she wrote that there were additional photographs of the Malaysia
meetings and that the reason that Mihdhar was of interest at the time was
- because of some threat information that led to the CIA looking at all persons
named “Khalid.” In addition, she wrote that she had received assurances that

the FBI would be able to use the [T outside the FBI.

We discuss this e-mail in further detail in the next section.

Documents also show that on August 27 Donna requested permission
from the NSA. to provide the intelligence information about Mihdhar to the
New York Cole criminal agents. However, this request carne after the FBI had
discovered on August 22 that Mihdhar might be in the United States and had
opened an investigation to determine whether he was in the country. We
discuss the events that led to that investigation and the investigative efforts of
the FBI in the next section of the report.

4. OIG conclusions on May and June discussions

While there were several interactions between FBI and CIA personnel in
May and June 2001 that could have resulted in the FBI learning more about the

_-.II-I and Mihdhar, the FBI personnel did not become

aware of significant intelligence information about Mihdhar and
--ll The fact that Mihdhar had possessed a Umted States
visa was not disclosed at this time by the CIA to Donna or the FBI. The fact
that Hazmi had been at the Malaysia meeting and then traveled to Los Angeles
also was not disclosed by the CIA. In addition, the fact that the source had
identified Khallad, the purported mastermind of the Cole bombing, from the

- A IR v as not disclosed during these

interactions.

Although Donna knew about the .I]--I-.“-

, we do not beheve that she was informed that Mihdhar had a U.S.
visa or that

R A IR Donna’s




contemporaneous notes on the back of the -I-.II- reflect

the limited information that she had obtained about the photographs and the
Malaysia meetings. The notes do not mention anything about Mihdhar’s
possession of a U.S. visa. In addition, Donna stated that she was aware of the
significance of Khallad to the Cole investigation, but the notes on the
photographs also do not mention Khallad. Moreover, John, who provided the
photographs to Donna, told the OIG he did not recall discussing the [l
B v ith her, and he did not believe that he would have
discussed with Donna that || NN EEEEIRE
because at the time he was not sure that this was true and he thought the
information was “speculative.” Although an e-mail message indicated that
Peter was planning to discuss the Khallad identification with Donna in a
meeting on May 29, we were unable to determine that this meeting actually
occurred.

It was impossible for us to determine exactly what happened at the
June 11 meeting with respect to the Illll_ll--l-lll because the
witnesses cannot recall the specifics of the discussions and there is little
documentary evidence. It is clear, howevcr that the 1nformat10n regarding

Mihdhar’s U.S. visa and the fact that |||§JIE [T
-- was not discussed at the June 11 meetmg

Donna told the agents about the photographs and provided them limited
information that she had obtained from the CIA about the photographs. Most
of the questioning about the photographs took place after the meeting, when
Peter and Mary had left. We believe those interactions after the meeting
became very contentious, with the New York FBI Wanting more information.
Donna did not provide the New York agents with the NSA intelligence

information about the Mihdhar’s -l.lll-lm
- , which she obtained through

her research. She said she did not because of the restrictions placed on sharing
such NSA information. As we discuss further in the next section, Donna
subsequently contacted the NSA in reference to having the NSA information
passed to the agents, but this did not occur until much later, on August 27,
2001.

We found little attempt by either the FBI agents or Donna after June 11
to follow up on the information about the photographs that was discussed at the
meeting. There 1s little evidence of follow-up until some time in August 2001,
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when, as we discuss in the next section, the FBI learned that Mihdhar had
recently entered the United States, and the' FBI opened an investigation to
locate him.

The interaction between the CIA and the FBI in May and June 2001 was
another failed opportunity for the FBI to obtain the critical information about
Mihdhar and Khallad. The failure of the FBI to learn about Mihdhar, [Ji
IR - his travel to the United States at that time
demonstrated significant problems in the flow of information between the CIA
and the FBI. We discuss these deficiencies in the analysis section of this
chapter. ‘

E. The FBI’s efforts to locate Mihdhar in August and September
2001

The fifth and final opportunity for the FBI to locate Mihdhar and Hazmi
occurred in late August 2001, when it was informed that Mihdhar and Hazmi
had traveled to the United States. The FBI learned in August 2001 that
Mihdhar had entered the United States in July 2001 and that Mihdhar and
- Hazmi had previously traveled together to the United States in January 2000.
On August 29, the FBI began an investigation to locate Mihdhar, but it did not
assign great urgency or priority to the investigation. The New York FBI
criminal agents who wanted to participate in the investigation were specifically
prohibited from doing so because of concerns about the wall and the
procedures to keep criminal and intelligence investigations separate. The FBI
did not locate Mihdhar before the September 11 attacks.

We review the facts surrounding the FBI’s discovery of this information
about Mihdhar and Hazmi and what the FBI did with this information in
August. We also examine the FBI’s unsuccessful efforts to locate Mihdhar
before the September 11 attacks.

1. Continuing review of the Malaysia meetings in July and
“August 2001

As discussed above, John, the CIA Bin Laden Unit Deputy Chief, was
detailed to the FBI’s ITOS in May 2001. Shortly before assuming his duties at
the FBI, John had asked CTC management to assign a CTC desk officer with
“getting up to speed” on the Malaysia meetings and determining any potential
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assignment was'given to Mary She told the OIG that “getting up to speed”
meant she would have to research and read the pertinent cable traffic as her
schedule permitted. She emphasized that her priority assignment during this
period was the credible threats of an imminent attack on U.S. personnel in
Yemen, and she said that she worked the Malaysia meetings connections to the
Cole attack whenever she had an opportunity.

In early July 2001, based on recent intelligence information, the CIA had
concerns about the possibility of a terrorist attack in Southeast Asia. On July 5,
2001, John sent an e-mail to managers at the CTC’s Bin Laden Unit noting
“how bad things look in Malaysia.” He wrote that there was a potential
connection between the recent threat information and information developed

about the I 1. In addition, he noted that in
bout the [ EIEERII. 1- addition, he noted th

January 2000 when Mlhdhar was travehng to Malay51a

Therefore, he recommended that the Cole and ;
examined for potential connections to the current threat information involving

, . He wrote, “I know your resources are strained, but if we can prevent
something in SE Asia, this would seem to be a productive place to start.” He
ended the e-mail by stating that “all the indicators are of a massively bad
infrastructure being readily completed with just one purpose in mind.”

On July 13, John wrote another e-mail to CTC managers stating that he
had discovered the CIA cable relating to the Sourcﬂile-mllﬁii%
L ]

John began the e-mail by announcing “OK. This is important.” He then
described Khallad as a “major league killer who orchestrated the Cole attack
and possibly the Africa bombings.” The e-mail recommended revisiting the

, especially in relation to any potential information on
. Significantly, John ended the e-mail asking, “can this [information]
be sent via CIR to [the FBI]?”

Despite John’s recommendation that this information be forwarded to the
FBI in a CIR, we found no evidence indicating that the CIA provided this
information to the FBI until August 30, 2001, which, as we describe below,
was after the FBI learned about Mihdhar’s presence in the United States.
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In a response e-mail dated July 13, 2001, a CTC Bin Laden Unit
supervisor stated that Mary had been assigned to handle the request for
additional information on the Malaysia meetings. In addition, the e-mail stated
that another FBI detailee to the CTC, Dwight, who was out of the office at the
time, would be assigned to assist Mary upon his return.

Later in July, Mary drafted a cable to another CIA office requesting
follow-up information about the Malays1a meetlngs E

A week later the CTC supervisor forwarded the cable
to John for his review prior to release, and the cable was sent to the office to
which it was addressed three days after that.

On the same day she drafted the cable referencing the source’s
identification of Khallad, Mary located one of the CIA cables referencing
Mihdhar’s possession of a U.S. visa. On the same date, Mary also reviewed
the CIA cable that stated this visa 1nf0rmat10n had been passed to the FBI in
January 2000.

- In early August, Mary and Donna continued to discuss the ||| INIGIHIE
| 'In an e-mail on August 7 from Donna to Mary, Donna requested

a copy of the flight manifest for Mihdhar’s January 2000 trip to Malaysia in
order to determine whether |_| had traveled with Mihdhar. She also asked,
“if we could get the pictures cleared to show Il ”*° She continued, “the
reasoning behind this would be that first, we do not have a concensous [sic]
that the individual with Midhar [sic] is in fact B . . - [sccond] to
determine if I-l can identify Midher by an other [sic] name.” Donna then
discussed her continuing efforts to track telephone number information
developed in the investigation. “At the close of the e-mail, Donna wrote, “I plan
to write something up, but perhaps we should schedule another sit down to
compare notes on both sides. Let me know.”

229 A5 discussed above, we found no evidence that this information had, in fact, been
provided to the FBI. .

230 Apparently the desk officer was unaware that clearance had been received and that
the photographs had been shared with Yemeni officials.
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In a response e-mail on the same date, Mary wrote, “okay, all sounds
good.” Mary also wrote that she thought Donna had Mihdhar’s flight manifest
because John had mentioned it, but Mary indicated she would find the
manifest. She wrote, “I think we will be able to clear the pictures, they are for
passage to Quso, right?” Mary also asked whether the FBI would be able to
meet with Quso again. Mary ended the e-mail, “I think a sit down again would
be great” and mentioned the potential logistics of arranging the meeting.

In another e-mail exchange on August 7, Donna thanked Mary and
advised her that the FBI would again have access to Quso. Donna continued
by stating that the ||| | NTEGEGNGGEEGNGETI 2150 would be passed to a
foreign government because Quso was currently in its custody. She stated that
John could call if he had any questions. Donna tentatively scheduled a meeting
with Mary at FBI Headquarters on August 15, 2001. However, it appears that -
the meeting did not take place.””

2. Discovery of Mihdhar’s entry into the United States

On August 21, Mary located the CIA cables referencing Hazmi’s travel
to the United States on January 15, 2000.>* Mary checked with a U.S.
Customs Service representative to the CTC about Hazmi’s and Mihdhar’s
travel. She discovered that Mihdhar had entered the United States on July 4,
2001, and had not departed. In addition, she confirmed that Hazmi had
traveled to the United States in January 2000.

Mary immediately relayed to Donna in a voicemail message on )
August 21 that Mary had something important to discuss with her. Donna was
on annual leave on August 21. Mary told the OIG she did not have an

21 Mary told the OIG that she took a week of annual leave during August, which she
thought was during that week, and she thought that the meeting therefore had not occurred.
Although the e-mail references a meeting, Mary and Donna both told us that they had no
recollection of any meeting on August 15 or any one prior to August 22.

32 Mary was copied on an e-mail from John to Peter in mid-May, 2001, in which John

discussed the travel of Mihdhar and others who appeared to be “couriers on a sort.” In this
e-mail John stated, among other things, that “Nawaf” [Hazmi] had traveled with someone
from Bangkok to Los Angeles to Hong Kong. Mary stated to the OIG that she received this
e-mail before she was “up to speed” on the Malaysia meetings.
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opportunity to focus on the Malaysia meetings until August, but upon
discovering on August 21 that Hazmi had traveled to the United States “it [the
importance of the information] all clicks for me.”

On August 22, Mary met with Donna at FBI Headquarters and informed
her of Mihdhar’s July 4 entry and Hazmi’s travel to the United States in March
2000.>** Donna verified in INS indices Mihdhar’s recent entry. She also
learned that both Mihdhar and Hazmi had entered the United States on January
- 15,2000, and that they were allegedly destined for the Sheraton Hotel in Los

- Angeles, California. The INS records showed Mihdhar had departed the
- United States from Los Angeles on June 10, 2000, on Lufthansa Airlines. No
departure record could be located for Hazmi. An INS representative advised
- Donna that departure information often was not captured in INS indices.***

- Therefore, she incorrectly surmised Hazmi had also departed on June 10,
2000.%*

Further INS indices checks confirmed Mihdhar had re-entered the U.S.
on July 4, 2001, at the JFK Airport in New York, allegedly destined for the
“Marriott hotel” in New York City. By the terms of his entry, Mihdhar was
authorized to remain in the United States until October 3, 2001. The INS had
no record indicating Mihdhar had departed the United States as of August 22,
2001.

Mary and Donna met with John on August 22 in his office at FBI
Headquarters to discuss their discovery that Mihdhar recently had entered the

United States and there was no record of his departure. All of them said they
could not recall the specifics of the conversation, but all agreed that they

233 There is some discrepancy in witness statements on whether this meeting occurred
on August 22 or August 23. Although it is unclear on which date this meeting occurred, we
believe the meeting occurred on August 22, 2001.

% The problem of INS departure records not being complete or accurate is described in

an August 2001 OIG report entitled “The Immigration and Naturalization Service’s
Automated 1-94 System.”

3 Tnvestigation conducted after September 11 found that Hazmi had remained in the
United States.
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realized it was important to initiate an investigation to determine whether
Mihdhar was still in the United States and locate him if he was.

On August 22, 2001, Donna sent an e-mail to the New York FBI Special
Agent who we call “Glenn.” He 'was one of the agents assigned to the Cole
investigation. In the e-mail, Donna advised Glenn that she had obtained
Mihdhar’s flight manifest. Donna also wrote, “the reason they [the intelligence
community] were looking at Midhar [sic] is relatively general -- basically they
were looking at all individuals using the name Khalid because of some threat
information.” Significantly, the e-mail also advised that the CIA had
additional surveillance photographs beyond those she had taken to New York,
and the source had identified one of the individuals in these additional
photographs as Khallad. Donna said that she was “requesting the details on
that [Khallad’s identification].” Donna also stated in her e-mail that the -

clearance to show the | NN NN RN U N <0

not be a problem.”*

This e-mail was the rst eferencewe identified that the FBI had been
informed of additional | ‘

|

After her meeting with Donna on August 22, 2001, Mary asked another
CTC officer to draft a CIR to the State Department, INS, U.S. Customs
Service, and FBI requesting the placement of Mihdhar and his iravel
companions, Hazmi and Salah Saeed Muhammed bin Yousaf, on U.S.
watchlists.””” The CIR briefly outlined Mihdhar’s attendance at the Malaysia
meetings and his subsequent travel to the U.S. in January 2000 and July 2001.
On August 24, the State Department placed Mihdhar and his travel companions

236 Donna was unable to recall how she first discovered the information on the Khallad
identification. We were unable to find any documents or other evidence clarifying this
1Ssue.

237 At this time, several agencies maintained separate watchlists. The State Department
watchlist was the VISA/VIPER system. Within VISA/VIPER, the TIPOFF system focused
on suspected terrorists. The INS maintained the LOOKOUT system, which was also
available to the Customs Service through TECS.
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on its terrorism watchlist. This is the first record of the placement of Mihdhar
or Hazmi on any U.S. watchlist.

On August 23, 2001, Donna contacted the State Department and
requested a copy of Mihdhar’s most recent visa application from the U.S.
Consulate in Jeddah, Saudi Arabia.

3. The FBDI’s intelligence inves'ti;gation on Mihdhar

a. Steps to open the investigation

On August 23, Donna contacted her SupeI‘VlSOI' an SSA who we call
“Rob,” regarding the information about Mihdhar’s travel to the United States.
As discussed in Chapter Three, Rob was the acting Unit Chief of the UBLU at
the time.>*

After reviewing the information, Rob concurred with Donna that the
appropriate course of action would be to-open an intelligence investigation in
New. York, Mihdhar’s last known destination in the United States, to locate
Mihdhar.

To expedite the investigative process and provide a “heads up [alert]” to
the New York Field Office that the information was coming, on August 23
Donna telephoned an agent on the Bin Laden squad in the New York Field
Office who we call “Chad.” To comply with the wall, the New York Field
Office had designated agents as either “criminal” or “intelligence,” and Chad
was an intelligence agent. Donna discussed with Chad Mihdhar’s most recent
entry into the United States and FBI Headquarters’ request for the New York
office to open a full field intelligence investigation to locate Mihdhar. Donna
told the OIG that she did not normally telephonically contact the field on these
types of issues, but there was some urgency to her request because the FBI did
not want to lose the o portumty to 1ocate Mihdhar before he left the United
States. ‘ : }

238 He was the acting Unit Chief of the UBL from June 28, 2001, until September 10,
2001.
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Chad told the OIG that although he routinely worked with Donna, this
was the first time that Donna had relayed a need for urgency in an intelligence
investigation. Chad told us, however, that he questioned both the urgency and
the need for a separate intelligence investigation. Chad explained that the
attempt to locate Mihdhar seemed to relate to the criminal investigation of the
Cole attack, and efforts to locate an individual normally would be handled
through a sub-file to the main investigation and not as a separate full field
investigation. Nevertheless, he told Donna that New York would open an
intelligence investigation. '

-On August 23, Donna sent an e-mail to John concerning her telephone
conversatlon with Chad She adv1sed n the e-mail that [Chad] will open an -
“intel[ligence] case.” ’

She wrote, “I am still looking at intel, but I think we have more of a definitive
connection to the Cole here than we thought.” She ended by stating that she
was working on the EC requesting a full field investigation, but doubted that it
would be completed that day.

On August 27, Donna requested permission through the NSA
representatlve to the FBI to pass to the FBI agents working on 1 he Cole

1nvest1gat10n the information
- . Donna told the OIG

that she thought t] that the NSA information on Mihdhar could be useful to the
Cole criminal investigators, even if the Mihdhar search remained an
intelligence investigation.

On the moming of August 28, Donna sent Chad a draft copy of an EC
requesting the intelligence investigation to locate Mihdhar. In the cover e-
mail, Donna stated, “here is a draft” and that the EC had not been uploaded due
to some tear line information that was not yet approved for passage.”” She
concluded, “I do want to get this going as soon as possible.”

The EC, entitled “Khalid M. Al-Mihdhar” with various aliases, stated in
the synopsis, “Request to open an intelligence investigation.” The EC outlined
Mihdhar’s travel to the United States in July 2001, his previous travel to the

239 According to the NSA, the request was approved later that same day.
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United States with Hazml nJ anuary 2000 the background on and his

by the source, Donna told the OIG that she did not include this 1nformat10n
because it had not yet been officially passed to the FBI, although she had
requested the passage from a CTC Representative to the FBL.**

While Donna had relayed urgency to opening the investigation in her
telephone conversation with Chad and in her cover e-mail, she designated the
EC precedence as “routine,” the lowest precedence level.**! She explained this
by saying this case was “no bigger” than any other intelligence case. She also
told us, however, that there was a time consideration because Mihdhar could be
leaving the United States at any time and that is why she had personally
contacted Chad.

b. The FBI opens the intelligence investigation

On August 28, Chad forwarded Donna’s draft EC to his immediate
supervisor, a Supervisory Special Agent who we call “Jason.” Jason became a
supervisor on the JTTF in the New York Field Office in 1996. He had been on
the New York JTTF since 1985.

- At approximately 2:00 p.m. on August 28, Jason forwarded the EC to
various agents on the Bin Laden squad, including the Cole criminal case agent
who we call “Scott.” In the cover e-mail, Jason directed the Relief Supervisor,
who we call “Jay,” to open an intelligence investigation and assign it to a
Special Agent who we call “Richard.” Jason also directed another agent to

' 249 This information officially was passed to the FBI in a CIR on August 30, 2001.

41 As discussed in Chapter Three, ECs are marked with a precedence level based on an
escalating scale beginning at “routine;” “priority,” connoting some urgency; and
“immediate,” connoting the highest level of urgency.
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check on an investigative lead related to Mihdhar while the agent was in
Malaysia.***

Scott received the EC on August 28. Scott, who had been at the June 11
meeting and had discussions with Donna about the ||| EIINGNGEGERNGE.
contacted Donna to discuss the appropriateness of opening an intelligence
investigation as opposed to a criminal investigation. Donna told the OIG that
when she realized that the EC had been disseminated to Scott, she asked Scott
to delete it because it contained NSA information and therefore required
approval for review by criminal agents. Scott told the OIG that he deleted the
EC as:she requested.

 Shortly thereafter, Scott, Donna, and Rob engaged in a conference call to
discuss whether the case should be opened as a criminal instead of an
intelligence investigation. Scott told the OIG that he argued that the
investigation should be opened as a criminal investigation due to the nexus to
the Cole investigation and the greater investigative resources that could be
brought to bear in a criminal investigation. Scott explained that more agents
could be assigned to a criminal investigation due to the squad designations. He
also asserted that criminal investigation tools, such as grand jury subpoenas,
were far quicker and easier to obtain than the tools available in an intelligence
investigation, such as a national security letter.

Donna told the OIG that the information on Mihdhar was received
through intelligence channels and, because of restrictions on using intelligence
information, could not be provided directly to the criminal agents working the
Cole investigation. The only information that could be provided directly to
them was the limited INS information. She stated that without the intelligence
information on Mihdhar, there would have been no potential nexus to the Cole
investigation and no basis for a criminal investigation. Rob told the OIG he
had concurred with Donna’s assessment that the matter should be an
intelligence investigation. He added that there was also a process through

242 Jason told the OIG that he did not specifically recall this e-mail. He said he was out
of the office the majority of the time from June until September 11, 2001, due to a serious
medical condition, and he did not return to work full-time until September 11, 2001.
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which the information could potentially be shared with the criminal agents in
the future.””

- Scott was not satisfied with that response, and he asked for a legal
opinion from the FBI’s National Security Law Unit (NSLU) whether the
investigation should be opened as a criminal matter relating to the Cole
criminal investigation. Additionally, Scott wanted a legal opinion on whether a
criminal agent could accompany an intelligence agent to interview Mihdhar if
he was located.

According to Donna, she subsequently contacted the NSLU attorney who
we call “Susan” on August 28, and she and Rob discussed the issue with Susan.
It is unclear how she presented the matter to Susan because there were no
- documents about the conversation and she and Susan had little or no
recollection of the specific conversation. Donna told the OIG that she provided
the EC to Susan. According to Donna, Susan agreed with her that the matter
should be opened as an intelligence investigation. Donna said Susan also
advised that a criminal agent should not be present for an interview of Mihdhar
if he was located. During an OIG interview, Susan said she could not
specifically recall this matter or the advice she gave. Rob told the OIG that he
did not recall the specifics of this consultation, but he stated that the NSLU
opinion was supportive of FBI Headquarters’ determination that the case
should be opened as an intelligence investigation.

At approximately 7:30 a.m. on August 29, Donna sent an e-mail to Jason,
which stated: '

I think I might have caused some unnecessary confusion. I sent

- the EC on Al-Midhar [sic] to [Chad] via email marking it as
DRAFT so he could read it before he went on vacation. There is
material in the EC...which is not cleared for criminal
investigators. [Scott] called and [Rob] and I spoke with him
and tried to explain why this case had to stay on the intel. side of
the house...In order to be confident...for this case to be a 199,

243 Rob told the OIG that the squad’s Supervisory Special Agent acted as “the wall”
between intelligence and criminal investigations during this period, and Jason could
subsequently open a criminal investigation if warranted.
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and to answer some questions that [Scott] had, [Rob] and I
spoke with the NSLU yesterday afternoon®*...The opinicn is as
follows: Al-Mihdar [sic] can be opened directly as a FFI [Full
Field Investigation]...The EC is still not cleared for criminal
investigators...Per NSLU, if Al-Mihdar [sic] is located the
interview must be conducted by an.intel agent. A criminal agent
CAN NOT be present at the interview. This case, in its entirety,
is based on intel. If...information is developed indicating the
existence of ‘a substantial federal crime, that information will be
passed over the wall according to the proper procedures and

* turned over for follow-up criminal investigation.**®

Approximately 15 minutes after sending the e-mail to Jason, Donna sent
an e-mail to Scott with the same language advising that the NSLLU agreed the
investigation should be an intelligence investigation and a criminal agent could
~ not attend the interview if Mihdhar was located. That same morning, Scott
responded in an e-mail to Donna stating:

...where is the wall defined? Isn’t it dealing with FISA
information? I think everyone is still confusing this
issue...someday someone will die — and wall or not — the public
will not understand why we were not more effective and
throwing every resource we had at certain ‘problems.’ Let’s
hope the National Security Law Unit will stand by their
decisions then, especially since the biggest threat to us now,
UBL, is getting the most ‘protection’.

Later that morning, Donna replied in an e-mail:

I don’t think you understand that we (FBIHQ) are all frustrated
with this issue. I don’t know what to tell you. I don’t know
how many other ways I can tell this to you. These are the rules.

2% Rob told the OIG that he could not recall whether he had talked to anyone from the

NSLU about this issue.

2% Rob told the OIG that the New York Field Office technically could have ignored
Headquarters’ recommendation and opened a criminal investigation. However as a practical
matter, the field would not normally ignore Headquarters’ decision. '
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NSLU does not make them up and neither does UBLU. They
are in the MIOG?**® and ordered by the [FISA] Court and every
office of the FBI 1s required to follow them including FBINY ...

4. The New York Field Office’s investigation

On August 29, 2001, the FBI’s New York Field Office opened a full field
intelligence investigation to locate Mihdhar. The investigation was assigned to
a Special Agent.who we call “Richard.” Richard was a relatively
inexperienced agent, who had recently been transferred to the Bin Laden
squad.*”’ This was Richard’s first intelligence investigation.

On August 29, Donna received Mihdhar’s visa application from the U.S.
Consulate in Jeddah. The application indicated that Mihdhar planned to travel
“as a tourist to the United States on July 1, 2001, for a purported month long -
stay. On the application, Mihdhar falsely claimed that he had not previously
applied for a U.S. non-immigrant visa or been in the United States.?*®

On August 30, 2001, Donna sent an e-mail to Richard. After a paragraph
introducing herself, Donna advised she was attaching Mihdhar’s visa
application form, which included Mihdhar’s photograph, and that she would be
faxing the remaining documents. Donna stated she would send a couple of
pages from the Attorney General Guidelines “which apply to your case” and
then she would mail the documents.

Richard told the OIG that on August 30, he received a telephone call
from Donna in reference to the investigation. He said that Donna said the goal
of the intelligence investigation was to locate and identify Mihdhar for a

#% The MIOG is the FBI operational manual - Manual of Investigative Operations and

Guidelines. Donna asserted this reference actually related to the Attorney General’s FCI
Guidelines that are contained in the MIOG.

27 Richard began working in the New York Field Office after graduating from the FBI

Academy in June 2000. After serving briefly on an applicant squad, a drug squad, anda
surveillance squad, Richard was assigned to the UBL squad in July 2001.

2% Donna said she did not notice this discrepancy. As we discuss below, neither did the
New York FBI '
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potential interview. According to Richard, Donna did not indicate the
investigation was an emergency or identify any other exigent circumstance.

On August 30, 2001, the CIA sent a CIR to the FBI outlining the
identification of “Khallad” from one of the -..II-
" I i» January 2001 by the source. The first line of the text stated the
information should be passed to Rob. The CIA cable stated the FBI should

advise the CIA if the FBI did not have the. -ﬂ-_.ll- so they

may be provided. This is the first record documenting that the source’s

identification of Khallad in the || NI v s provided by

the CIA to the FBI.

Richard told the OIG that he began to work on locating Mihdhar on
September 4. He stated that he had received the assignment on Thursday,
August 30, but he worked all weekend and Monday on another exigent
investigative matter involving a Canadian hijacking. As aresult, he said he did -
not have the opportunity to begin work on the Mihdhar investigation until
Tuesday, September 4.

On September 4, Richard completed a lookout request for the INS,
identifying Mihdhar as a potential witness in a terrorist investigation. Due to
his unfamlharlty with completing the lookout form, Richard contacted an INS
Special Agent who was assigned to the FBI’s JTTF in New York. We call this
Special Agent “Patrick.” The INS lookout form has a box indic ating whether
the individual was wanted for “security/terrorism” reasons. Richard did not
check this box. He said that he thought Patrick told him to identify the subject
on the form as a witness, not a potential terrorist, to prevent overzealous
immigration officials from overreacting. By contrast, Patrick, who was
assigned to the JTTF since September 1996, told us that he did not provide this
advice to Richard and he always checked the security/terrorism box whenever
he completed the lookout form for a potential witness in a terrorism
investigation.

However, Richard asked Patrick to review the lookout request form for
completeness, and Patrick sent the form to INS Inspections for inclusion in the
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INS lookout system, without making any changes.* During his initial

interview with the OIG, Richard asserted that he also asked Patrick to review
and explain Mihdhar’s travel documents, including the INS indices printouts
and the visa application. In a follow-up interview, Richard said he could not
definitively recall whether he had actually provided the predicating materials to
Patrick or whether he merely had Patrick review the INS lookout request form.

- ~Patrick told the OIG that he recalled this request because it was the first
one from Richard and because of Mihdhar’s subsequent involvement in the
- September 11 attacks. Patrick stated that he had not reviewed the predicating
materials, but had only checked the request form for completeness. He added
that if he had been shown any of the predicating materials on Mihdhar’s travel,
the review would only have been cursory. Patrick and Richard both
acknowledged that they did not notice the false statements on Mihdhar’s visa
application.

Richard also contacted a U.S. Customs Service representative assigned to
the JTTF and verified that a TECS lookout was in place for Mihdhar. Richard
conducted other administrative tasks such as uploading the initial information
about Mihdhar into ACS.

On September 4, Richard requested a local criminal history check on

- Mihdhar through the New York City Police Department. Richard told the OIG

- that he initially focused on Mihdhar, since he was captioned as the subject of
the investigation in the predicating EC. After reviewing the EC several times,
Richard noted the connection to Hazmi, so he conducted the same record

checks on Hazmi as he had on Mihdhar. On September 5, Richard requested
an NCIC criminal history check, credit checks, and motor vehicle records be
searched in reference to Mihdhar and Hazmi.

On September 5, Richard and another JTTF agent contacted the loss
prevention personnel for the New York area Marriott hotels, since Mihdhar had
indicated when he entered the United States in July 2001 that his destination

249 Ppatrick explained that agents often provided just the information and he completed
the lookout form, but “new” agents often completed the form themselves. Patrick estimated
he received approximately 10 lookout requests each month.
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was the Marriott hotel in New York. Richard learned that Mihdhar had not
registered as a guest at six New York Clty Marriotts.

Richard stated he also conducted Choicepoint™ searches on Hazmi and
Mihdhar.®*® Richard said he recalled he had another JTTF officer assist him
with the searches because he was not familiar with the system. Richard did not
locate any records on either Hazmi or Mihdhar in Choicepoint™.*' Richard
told the OIG that it was not uncommon not to find a record because of
variations in spelling of names or other identifying information.

 Hazmi and Mihdhar had traveled to Los Angeles, California on January
1, 2000, via United Airlines, and INS records indicated that they claimed to be
destined for a “Sheraton hotel” in Los Angeles. Therefore, on September 10,
2001, Richard drafted an investigative lead for the FBI Los Angeles Field
Office. He asked that office to request a search of the Sheraton hotel records
concerning any stays by Mihdhar and Hazmi in early 2000. He also requested
that the Los Angeles office check United Airlines and Lufthansa Airlines
records for any payment or other information concerning Mihdhar and Hazmi.
However, the lead was not transmitted to Los Angeles until the next day,
September 11, 2001.

By the morning of September 11, when the American Airlines flight 77
that Mihdhar and Hazmi hijacked and crashed into the Pentagon, Richard had
not uncovered any information regarding Mihdhar’s or Hazmi’s location in the
United States.

5. OIG conclusions on the intelligence investigation

Although FBI and CIA personnel had many discussions throughout July

and August 2001 about the Cole attacks [ TN, ¢ c12

250 Choicepoint™ is a commercial service that mines information such as names,
addresses, phone numbers, and other identifying information from public sources (such as
telephone directories, local taxing authorities, and court records), as well as purchase
information from merchants or other companies. The information is then consolidated into a
large database and is accessible to law enforcement and other subscribers for a fee.

231 After September 11, however, the FBI located records on Hazmi in this commercial
database.
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did not provide and the FBI did not become aware of the significant
intelligence information about Mlhdhar s U.S. visa, the Malaysian matter, and
the || G . until August 22,
2001. In May 2001, one detallee to the CTC was assigned to “get up to speed”
on the Malaysian matter in her spare time but said she had been unable to focus
on the matter until August 2001. On July 13, even after John had suggested in
an e-mail to the CTC that the [ IR
I 0 passcd to the FBI via CIR, this was not done for several weeks.
The CIR was not sent to the FBI until August 30, after the FBI learned of
Mihdhar’s presence in the United States.

The CIA also did not provide to the FBI the information about Hazmi’s
travel to the United States in January 2000 until August 22. Donna stated that
she did not receive this information until August 22, and her actions upon
receipt of the information clearly indicate that she understood the significance
of this information when she received it. She took immediate steps to open an
intelligence investigation when she learned of this information.

On August 22, once the FBI was aware of the intelligence information
about Mihdhar and that he was in the United States, the FBI took steps to open
an intelligence investigation to locate him. Yet, the FBI did not pursue this as
an urgent matter or assign many resources to it. It was given to a single,
inexperienced agent without any particular priority. Moreover, the dispute
within the FBI about whether to allow a criminal investigation to be opened
again demonstrated the problems with the wall between criminal and
intelligence investigations. The FBI was not close to locating Mihdhar or
Hazmi when they participated in the terrorist attacks on September 11, 2001.
In the analysis section of this chapter, we address in more detail the FBI’s
decision to open the matter as an intelligence investigation instead of a criminal
investigation, and the inadequacy of the FBI’s efforts to investigate Mihdhar in
late August and early September 2001.

F. Summary of the five opportunities for the FBI to learn about
Mihdhar and Hazmi

In summary, there were at least five opportunities for the FBI to have

learned about Mlhdhar and Hazml m-.ll
R -4 their presence in the Uni ted States, well

before the September 11 attacks First, in early 2000, the FBI received the
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NSA information about Mihdhar’s planned travel to Malaysia. Although the
CIA informed the FBI of the Malaysia meetings in January 2000, the existence
of Mihdhar’s U.S. visa and the surveillance photographs was not disclosed to
the FBI. FBI detailees at the CTC read the pertinent CIA cable traffic with this
information and drafted a CIR to pass this information to the FBI. But the CIR
was not released to the FBI, purportedly at the direction of a CIA supervisor,
and the FBI did not learn of this critical information until August 2001. In
addition, in March 2000 a CIA office discovered that Hazmi had traveled to the
United States in January 2000, but no one from the CIA shared this information
with the FBIL. :

Second, in February 2000, Mihdhar and Hazmi moved to San Diego,
where they were aided in finding a place to live by the former subject of an FBI
preliminary inquiry. In May 2000, Hazmi and Mihdhar moved in with an FBI
asset in San Diego, California. However, the FBI did not learn of this
information until after the September 11 attacks.

Third, in early J énuary 2001, the CIA showed [ §IEEGEGGGENG
@toa jOlIl'[ CIA/FBI source, and the source stated that

[

| , Wthh could have led the FBI to
1dentify and:locate Mlhdhar However we concluded that, despite the CIA’s

assertions, | NN T A - o

known by the FBIL

Fourth, in May-and June 2001, due to concerns about possible terrorist
activities, CIA employees were again examining the ]
I 1i:2mi’s and Mihdhar’s travel (including Hazmi’s travel to Los
Angeles), and | SRR .
At the same time, these CIA employees were discussing with FBI employees
the Cole investigation and the 'l-mll--ll Yet, despite these
interactions between the two agencies on the telephone, in e-mails, and in a
June 11 meeting in New York, the FBI never was informed of the critical
intelligence information that ||} T -.II_
‘with Mihdhar, and that Hazmi had traveled to the United States.

Again, this information could have led the FBI to initiate a search for Hazmi
and Mihdhar earlier than it eventually did.
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Fifth, in July 2001 a former Bin Laden Unit Deputy Chief who was

workmg in ITOS 1n FBI Headquarters confirmed that | -_

IR 2nd wrote in an e-mail to CTC
managers that this information needed to be sent in a CIR to the FBI.
However, this information was not sent in a CIR to the FBI until several weeks
later. On August 22, an FBI employee detailed to the CTC notified the FBI
that Mihdhar had entered the United States on July 4, 2001. The FBI began an
intelligence investigation to locate Mihdhar and Hazmi. However, the FBI
assigned few resources to the investigation and little urgency was given to the
investigation. The FBI was not close to locating Mihdhar and Hazmi before
they participated in the September 11 attacks.

IV. OIG’s analysis of the FBI’s handling of the ihtelligence information
concerning Hazmi and Mihdhar ‘

We found systemic and individual failings in the FBI’s handling of the
Hazmi and Mihdhar matter. As a result of these failings, there were at least
five opportunities for the FBI to connect information that could have led to an
earlier investigation of Hazmi and Mihdhar and their activities in the United
States. ,

In this analysis section, we first discuss the systemic problems involving
the breakdowns in the gathering or passing of information about Hazmi and
Mihdhar between the FBI and CIA. We then turn to the problems in handling
intelligence information within the FBI. Finally, we discuss the actions of
individual FBI employees in handling information about Hazmi and Mihdhar
information.

In this section, we do not make recommendations regarding the actions of
the CIA and its employees. We believe the CIA shares a significant
responsibility for the breakdowns in the Hazmi and Mihdhar case, and that
several of its employees did not provide the intelligence information to the FBI
as they should have. We leave it to the CIA OIG, the entity with oversight
jurisdiction over the CIA and its employees, to reach conclusions and make
recommendations on the actions of the CIA and its employees.
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A.  Systemic impediments that hindered the sharing of information
between the CIA and the FBI

The most critical breakdown in the Hazmi and Mihdhar case was the
failure of the FBI to learn from the CIA critical information about them; their

travel to the United States; -.-I_

] These breakdowns reflected serious problems
in the process before the September 11 attacks for sharing information between

the FBI and the CIA.

The FBI failed to receive from the CIA three critical pieces of
intelligence about Mihdhar and Hazmi in a timely manner:

e Mihdhar’s possession of a valid, multiple-entry U.S. visa;

e Hazmi’s travel to the United States; and

The CIA became aware of these three pieces of intelligence in January
2000, March 2000, and January 2001. Despite claims to the contrary, we
found that none of this information was passed from the CIA to the FBI until
August 2001. Although the CIA failed to timely pass this information to the
FBI, there were several opportunities for the FBI to have obtained this
information in other ways. But significant systemic problems, which we
describe below, hindered the flow of information between the CIA and the FBI.

1. Use of detailees

One of the most significant opportunities for the FBI to have obtained the -
~ intelligence information relating to Hazmi and Mihdhar was through the FBI
detailees at the CTC. As discussed above, the FBI detailees to the CTC had
access to CIA cable traffic and could read the cables that discussed Mihdhar’s

U.S. visa, the surveillance of the meetings | -Iml in Malaysia,
d the

Hazmi’s subsequent travel to the Umted States, ar
IR scvoal of the FBI detailees accessed
and read some of these eables Slgmﬁcantly, mn January 2000, one detailee,
Dwight, prepared a draft CIR to pass to the FBI the information about
Mihdhar’s visa, I I R, 2nd his travel to Malaysia. The FBI
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should have been informed of this information because of its clear domestic
nexus.

However, the CIR was never sent to the FBI. According to a note on the
CIR, John, a Deputy Chief of the Bin Laden Unit, directed that the CIR be
placed on hold, and FBI detailees did not have authority to disseminate CTC
information without approval from the CIA. Eight days later, Dwight inquired
about the disposition of the CIR through an e-mail to John asking whether
anything needed to be changed on the cable. However, this e-mail failed to
prompt further action on this CIR. The witnesses we interviewed had no
recollection of the CIR and why it was not sent. We found no further record
that anything was done with regard to the CIR.

In our view, the CIA should have sent the CIR to the FBI because of the
important information it contained, and the FBI detailee should have followed
up to ensure that it was sent. While we found evidence that Dwight inquired
about its status at least once, there is no evidence that he took any other action
to ensure that the information was sent to the FBI, including inquiring with
other CTC supervisors about the need to send the cable to the FBI.

In reviewing the actions of the detailees, we found that the FBI lacked
clear guidance on the role and responsibilities of FBI detailees to the CTC’s
Bin Laden Unit. This led to inconsistent expectations about what they were
supposed to be doing at the CTC. Our review of the documents and interviews
with the five FBI detailees to the CTC’s Bin Laden Unit found that none of
them had defined duties that were clearly understood, either by them or FBI
managers. Nor were there any memoranda of understanding (MOU) between
the FBI and the CIA setting out the job duties and responsibilities of any of the
detailees.”**

Moreover, we asked the FBI for the performance appraisals for all five of
the detailees to the Bin Laden Unit during this period, and we received

22 We asked both the FBI and the CIA for any memoranda of uniderstanding between
the agencies specifying the job duties of any of the detailees. The only MOUs we received,
which were provided by the CIA, related to the administrative nature of the details, such as
time and attendance reports, travel and training expenses, security clearances, and medical
coverage. The MOUs did not address their substantive duties or responsibilities.
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appraisals for three of them. They revealed that the FBI detailees were
evaluated based on the elements for their positions at the FBI, not based on
whatever they were supposed to be doing while working at the CTC.** The
FBI was unable to provide any other documents defining or outlining the roles
or responsibilities of these detailees.

We also interviewed the detailees about their understanding of their roles
and responsibilities at the CTC. They stated that they were not given any
specific instructions about their job duties. They described their details at the -
CTC as ill-defined and with little direction. As a result, each detailee defined
the job at the CIA as he or she determined it to be, and there was significant
variation in their conceptions of the job.

For example, Dwight told the OIG that he focused on leads that were
related to financial components of terrorism, which he developed from various
sources, such as from reviewing cable traffic, from his supervisors at the CTC,
and from referrals from CIA officers at the CTC. By contrast, Malcolm told
the OIG that he thought he was the “eyes and ears” of the New York Field
Office, and that his role was “to monitor” cases being worked jointly by the
CIA and the New York Field Office, such as the East African embassy
bomblngs investigation. He said that he also would follow up on requests for
information from the FBI to the CIA. Moreover, ‘Mary said she was not given
any specific instructions about her role at the CIA, but she was eventually
trained to be a CTC desk officer and that was how she operated{ — like other '
CTC desk officers with specific assignments or “accounts.”

Eric, who was a Bin Laden Unit Deputy Chief, said that he was told “to
fix”” the relationship between the Bin Laden Unit and the FBI, but he was not
given any specific instructions about how to go about accomplishing this
objective. He said that he assisted in the running of the Bin Laden Unit by
- directly overseeing CTC operations and that he also functioned in a liaison role

between the CIA and the FBI. He supervised the FBI detailees like he did
other Bin Laden Unit employees. He was not given any other supervisory

233 For a fourth detailee, Mary, the FBI produced only a performance plan but no
appraisal reports. The performance plan was related to her duties as an F3I IOS. Mary told-
the OIG that she was directed by CTC management based on her work as a CIA desk officer
and was not evaluated by FBI personnel.
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oversight particular to the detailees. He said that on his own initiative he tried
to stay abreast of matters that might be of interest to the FBI by reading the
CTC cable traffic. However, he explained that determining what might be of
interest to the FBI was very subjective because there were no criteria defining
what should be brought to the attention of the FBI.

We also interviewed the highest-ranking FBI employee detailed to the
CTC, who was a Deputy Chief of the CTC from 1999 through 2002. We call
him “Evan.” Evan believed that one of the FBI detailees’ functions would
have been to review CIA cable traffic for information of potential relevance to
the FBI. Yet, the detailees told the OIG that while reviewing CIA cable traffic
was part of their jobs, it was not their function to review cable traffic for items
of interest to the FBI, and they did not review all of the cable traffic on a daily
basis. They said they did not think they were acting as backstops to ensure that
anything that might be relevant to the FBI was brought to the FBI’s attention.**
The detailees asserted emphatically that their function did not entail scouring
CIA cable traffic for the FBI, and their efficacy would be limited if they were

‘perceived by CIA personnel merely as moles for the FBL?* They also
explained that even if this had been their role, it would have been difficult to do
because of the volume of cables, especially during the chaotic Millennium
period.

~ The two FBI employees who held similar supervisory positions — one as
a deputy chief in the Bin Laden Unit and the other as a deputy chief in another
unit that later housed the Bin Laden Unit — also had differing views on their
responsibility for reviewing cable traffic. Both agreed that their role was not
merely to review cable traffic for items of interest to the FBI. Eric told the

3% We also interviewed the first FBI employee detailed in March 1996 to Bin Laden
Unit soon after it was created. This detailee was an agent from the FBI’s New York Field
Office, and he remained at the CTC until August 1998. He said that he did not attempt to
review all of the cable traffic. He indicated, however, that when he did locate information of
interest to the FBI, he did not encounter problems obtaining the CIA’s permission to share
this information with the FBIL.

235 Some CIA employees we interviewed stated that they, by contrast, believed that this
was the function of the New York Field Office detailee. We discuss this further in the next
section.
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OIG that while he tried to review the traffic in order to stay abreast of the
information in the CTC, it was too much for one person to manage effectively.
By contrast, Craig, who followed Eric as a manager detailed to the CTC, told
the OIG that he did not even attempt to review the cable traffic but only
focused on those cables that required action on his part.

In addition to failing to clearly define the roles and responsibilities of the
detailees, the FBI did not provide oversight of the detailees. Eric acted as one
of two deputy chiefs within the Bin Laden Unit. After Eric left the CTC, Craig
was a deputy chief in a much larger unit that included the Bin Laden Unit.
Both said that they performed day-to-day supervision of the detailees in the
same manner in which they supervised the other CTC employees assigned to
their groups.”® According to Eric and Craig, they did not focus specifically on
the role of FBI detailees.

‘Evan told the OIG that he did not supervise any of the detailees, and he
had no authority to oversee their duties or direct their activities, except by
virtue of his position as a senior manager within the FBI. He said that they
were evaluated by their chain of command in the FBI office from which they
had been assigned, which is supported by the limited documents we reviewed.
We found that there was no oversight by the FBI of the detailees based on their
function as detailees.

The FBI’s failure to adequately oversee the detailees is illustrated by the
role of Mary, the only FBI analyst detailed to the Bin Laden Unit. She has
been detailed to the CIA since 1998. Mary had the opportunity to learn
valuable analyst skills by working alongside CTC personnel and then use those
skills at the FBI. Additionally, the detail provided an opportunity to learn
about the CIA infrastructure and establish liaison contacts at the CIA.

Mary told us that she operated as a full-fledged CIA desk officer, and that
she has worked with FBI personnel during her detail but from the position of a
CIA employee, not an FBI employee. We believe there needs to be a review of
the duration of these details to ensure the value of these details is maximized.

236 Eric left the CTC in mid-J aﬁuary 2000, and Craig did not arrive at the CTC until July
2000. Thus, between mid-January and July 2000 the FBI had no supervisory presence for
the FBI employees detailed to work Bin Laden matters at the CTC.
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At a time when the FBI is concerned about the shortage of qualified analysts to
do the work it has, a 5-year detail of an FBI analyst working as a CTC
employee warrants review by the FBL.*’

The same lack of oversight and direction was evident regarding the work
of Malcolm, the FBI New York Field office detailee to the CTC. He had been
traveling to the CTC from New York on a weekly basis for four years, until

“January 2003. On Mondays he traveled from New York to the CTC, stopping
by FBI Headquarters: On Fridays he stopped by FBI Headquarters on his way
back to New York. After the bombing of the Cole, he spent at least half of his
days in Washington, D.C. at FBI Headquarters. Thus, he was frequently away

“from the CTC and not in a position to maximize his potential for obtaining
information at the CTC. This also left the perception with other CTC
employees that he was not fully integrated into the CTC.

We found that that the FBI lacked a systematic approach to its use of
detailees at CTC’s Bin Laden Unit. The detailees could have functioned in one

‘of three ways — as fully integrated members of the CTC working unilaterally
on CTC matters, as backstops ensuring all pertinent CTC information was
forwarded to the FBI, or in some combination thereof. While there are
potential benefits to using the detailees in any of these functions, the potential
benefits were not maximized because there was no clear understanding of the
detailees’ roles and no system to ensure that any objectives were met. The lack
of oversight over FBI detailees to the CTC resulted in squandering critical
opportunities for information sharing between the CIA and FBI.

We also found significant misunderstandings between employees of these
two agencies regarding their respective responsibilities for information sharing.
First, as noted above, we found that some CIA employees believed that FBI
detailees had more responsibility for reviewing the CIA cable traffic than the
FBI detailees believed that they had. One CIA Bin Laden Unit employee told
‘the OIG that the CIA was not going to “spoon feed” information to the FBI and
that the FBI personnel at the Bin Laden Unit had access to all of the CIA cable
traffic. She stated that while the CTC provided to the FBI intelligence

7 The OIG is in the process of completing a comprehensive review of FBI’s analyst

program.
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information that contained a domestic nexus, she did not believe it was the
CIA’s responsibility to provide all of the predicating material, since the FBI
detailees also had access to the same cables. In addition, CIA personnel
described FBI detailee Malcolm as a “mole” for the FBI’s New York Office,
suggesting they thought he was reading CIA cables for the express purpose of
reporting back to the New York Field Office on what he found.

In addition, we found that a similar misunderstanding existed among FBI
employees in New York with respect to the role of the CIA employee detailed
to.the FBI’s New York Field Office. A CIA employee assigned to the JTTF in
the New York Field Office had a desk in that office’s sensitive compartmented -
information facility (SCIF).”® FBI agents in the New York Field Office
asserted to the OIG that this individual was knowledgeable regarding their
investigations and that he was responsible for reviewing CIA traffic, finding
items of interest to the FBI, and bringing this information to the attention of
appropriate New York agents.

The CIA employee, however, denied that this was his role. He told the
OIG that he had been sent to the New York Office to “improve the relationship
between the CIA and the FBI” and that he provided the FBI with CIA
intelligence that was designated for the FBI New York Field Office’s review.
He stated, however, his job was not to “spoon feed” information but only to
‘make it accessible to the agents in New York. This meant that he would print
information obtained from CIA databases that was of potential interest to the
FBI New York Field Office and make that information available for review in
the SCIF if FBI agents decided to come and review it. But, apparently
unknown to many New York FBI agents, he believed the onus was on FBI
personnel to come into the SCIF and see if any new, relevant information had
arrived, rather than to alert them to that information. He also said that while he
generally knows what the various FBI squads are investigating, the New York
JTTF has over 300 members and he could not reasonably be expected to have
knowledge of all their investigative interests. He said that if he spent his time

238 The FBI agents do not routinely work in a SCIF area. The computers on which they
access ACS do not contain sensitive compartmented information or materials classified
above Secret. Because a high percentage of CIA traffic contains this information, the CIA
detailee must work in a separate area.
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solely looking for information of interest to the FBI, he would never get any
work done.

As aresult, FBI agents in New York believed they were receiving from
this CIA employee assigned to the JTTF all of the CIA information of interest
to the FBI, when in fact they were not. Therefore, the New York agents could
have received information on Hazmi and Mihdhar directly through their own
CIA employee, but they misunderstood the process.

2. FBI employees’ lack of understanding of CIA reporting
process

~ These gaps in the information sharing process were exacerbated by FBI
“personnel’s lack of understanding of the CIA’s reporting process. This
- problem is clearly illustrated by the failure of the FBI to obtam the information

m I T

by the joint FBI/CIA joint source.

 Asdetailed above, we concluded that the FBI’s ALA [ was not made

4 | RN
Although the ALAT attended the debriefing of the source, the
ALAT did not immediately receive the information that the source had
identified Khallad. We were unable to ascertain the reasons for this significant
omission. However, our review found that there were later opportunities for
the ALAT to have obtained information about the identification from CIA
documents. In addition, we found that the New York FBI agents working the
Cole attack investigation did not learn of this significant information, despite
interviewing the source on several occasions. We believe this was due in part
to the fact that the FBI personnel were not familiar with the CIA’s process for
reporting intelligence information.

As discussed previously, the CIA primarily relies on cable traffic to share
~intelligence among its personnel who are stationed around the world. None of

these cables are available for FBI review, except by the limited number of FBI

personnel with direct access to CIA computer systems, such as the detailees at

the CTC. :

The CIA uses a certain type of cable called a TD to disseminate CIA
information outside of the CIA to other U.S. government agencies. These
cables are created by CIA reports officers based on their review of the internal
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CIA cable traffic. The reports officers were described to us as “editors” who
remove references to sources and methods contained in the cables and
determine what information should be further disseminated in the TDs. As a
result, TDs did not necessarily include all the substantive information
contained in the internal cable traffic.

Our review found the ALAT did not understand that the TDs did not
necessarily contain all of the intelligence gathered by the CIA from a particular
source or on a particular event. The ALAT had been keenly aware of the
significance of Khallad to the FBI, and contemporaneous FBI documents
outline his efforts in mid-January 2001 to try to ensure that all the information
obtained from the joint source was provided to the UBL Unit at FBI
Headquarters and the Bin Laden Squad in the New York Field Office.
However, he relied on the TDs concerning the source’s reporting to ensure the
completeness of the information that he had provided to his FBI colleagues.

The ALAT erroneously believed he had obtained all the source reporting
through the TDs. This was not the case. [ jIl

. was only reported in an internal CIA cable and was never
included in a TD.

In addition to the ALAT, New York FBI agents working on the Cole
investigation told us that when they read a TD regarding a particular subject
(which they could access through CTLink), they mistakenly believed that it
contained all relevant information from the source debriefings. The primary
Cole case agent told us that he believed that the CIA operationzl cables dealt
with techniques and methods, but he did not know that these cables also
contained the details of debriefings. He said that he had “assumed” all the
substantive reporting would be contained in the TDs, so he never asked the
CIA to allow him to review the underlying cable traffic.

If these FBI employees had a more thorough knowledge of the
information flow within the CIA, they could have ensured that they received all
the relevant information from the joint source. This was especially significant
in the case of Hazmi and Mihdhar because the CIA and FBI had decided the
majority of the joint source’s reporting would be handled through CIA
channels, and the ALAT did not independently report in FBI documents most
of the source’s information. For example, in this case, the FBI could have
requested to review the CIA’s internal cables or asked the interviewing CIA
officer to review the TDs and the FBI documentation to ensure all the
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information had been captured. However, the lack of understanding by FBI
personnel of the CIA reporting process and its procedures for sharing
intelligence contributed to the FBI not leamlng of significant information in

3. Inadequate procedures for decumenting receipt of CIA
information

We also found that the FBI lacked consistent policies or procedures for
the receipt and documentation of intelligence information received from the
CIA. In addition, structural impediments within the FBI undermined the
appropriate documentation of information received from the CIA.

" As we detailed above, the information concerning the surveillance of
N A I N T R L
was verbally conveyed in January 2000 by a CIA officer to two FBI employees
- who were working in the FBI’s Strategic Information Operations Center
(SIOC). But this important information was not documented in any retrievable
form at the FBI.

The FBI was able to provide only three documents regarding the briefing
on this information. First, one FBI e-mail message was recovered through a
painstaking review of messages on an FBI server that the FBI searched in
‘connection with a request from the JICI. Although this written record survived
from that time, no analyst or agent would have had access to the information,
learned of its existence, or been able to conduct the type of search that led to
the discovery of this document. Second, information regarding the briefing
was also located in one of the FBI Director’s daily briefing documents
prepared in response to the Millennium threats. These briefing documents,
however, were not electronically archived in a searchable database that
analysts or agents in the field could access. Third, a brief handwritten note
about the information he received from the CIA was contained in the personal
daily calendar of one of the FBI employees briefed by the CIA officer in the
SIOC.

We found there were no clear procedures for documenting intelligence
communicated by the CIA to the FBI in an informal manner, such as the verbal

317



briefings on Mihdhar in the SIOC. Although the SIOC had been activated
during the Millennium for the express purpose of handling threat information
from various sources, FBI personnel assigned to the SIOC during this period
told us that there were no procedures for the receipt and handling of
interagency information communicated informally unless it related to an
ongoing FBI investigation. Although one witness suggested that some type of
log might have existed to record incoming physical information, such as
documents, the FBI found no such log. Moreover, FBI witnesses told us that

- the log would not have been used to document verbal briefings. Therefore, any
documentation of information received informally would have been at the
discretion of the recipient.

‘We are not suggesting that every informal communication from the CIA
to the FBI should be documented. We also recognize it is difficult to know the
significance of any individual piece of information when it is received. Yet,
we believe that the FBI should attempt to establish criteria or guidance for
determining what information from informal briefings should be documented,
and how it should be documented. The information received in the SIOC on
Mihdhar was recorded only in a briefing provided to the Director and executive
staff, which is not available to others throughout the FBI. Clearly, the authors
of the Director’s daily briefing believed there was some import to this
information. Because the Mihdhar information was never documented in an
- accessible format, only those individuals personally informed about the CIA’s

information on the Malaysia meetings or those present for the Director’s
briefings were made aware of the Mihdhar information. In effect, it was lost to
everyone else because no analysts or field agents would be able to search for or
locate this information. An effective analytical program requires that analysts
have access to all available information, and that pertinent information is not
contained solely in the personal memories of selected individuals.

This was partiéularly significant because the information on Mihdhar
initially did not appear to be 1mp0rtant But it subsequently became very
significant. ' ‘

. . At thlS time, the e-mail and the
information from the Director’s briefing in January 2000 were not available to
the FBI personnel. Without mechanisms to maintain information in which the
significance is not immediately apparent, the FBI will not be able to fully
connect and analyze disparate pieces of information for their significance.
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In addition, even if the agents who received the information in the SIOC
had wanted to document it in a form that was available throughout the FBI, the
FBI lacks an information technology system capable of adequately handling
this type of information. As discussed previously, the FBI’s primary electronic
information storage system is the Automated Case Support (ACS) System.
ACS is a case management system designed to capture information related to
specific investigations and not for this type of general intelligence information.
There was no FBI system that would allow this type of information to have
been maintained so that it would be available for directed searches or other
subsequent data mining. It is also important to note that ACS is not approved
for storage of information classified above the Secret level and is not approved
for storage of any sensitive compartmented information. Thus, it is not
available for storage of the majority of the relevant Intelligence Community
information, including the information on Hazmi and Mihdhar.

In the absence of effective methods for recording and retrieving
information obtained from other intelligence agencies, the benefits of increased
information sharing among the agencies will remain of limited use. Based on
the system in effect during this period, the value of the information was
minimal, unless the information was relayed to an individual who could
immediately use the information or the information related to an ongoing FBI
investigation. When, as here, subsequent additional information increases the
significance of the prior information, the absence of an effective information
- retrieval system effectively precludes any meaningful effort by the FBI to
analyze the disparate pieces of information over time.

In sum, despite the fact that some personnel at the FBI were aware in

January 2000 that Mihdhar -
. , this

information was unavailable for further analysis or use once the SIOC closed
down in late January or early February 2000. Because no one was assigned to
document, follow up, or track the information on Mihdhar, the FBI’s
opportunity to discover Mihdhar’s valid U.S. visa during this period and
therefore try to locate him was lost.

4. Lack of appropriate infrastructure in FBI field offices

Information sharing with the FBI also was impeded by the inadequate
facilities for the handling of intelligence information in the two field offices
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most directly involved in the Hazmi/Mihdhar matter. Intelligence information
from the CIA is often classified at a high level. As a result, safeguards must be
taken in handling the information, while still allowing appropriate FBI
employees the ability to access and use the information. Unfortunately, the
FBI’s field offices generally lacked both the necessary physical infrastructure
and information technology to readily use this type of information. Without
the appropriate physical infrastructure, the FBI will not be able to handle
sensitive information in an effective manner.

To handle SCI classified material, employees must store and review such
information in a SCIF. Access to the SCIF is limited to individuals with the
appropriate clearance level and the need to know the information in the SCIF.
Adequate security measures must be implemented to prevent unauthorized
individuals from gaining access to the spaces containing such materials. The
type of equipment that may be brought into the space is also strictly limited.

‘For example, cellular telephones, two-way pagers, and other unsecured
communication devices are prohibited. Telephones in SCIFs must be

- designated for secure transmissions. Computer networks also must be secured
for transmission of information.

During our review, we observed the workspaces in the FBI New York
and San Diego Field Offices and found that they were not set up to adequately
handle the type of information involved in the Hazmi and Mihdhar cases.
These workspaces were not adequately secured to permit FBI personnel to-
handle CIA and NSA information at their own desks, even if they had been
given the information. Nor were the SCIFs suitable to permit agents to
regularly access or handle such information. In the New York Field Office, for
example, the SCIF we were shown was extremely small. The CIA detailee to
the JTTF worked in this SCIF, but there was little room for any other personnel
to enter, let alone use it as a workspace. In the San Diego Field Office, a small
SCIF was used as a secure communications center for the entire office. The
San Diego office lacked a separate SCIF for the JTTF,*” including the CIA

2% We were informed that a separate SCIF for the JTTF is under construction in the San

Diego Field Office. However, this SCIF will only be large enough to accommodate three or
four employees at any one time.
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representative assigned to the task force. As a result, the San Diego agents .
were hampered in their ability to access CIA information.

We also found that New York and San Diego FBI agents did not have
sufficient access to secure telephones, known as Secure Telephone Unit third
generation or STU III telephones. The limited STU III phones available had to
be shared among numerous agents. Again, this made comniunications
involving classified material within the FBI or with other members of the
Intelligence Community more difficult. An entire squad comprising as many
as 25 individuals shared one or two STU III phones.

“"In addition, as noted above, the FBI agents did not have access to
computer systems that could store much of the information received from the
CIA. The computers at each agent’s desk in the New York and San Diego
Fleld Ofﬁces only provided access to ACS. This system does not permit

storage or access to any information classified above the Secret level or any
information deemed sensitive compartmented 1nf0rmat_1on Therefore, even if

the FBI recipients of the CIA information regarding Hazmi and Mihdhar had
wanted to document and store such information in a retrievable fashion, they
could not have stored it on the system that FBI agents use. The FBI had no
internal system in New York and San Diego that allowed them to use the type
of information involved in the Hazmi and Mihdhar case.

In addition, most FBI agents in the field did not have direct access to
CTLmk the shared Intelligence Community database that did contain some of
the information on Hazmi and Mihdhar, such as the NSA information. Field
agents could not access, let alone conduct research, on this system. As a result,
~ even if the New York and San Diego agents wanted to search for relevant
inf@“mation about Hazmi and Mihdhar, any sensitive or highly classified
information obtained from the NSA and CIA could not be stored in the one
system that they used.

“In contrast, we observed that the CIA s workspaces permitted their
employees to access highly classified information on computers in their
personal workstations. Each CIA employee had their own secure computer on
which they could receive and research highly classified material. They had
several secure telephones that could be used to discuss Top Secret information
with others. The difference in CIA and FBI workspaces was particularly stark
in the FBI’s San Diego Field Office where, due to the lack of access to an
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appropriate SCIF, the CIA employee co-located with the FBI’s San Diego
Field Office could not access CIA systems. To access CIA systems, he had to
avel to a domestic CIA statlon

5. OIG conclusion on impediments to information sharing

In sum, significant and systemic problems that were evident in the FBI’s
handling of the Hazmi and Mihdhar case inhibited information sharing between
the FBI and CIA. The FBI failed to define the roles and responsibilities of the
FBI detailees to the CTC’s Bin Laden Unit. The FBI failed to ensure effective
oversight of the detailees at the CTC. The FBI and the CIA failed to develop a
clear understanding of the function of detailees from each other’s agencies.

The FBI failed to understand the CIA’s reporting process. The FBI lacked an
adequate computer system and appropriate infrastructure for handling
intelligence information not directly related to a specific investigation.

~ Although these systemic problems affected the flow of information
between the FBI and CIA, we do not believe they fully explain the FBI’s
failure to obtain the critical information on Hazmi and Mihdhar. Employees at
both the CIA and the FBI failed to provide or seek important information about
Hazmi and Mihdhar, despite numerous interactions between them on issues
related to Hazmi and Mihdhar from January 2000 through August 2001. We
found these interactions were substantive and that much of the information
about Mihdhar and Hazmi was exchanged through these ongoing efforts.
Unfoftunately, the critical pieces of information relating to Hazmi and Mihdhar
did niot become known to the FBI until shortly prior to September 11. As a
former CTC Bin Laden Unit Deputy Chief aptly summarized it to us,

“information that should have been shared was not, repeatedly.”

B. The actions of the San Diego FBI

In addition to 1ssues that affected information sharing between the FBI
“and the CIA, the FBI had other opportunities to find information about Hazmi

and Mihdhar before the September 11 attacks. The time that Hazmi and
Mihdhar spent in San Diego was an opportunity during which the FBI could
have obtained information about them but did not. As discussed above, Hazmi
and Mihdhar entered the United States in January 2000 and moved to San
Diego in February 2000, where they resided unbeknownst to the FBI. While in
San Diego, Hazmi and Mihdhar associated with Omar al-Bayoumi, a person
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whom the FBI had previously investigated, and they also lived with an active,
FBI informational asset. Yet, the FBI did not become aware of their presence
in San Diego until after September 11, 2001.

Because Bayoumi spent a significant amount of time with Hazmi and .
Mihdhar in early 2000, it is possible that — had a full field investigation of
Bayoumi been open at the time — the FBI could have discovered Mihdhar and
Hazmi’s presence in San Diego and also uncovered the CIA information about
their attendance at the Malaysia meetings. Because Hazmi and Mihdhar lived
with an FBI asset, it is also possible that if the FBI had documented their
presence in San Diego, it would have provided additional investigative leads
- ‘that could have aided the New York FBI in locating them in August 2001. We
‘therefore evaluated the San Diego FBI’s investigation of Bayoumi and the
“decision to close its preliminary inquiry on him in June 1999. We also.

examined the San Diego FBI control agent’s decision not to obtain or
document information from his information asset about Hazmi and Mlhdhar
who were boarders in the asset’s house.

In examining the San Diego Field Office’s handling of the Bayoumi
investigation and the informational asset, we also found that, despite the fact
that FBI Headquarters had established counterterrorism as a top priority of the
FBI in'1998, the San Diego Field Office was continuing to pursue drug
trafficking as its top priority in 2001. While the FBI made counterterrorism its
~ top priority on paper, the FBI took few steps to ensure that field offices -
complied with this directive. We discuss this issue at the end of this section.

1. The San Diego FBI’s preliminary investigation of Bayoumi

As discussed above, Bayoumi is a Saudi national who in January 2000
had been living in the United States for approximately six years, was well-paid
by a Saudi company that contracted with the Saudi governrnent, and was
“involved in setting up mosques in the San Diego area. Hazmi and Mihdhar met
Bayoumi in Los Angeles approximately two weeks after entering the United
States in January 2000. A few days later they moved to San Diego, where
Bayoumi assisted them in obtaining an apartment in the complex where he
lived. They lived in this complex for four months.

Bayoumi’s name had first surfaced at the FBI in 1995 in connection with
other investigations. Bayoumi’s name resurfaced at the FBI on August 31,
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1998, when his apartment manager contacted the FBI to report her suspicions
- regarding Bayoumi’s activities. The manager reported that she had been
notified by the U.S. Postal Inspection Service in March 1998 that Bayoumi had
been sent a “suspicious” package from the Middle East. According to the
manager, the package had broken open and had a number of wires protruding
from it. She reported further that the apartment complex maintenance man had
noticed a number of wires protruding beneath the bathroom sink in Bayoumi’s
master bedroom. She reported that there had been large meetings of men, who
based upon their dress appeared to be Middle Eastern, gathering in Bayoumi’s
apartment on weekend evenings. She also complained that several parking
spots were being illegally used by the people gathering at Bayoumi’s
‘apartment. -

On September 8, 1998, the San Diego FBI opened a preliminary inquiry
on Bayoumi.”® The assigned agent checked FBI indices for further
information regarding Bayoumi and conducted other investigative steps.

The agent contacted the U.S. Postal Inspection Service in reference to the
alleged “suspicious” package sent to Bayoumi. A postal inspector advised the
FBI agent that “suspicious” did not necessarily mean “nefarious,” and the vast
majority of suspicious packages were benign. The postal inspector reviewed
the report relating to the Bayoumi package and told the agent that the package
had been deemed “suspicious” because it had no customs papers or appropriate
postage and originated in Saudi Arabia. According to the report, there was no
record of any wires protruding from the package, Bayoumi had retrieved the
package, and it was no longer called a “suspect parcel.”

According to the FBI agent, the apartment manager agreed to record the
license plate numbers of the meeting participants. However, the manager later
advised the agent that meetings had dwindled to a few participants and then
stopped all together.

20 In accordance with the Attorney General’s Foreign Counterintelligence Guidelines, a
preliminary inquiry could be opened when there was information or allegations indicating
that an individual is or may have been an international terrorist or a recruitment target of an
international terrorist organization. Preliminary inquiries were permitted to remain open for
120 days and had to be closed unless the FBI obtained sufficient evidence to open a full field
investigation.
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The agent asked fellow FBI agents to ask their “logical sources” for
information regarding Bayoumi. The sources related the following concerning
Bayoumi:

e Bayoumi was married with small children and had recently
completed a master’s degree program and he was looking for a
Ph. D. program, but his test scores were too low. He was
approximately 30 years old and unemployed.

e Bayoumi was a Saudi who regularly attended the ICSD (Islamic
Center of San Diego). He was married with children and was
working on a master’s or other advanced degree.

e Bayoumi reportedly delivered $400,000 to the Islamic Kurdish
community in El Cajon, California in order to build a mosque.
Source opined Bayoumi “must be an agent of a foreign power or
an agent of Saudi Arabia.”

e Bayoumi was in the U.S. on a student visa but was applying for a

~green card. Bayoumi claimed to have a master’s degree and was

working on a Ph: D. His father was sending him $3,000 a month
for support while he was in school.

The FBI agent also contacted the INS in reference to Bayoumi’s
immigration status. An INS special agent advised that Bayoumi was in the
U.S. on an F-1 student visa, but his work visa had expired. However, the INS
reported that his visa could be renewed.

The FBI agent received no further substantive information in response to
various information checks. According to the agent, the only remaining option
was to conduct an interview of Bayoumi. After her supervisor consulted with
fellow FBI agents who were working on a large, sensitive counterterrorism
investigation involving an alleged terrorist organization, the supervisor
instructed the agent not to conduct the subject interview of Bayoumi.”' The
agent told the OIG that she did not believe the decision was inappropriate

261 The file indicates that the decision not to conduct an interview was due to an

investigation that included a proposed proactive element. The FBI believed that the benefits
of interviewing Bayoumi did not justify the risk to the proposed operation.
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based on the potential effect of such an interview on the other sensitive
ivestigation.

On June 7, 1999, the FBI closed its preliminary inquiry on Bayoumi, and
he was no longer actively under investigation by the FBI.

The FBI case agent told the OIG that she had no concrete information
linking Bayoumi to any terrorist activities. She stated that the allegations that
gave rise to the preliminary investigation were not substantiated. With respect
to the source reporting that Bayoumi had received large sums of money from
overseas, the case agent explained it was not unusual for foreign students,
especially from Saudi Arabia, to regularly receive money, even large sums of
money. Therefore, the case agent did not consider this to be inherently -
suspicious.” The agent’s squad supervisor at the time and other agents on the
squad also told the OIG that it was not unusual or suspicious for Saudi students
to have received large sums of money from Saudi Arabia.

As stated above, one source had provided unverified information that
Bayoumi could potentially be a Saudi intelligence operative or source.
~ According to the agent, Bayoumi was allegedly very involved and interested in
Saudi affairs in San Diego, and this probably led to the suspicions about
Bayoumi’s connection to the Saudi government. However, the agent told the
OIG that Saudi Arabia was not listed as a threat country and the Saudis were
considered allies of the United States.?** Therefore, Bayoumi’s potential
involvement with the Saudi Arabian government would not have affected the
FBI’s decision to close the preliminary inquiry.

The squad supervisor at the time of our investigation, who had been an
agent on the squad for several years, told the OIG that before September 11,
the Saudi Arabian government was considered an ally of the United States and
that a report of an individual being an agent of the Saudi government would not
have been considered a priority. Other agents on the squad also said that a
source reporting that an individual was an agent of the Saudi government

262 Country threats are defined by the FBI as foreign governments or entities whose
intelligence activities are so hostile, or of such concern, to the national security of the United
States that counterintelligence or monitoring activities directed against such countries are
warranted. :
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would not have been cause for concern because the Saudi government was
considered an ally of the United States.

In addition, the case agent explained that more intrusive investigative
techniques could not be conducted because of the restrictions of the Attorney
General FCI Guidelines in effect at the time. No meaningfial surveillance
could be conducted, no bank records or other financial records could be sought,
and very little investigative activity beyond fully identifying the individual
could be done.

In sum, we do not believe that the FBI’s actions with regard to Bayoumi
and its decision to close the preliminary inquiry were inappropriate. The agent
conducted logical investigative steps that were permitted under the Attorney
General Guidelines in effect at the time, such as checking FBI records for
information, asking other intelligence agencies for information about the

subject, and asking agents to query their sources about the subject, but the
agent did not uncover any information to support the allegations. The

Guidelines did not permit the case agent to engage in more intrusive
investigative techniques, such as a clandestine search of Bayoumi’s property,
obtaining his telephone or ﬁnanmal records, or secretly recording his
conversations.

Although the Attorney General Guidelines would have permitted a
subject interview of Bayoumi prior to closing the preliminary inquiry, the
decision not to conduct an interview appeared warranted, given 1ts possible
effect on an ongoing significant investigation.

2. The FBI’s handling of the informational asset

- As described above, in May 2000 Hazmi and Mihdhar began renting a

- room in the home of an FBI informational asset. An FBI San Diego Special

- Agent who we call “Stan” was the asset’s control agent since the asset was
opened in 1994. The asset had provided the FBI with significant information
over the years and was considered a reliable source. He was well known 1n the
Muslim community. He often rented rooms in his house to Muslim men in the
community who needed temporary housing. At the time that Hazmi and
Mihdhar moved in with him, he had two other individuals renting rooms in his
house. Mihdhar lived with the asset until June 10, 2000, when he left the
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United States, and Hazmi remained as a boarder at the asset’s home until
December 2000.

According to Stan, the asset told Stan that two young Saudis who had
recently come to the United States to visit and study had moved in as boarders.
The asset described them as good Muslims who often went to the mosque and
prayed. The asset provided Stan with their first names but little other
identifying information. Stan did not obtain any additional information from
the asset about the boarders, such as their last names, and he did not conduct

“any investigation of them. '

-Had Stan pursued information about Hazmi and Mihdhar, he might have
uncovered the CIA information about them. In addition, he might have created
arecord in FBI computer systems about Hazmi and Mihdhar’s presence in San
Diego, which would have provided the FBI with additional information and
avenues of investigation when it began to search for them in August 2001. For
these reasons, we examined Stan’s actions with regard to the asset.

In interviews with the JICI staff and in congressional testimony, Stan
stated that the informational asset primarily provided information about the
activities and identities of persons in the Muslim community in San Diego who
were the subjects of FBI preliminary inquiries or full field investigations. 2%
Stan said that the asset volunteered some information about other individuals
as well. He said he thought that the asset had good judgment about which
individuals might pose a threat and that his reporting had been “consistent”
over the years. We reviewed the asset’s file and noted the asset provided
information on a regular basis on a variety of different individuals and topics.
Although we could not evaluate the asset’s judgment from the file, we consider
Stan’s description of the asset’s reporting to be apt.

Stan also stated that he was aware that the asset had boarders in his house
over the years, and the fact that two new boarders had moved in with the asset
did not arouse suspicion. He noted that the asset volunteered that the two
boarders were living with him soon after they moved in, but the asset provided -
the information about his boarders as part of a personal conversation and not

263 As noted above, Stan has retired from the FBI and declined to be interviewed by the
OIG.
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because the asset believed that it had any significance. Stan stated the
information provided from the asset was that the two boarders were from Saudi
Arabia, which, according to Stan, was not a country that the United States had
placed on the list as a threat to national security. Stan said that the asset did not
describe his boarders as suspicious or otherwise worthy of further scrutiny. He
also asserted that he was prohibited from further pursuing the information
about Hazmi and Mihdhar, including documenting the information that he had
obtained, because of the Attorney General Guidelines in effect at the time.

In examining Stan’s actions, we first considered whether the Attorney
General’s FCI Guidelines were applicable to the situation involving Hazmi and
Mihdhar. As suggested by Stan, the Attorney General’s FCI Guidelines were
designed to ensure that the FBI opened preliminary inquiries and conducted
investigations only if the required predicating information was present.
Because there were no allegations or information provided to Stan that Hazmi
and Mihdhar were terrorists or agents of a foreign power, we agree that Stan
did not have sufficient information to open a preliminary inquiry and actively
- investigate Hazmi and Mihdhar.

- We also considered whether, at a minimum, Stan could have attempted to
obtain additional information about people who were living with his
informational asset, such as their full names, and whether he was required to
document the information on Hazmi and Mihdhar that he had received from his
- asset. First, we reviewed FBI policies and procedures for handling assets..
Those policies did not require Stan to obtain information from an informational
asset about people living in the asset’s house or to conduct record checks to
obtain this information. In addition, the policies do not appear to require Stan
to have documented information received from the asset about anyone living
with him, or to even document their full identities if he had obtained that
information. |

- We also interviewed several FBI agents who were on Stan’s
counterterrorism squad and asked them whether it would have been their
practice to seek additional information about boarders living with an
informational asset and what, if anything, they would have done with this
information. We found no consensus among them about whether information
on boarders like Hazmi and Mihdhar who lived with an informational asset
should have been obtained and documented. Some agents stated that they
would have pursued more information about boarders living with an
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informational asset, while others stated that they would not have. Some of the
agents stated that they would have noted the fact of the informational asset
having boarders in his file. Some agents stated that they would have
documented the identities of the roommates in an EC that would have been
uploaded to ACS. However, former San Diego Division Special Agent in
Charge William Gore told the OIG that he “did not believe anything had been
done wrong” in the handling of the informational asset and he did not fault

~ Stan for not obtaining the information.

While we recognize that no FBI policy addressed this issue and there was
a lack of consensus on what should have been done in a situation like this, we
believe that it would have been a better practice for Stan to have questioned the
informational asset about his boarders and obtained their full identities. Stan
was aware that Hazmi and Mihdhar were relative strangers to the informational
asset, and that they were not friends, family, or long-time associates of the
asset. Stan also was aware that the asset had no direct knowledge of Hazmi
and Mihdhar’s backgrounds and could not vouch for their character.
Moreover, the boarders in the asset’s home were in a position to put the asset
and the information he supplied to the FBI in jeopardy. Therefore, prudence
and operational security would suggest that information about persons living
with the asset should have been sought, at least to the extent of learning and
documenting their names, and perhaps running a records check on them.

If Stan had asked more questions about the asset’s boarders, he also may
have acquired enough information to pursue further inquiry. For example, the
asset has stated after the September 11 attacks that Hazmi and Mihdhar did not
make telephone calls from his house, and that in retrospect he found this
behavior to be suspicious. The asset also stated after September 11 that he had
told Hazmi to stay away from Bayoumi because of his alleged association with
the Saudi government. Therefore, if Stan had asked the asset a few more
questions about Hazmi and Mihdhar and acquired this kind of information, it
may have led Stan to conduct further inquiries, particularly since Bayoumi had
been the subject of an FBI investigation.

Moreover, while no specific FBI policy required agents to obtain
information about persons living in a house with an informational asset, FBI
policies required control agents to continuously evaluate the credibility of their
informational assets. Before informational assets are approved, they are
required to undergo a background investigation to assess their suitability,

330



credibility, and “bona fides.””** Certain minimum checks were required, such
as a check of FBI indices, local criminal checks, and CIA traces. The policy
provided-that additional checks “may be deemed necessary,” such as querying
other assets and running indices checks on immediate family members. In
addition, FBI policy provided that an asset’s bona fides “should be continually
addressed,” even after the initial assessment was completed.

More specifically, the FBI field office is required to conduct a yearly
evaluation of each informational asset and provide the evaluation report to FBI
Headquarters. This report 1s required to contain, among other things, the FBI’s
number-of contacts with the informational asset during the reporting period, a
summary of the most significant information furnished by the informational
- asset; the number of preliminary inquiries and full investigations that were
opened based on information provided by the informational asset, and “steps
that have been taken to establish asset bona fides since last evaluation.”
Although Stan would not have been required to obtain additional information
about his informational asset’s boarders to complete this report, the FBI’s
policy of continually vetting the credibility of its assets permitted Stan to seek
more information about Hazmi and Mihdhar and the other boarders from his
asset and run indices checks on any persons living with his informational asset.

We reviewed the informational asset’s file, Stan’s yearly evaluation of
the asset, and Stan’s reporting on the bona fides checks conducted on the
informational asset. Based on our review, we were concerned by the lack of
information included in the file in support of the bona fides checks conducted
by Stan each year. In each of the documents provided to FBI Headquarters
about the informational asset that we reviewed, Stan wrote the following
perfunctory paragraph: “Asset bona fides have been established through
independently received reliable asset reporting, [redacted] and physical
surveillance.” '

Stan maintained no predicating information in the file on these bona fides
checks. The file did not disclose which checks or surveillance had been

%4 The FBI defines “bona fides” to mean that the asset or informational asset “is who
he/she says he/she is;” that the asset “has the position or access the asset claims to have;”
and that the asset “is not working for or reporting to a foreign intelligence service or
international terrorist organization without the knowledge of the FBI.”
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conducted, by whom, when, or the results. Without that material, the
informational asset’s bona fides were merely verified through the attestation of
Stan. It is possible that Stan conducted numerous indices checks and
conducted an exhaustive bona fides check on the informational asset each year.
It also is possible that he conducted minimal or no checks and merely attested '
to the informational asset’s credibility based on their personal history and
relationship. Because we were unable to interview Stan, we could not
determine which was more likely.

‘However, no FBI policy described the level of detail to be contained in’

an asset file. -We believe the policy should require an asset file to contain at

-least minimal information to allow a reviewer to independently verify that an.
adequate-background check has been conducted. This information is necessary
to-allow FBI managers to determine whether the control agent is continuing to
assess each informational asset’s credibility. This information would also help
ensure that the control agent has not become too comfortable with the
informational asset and thus vulnerable to being misled or failing to-obtain
adequate information about the asset. ’

We also were concerned by the lack of policy or practice specifying what
information from the asset must be documented. The Hazmi and Mihdhar case
clearly demonstrates that information must be documented to be useful. Even
if Stan had obtained the full names of Hazmi and Mihdhar from the
informational asset, he would not have been required to document it in any
retrievable format. Without the requirement to document such information, the
~ information would not have been accessible to other FBI personnel. For
information to be useful, it must be documented in a retrievable form and it
must be available for consideration and analysis.

'In sum, we believe that Hazmi and Mihdhar’s presence in San Diego
should have drawn some scrutiny from the FBI. Although unknown at the
time, documenting their presence in San Diego in a searchable and retrievable
manner would have provided an opportunity for the FBI to connect information
in the future. If Hazmi and Mihdhar’s presence in San Diego in 2000 had been
documented, an FBI indices record check in August 2001, when the FBI
received information from the CIA that Hazmi and Mihdhar had entered the
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United States, might have led the FBI to the San Diego information. This
connection would have provided substantive leads for the New York FBI’s
effort to locate Mihdhar in August 2001.°

3. San Diego FBI’s failure to prioritize counterterrorism
investigations '

As discussed in Chapter Two, in 1998 the FBI adopted a 5-year strategic
plan that established the FBI investigative priorities in a 3-tier system. Tier I
priorities were “foreign intelligence, terrorist, and criminal activities that
directly threaten the National or Economic Security of the United States.”
Tier II priorities were “crimes that affect the public safety or undermine the
integrity of American society: drugs, organized crime, civil rights, and public
corruption.” Tier III priorities were “crimes that affect individuals and -
property such as violent crime, car theft, and telemarketing scams...”

On March 15, 1999, shortly after Director of Central Intelligence George
Tenet asserted the U.S. Intelligence Community was declaring war on Usama
Bin Laden and al Qaeda, FBI Headquarters established national level priorities
within its Counterterrorism Program. Bin Laden and al Qacda, along with the
Bin Laden-allied Egyptian Islamic Jihad (ElJ) and al Gama’at al Islamiyya
(IG), were designated as “priority group one” for the FBI’s counterterrorism
efforts. v

~ Our review of the Hazmi/Mihdhar chronology revealed no appreciable
shift in resources by the FBI’s San Diego Field Office in response to these
changed priorities. We found that prior to September 11, 2001, the actual
investigative priority for the San Diego Field Office was drug trafficking.
According to former San Diego Special Agent in Charge William Gore, the
highest concentration of FBI agents and resources in San Diego was directed at
combating drug trafficking based on the FBI’s process and procedures used
each year to set priorities in its field offices. He said that white-collar crime
was the office’s second priority, and violent crime was its third priority.

265 As noted, Mihdhar and Hazmi used their own names to open bank accounts, conduct
financial transactions, obtain state identification cards, purchase a vehicle, obtain telephone
service, take flying lessons, and rent an apartment while residing in San Diego.
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Counterterrorism was only the fourth priority for the San Diego FBI office.
The counterterrorism efforts in San Diego were directed primarily at another
terrorist organization and related groups not connected to Al Qaeda, and the
majority of San Diego’s counterterrorism investigations targeted activities
related to the indirect support of terrorism conducted by those groups.

We found that the San Diego FBI focused little to no investigative
activity on al Qaeda prior to September 11. San Diego FBI personnel stated to
us that they had believed there was no significant al Qaeda activity in San
Diego based on information from their sources and investigative activities. . .
The former supervisor of the San Diego counterterrorism squad explained their
job at the field office level was to “shake the tree and see what fell out” in
relation to potential terrorism activities in théir area. Although San Diego

“agents assigned to counterterrorism conceded they had received little to no
specific training concerning Bin Laden or al Qaeda, they asserted that al Qaeda
did not have a significant presence in San Diego prior to September 11.

Yet, al Qaeda was present in San Diego, unbeknownst to the FBI. Hazmi
and Mihdhar resided in San Diego. Unfortunately, the San Diego agents were
not focusing on al Qaeda. Even though FBI Headquarters had designated al
Qaeda as the number one counterterrorism priority, the San Diego FBI was not
attempting to identify individuals that were associated with al Qaeda.

Since September 11, many San Diego agents have been moved from
other squads and assigned to counterterrorism. Significantly, the San Diego
office opened a large number of intelligence investigations on potential al = -
Qaeda subjects immediately after September 11. Obviously, the focus and
priorities dramatically changed after September 11. But there 1s no reason to
believe the al Qaeda presence in San Diego began only after September 11. If
San Diego’s focus on counterterrorism and al Qaeda had occurred earlier in
San Diego, there would have been a greater possibility, though no guarantee,
that Hazmi’s and Mihdhar’s presence in San Diego may have come to the
attention of the FBI before September 11.

However, it is important to note that San Diego’s allocation of resources
before September 11 and the lower priority it gave to the Counterterrorism
Program were not atypical of FBI field offices before September 11. In an
OIG September 2002 audit report entitled “A Review of the Federal Bureau of
Investigation’s Counterterrorism Program: Threat Assessment, Strategic
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Planning, and Resource Management,” we found that “Although the FBI has
developed an elaborate, multi-layered strategic planning system over the past
decade, the system has not adequately established priorities or effectively
allocated resources to the Counterterrorism Program.”

Furthermore, the OIG report found that resources were not allocated
consistent with the FBI’s priorities — particularly at the field office level -
because of the lack of “management controls” in the FBI’s “complicated and
paper-intensive strategic planning process.” Instead of allocating resources
based on FBI priorities, field offices allocated resources primarily based on
previous caseloads in the field office. According to the report, prior to
September 11, “the Bureau devoted significantly more special agent resources
to traditional law enforcement activities such as white collar crime, organized
crime, drug, and violent crime investigations than to domestic and international
terrorism investigations.” For example, in 2000 twice as many FBI agents
were assigned to drug enforcement than to counterterrorism. Thus, the San
Diego’s office allocation of resources was not different from many other FBI

field offices, despite the stated priorities of the FBL |

C. Events in the spring and summer of 2001

As described in the factual chronology, the FBI had several opportunities
in the spring and summer of 2001 to obtain critical intelligence about Mihdhar
and Hazmi. Although the FBI and the CIA were discussing Mihdhar, Khallad,
and the Cole investigation throughout the spring and summer of 2001, the FBI
did not become aware of the critical intelligence involving Mihdhar’s U.S. visa
and subsequent travel to the U.S. until late August 2001. As we discussed
above, we believe that systemic problems regarding information sharing
between the two agencies contributed to the FBI’s failure to obtain this
information earlier. But restrictions within the FBI also contributed to the
FBI’s failure to acquire critical information about Hazmi and Mihdhar before
September 11. In this section, we discuss those problems.

1. Restrictions on the flow of information within the FBI

By the summer of 2001, the effect of the various restrictions within the
FBI on information sharing — commonly referred to as “the wall” — had
resulted in a nearly complete separation of intelligence and criminal
investigations within the FBI. This separation greatly hampered the flow of
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information between FBI personnel working criminal and intelligence
investigations, including information concerning Hazmi and Mihdhar in the
summer of 2001.

As discussed in Chapter Two, in late 1999 the FISA Court had become
the “wall” for purposes of passing FISA information on targets of a particular
terrorist organization from FBI intelligence investigations to criminal
investigations.. Any information that intelligence agents wanted to give to
criminal agents had to be provided to the FBI’s NSLU, which then provided it
to OIPR, which then provided it to the FISA Court, which then had to approve
- the passage of the information to criminal agents. In addition, after the FISA"
‘Court was notified in the fall 2000 about errors in approximately 100 FISA
applications, a significant portion of which related to the FBI’s representations
~about the “wall” procedures in al Qaeda cases, the FISA Court imposed new

restrictions on the FBI’s handling of FISA information. The FISA Court
required a certification from all individuals who received FISA information
stating that they understood this requirement.

The FISA Court exempted CIA and NSA personnel, who often received
FISA information from the FBI, from this certification requirernent. But the
FISA Court required that the CIA and NSA indicate on the information they
provided to the FBI whether the information had been obtained based on FISA
information previously provided to them by the FBI (called “FISA-derived
information”). ‘In response, the NSA decided that it was more efficient not to
delay dissemination of intelligence while checking to see if it was derived from .
FISA, and it therefore placed a caveat on all NSA counterterrorism reports to
the FBI stating that before information could be considered for dissemination
to criminal personnel, the FBI had to check with the NSA General Counsel
about whether the intelligence was FISA-derived. Once the NSA determined
whether the information was FISA-derived, the FBI had to comply with the
wall procedures for passing FISA-derived information to criminal agents or
prosecutors. If the information was not FISA-derived, it could be passed
directly.

FBI Headquarters personnel became wary that any involvement of
criminal agents in intelligence investigations could present problems for the
FBI with the FISA Court.. A former ITOS unit chief described the FISA
Court’s certification requirement as a “contempt letter” and said that it “shut
down” the flow of information in the FBI. He further stated that FBI
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Headquarters employees became worried that any misstep in handling FISA
information could result in harm to their careers because an FBI agent was
banned from appearing before the FISA Court and OPR began an investigation
on him. These three factors — the Court had become the screener in al Qaeda
cases, the certification requirement imposed by the FISA Court, and concerns
about violating the Court’s rules — combined to stifle the flow of intelligence
information within the FBI. FBI employees described this to the OIG as the
walls within the FBI becoming “higher” over time. New York FBI agents told
the OIG that the walls were viewed as a “maze” that no one really understood
or could easily navigate.

As we discuss below, these walls affected the FBI personnel’s

- discussions about the Mihdhar information at the June 11, 2001, meeting in
New York and the FBI’s decision to open an investigation to locate Mihdhar in
August 2001.

2. Problems at the June 11 meeting

At the June 11, 2001, meeting, FBI Headquarters and CIA CTC
personnel discussed with New York FBI investigators issues relating to the
Cole investigation. At the time of this meeting, the FBI analyst who we call
Donna had received information from the CIA concerning travel in January.
2000, of an al Qaeda operatlve named Khalid al-Mihdhar to Malaysia through

After réceiving the information from the CIA, Donna had conducted her
~own record check on Mihdhar in CTLmk and dlscovered the NSA information

I

i

266 Although not shared with Donna or known to anyone else in the FBI, the CIA also
knew in June 2001 that Mihdhar had a U.S. visa, that Mlhdhar S assomate -- Hazmi -- had
traveled to the United States in J anuary 2000, :
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This NSA intelligence about Mihdhar would have been important to the
FBI agents conducting a criminal investigation ||| | Nl . However,
Donna did not share this information with the criminal agents at the June 11
meeting because of concerns about the wall. By this time, the FBI was
~operating under the requirement that all NSA counterterrorism information had
to be reviewed by the NSA’s General Counsel’s Office for a determination of
whether it was FISA-derived before it could be considered for dissemination to
criminal agents. Because she had not yet asked the NSA whether the
information could be passed, Donna did not provide the New York agents with
any of the NSA information. That information would have been important to
the New York agents who were working the Cole investigation because they.
. spec1ahzed in al Qaeda operations and at the June 11 meeting showed great
interest . That information may also
have provided the criminal agents with additlonal leads and could have led to
the information that Mihdhar and Hazmi had traveled to the United States n
January 2000.

We recognize that the caveat on sharing any NSA counterterrorism
information did not mean that the criminal agents were prohibited from ever
obtaining access to the NSA information on Mihdhar. But if the information
was FISA-derived, the caveat created a delay in the criminal agents receiving
the information because of the lengthy procedures that had to be followed to
share the information with them.

With respect to the information Donna had received from the CIA about
the Malaysia meetings, Donna showed the photographs to New York agents
and asked whether they could identify.lﬁ-ll--ll-lll
I A ficr one of the agents made a tentative identification, the agents
asked questions about Mihdhar and the photographs. The agents continued to
ask Donna questions about Mihdhar, the Malaysia meetings, and the
photographs on June 11 after the meeting. As we discussed above, it is unclear
how much questioning occurred during the actual meeting and how much
occurred after the meeting. Donna was unable to answer most of the agents’
questions because she had not obtained the information from the CIA. This, in
our view, was not because of the wall, but was because of Donna’s failure to
plan the meeting adequately or ask sufficient questions from the CIA in
advance of the meeting.
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First, we believe the planning for the June 11 meeting was flawed.
Although Donna and other IOSs frequently traveled to New York to work on
the Cole investigation, she told the OIG that this was the first time that she had
arranged for a meeting involving CTC personnel in New York. Yet, according

“to what the meeting participants told the OIG, the purpose and the agenda of
the meeting were not clear. The participants agreed that they knew there was
going to be a discussion of the investigative results on the Cole attack. The -
New York agents believed that the CTC and FBI Headquarters had information
to share with New York. Donna and the CTC participants, however, described
the meeting as a “brainstorming’ session to determine what new leads could be
pursued and what FBI Headquarters could do to assist New York.

No agenda was prepared and no supervisors were consulted for their
1nput about the meeting. Even though Donna said that she called the meeting
to explore further leads or avenues of investigation in the Cole case, she
apparently did not ask the CTC participants to be prepared to present
information or answer questions. Mary and Peter told the OIG they were not in
a position to discuss the Cole investigation. Mary said she was not up to speed
about the Cole investigation or the Malaysia meetings. Peter told the OIG that
as an analyst at the CIA, he did not have authority to discuss CIA mformatlon
at the meeting and he was merely “tagging along.”

Donna told the OIG that she considered Mary to be another FBI
employee at the meeting, and for this reason did not provide her with any
specific instructions in preparation for the meeting. Donna also said that she
had not invited Peter and because she was not in his chain of command, she did
not ask him to be prepared. However, the New York agents we interviewed
told the OIG that they believed that CTC personnel were coming to the
meeting in part to share information with them. The fact that all the
participants we interviewed described the meeting as unproductive and a
“waste of time” highlighted that a more useful exchange of information could
have occurred. |

With respect to the | MNIEIMMIMEEEN. Dorna had obtained only

limited information from CIA employee John about the photos when she
received them. She did not ask general background questions such as whether
anyone else in the photographs had been identified, or what else was known
from the Malaysia meetings. Donna told the OIG that because she believed the
CIA provided her with everything she was entitled to know, she did not have
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an in-depth discussion about the photographs. John said he did not recall
anything about his discussions with Donna regarding the |[||§} Gz

Donna told the OIG that when the New York agents asked her questions
about Mihdhar, the Malaysia meetings, and the photographs, she thought that
they were reasonable questions, but she did not know the answers. She stated
that at the time she obtained the | RNIRIIEII from the CIA, she
believed that they were only potentially related to Quso and their significance
to the Cole would hinge on whether Quso was in the photographs.

We believe Donna should have asked the CIAAaddit_ional questions about

the photographs. . | ' | -Illll
“ H il . Given her interest in

1, she should have wanted to ascertain,

and asked the CIA, what, 1f anything, was known about the purpose of the
Malaysia meetings, who were the other participants at the meetings, what was

known about the participants, and any other available information.

Donna also did not ask the CIA whether there were additional photos or
documentation. Donna told the OIG she was unaware that there could have
been additional photographs or other relevant information available. We
- believe that someone in her position should have known or at least asked for
additional information about the subject of the photographs in preparatlon for
the meetlng

We also were troubled by Donna’s inadequate efforts to-obtain additional
information after the June 11 meeting, particularly information about the
Malaysia meetings, since it had been the subject of a dispute between Donna
and Scott. Although Donna told the New York agents that she would check
with the CIA about additional information regarding the photographs and the
Malaysia meetings, Donna made little effort to obtain this information until
two months later, in August 2001. Donna told the OIG that she believes that
she made some unsuccessful follow-up phone calls to Peter and John about the
photographs. It is not clear from the documentary evidence how much Donna
did before August to obtain the information, but she did not provide additional
information to the New York agents about the photographs for at least two
months. We recognize that FBI analysts were overwhelmed with assignments
and had to juggle many responsibilities, however, given the possible
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connections of this information to the Cole investigation, we believe Donna
should have made more aggressive and timely efforts to obtain this information
soon after the June 11 meeting and to keep the New York agents informed
about what her follow-up efforts were.

By the same token, Scott, the New York Cole case agent, did little to
follow up after the June 11 meeting to obtain information he requested [[Jilij
B Scott told the OIG he “often” asked Donna about the
status of the information, but he was not provided any such information.
Donna contended that Scott did not follow up on his June 11 requests. We
found no evidence such as e-mails or other documents to support Scott’s claim
‘that he raised the issue often with Donna. We believe that neither Donna nor
Scott made significant efforts after the meeting to obtain the information.

‘3. The FBI’s investigation in August 2001 to find Mihdhar and
Hazmi

As discussed above, on August 22, 2001, the FBI learned that Mihdhar
and Hazmi had entered the United States in January 2000, that Mihdhar had
again flown to New York on July 4, 2001, and that there was no record of
either of them leaving the country. The FBI also learned that Khallad had been
identified in the Kuala Lumpur photographs. Upon discovery of this
information, the FBI opened an intelligence investigation in New York in an
effort to locate Mihdhar. '

Once again, however, the separation between intelligence and criminal
information affected who could receive access to the information about Hazmi
and Mihdhar. This interpretation of the wall also hampered the ability of the
FBI New York agents working on the Cole investigation to participate in the
search for Hazmi and Mihdhar. In addition, we found that the FBI’s efforts to
locate Hazmi and Mihdhar were not extensive. We do not fault the case agent
assigned to locate them. He was new and not instructed to give the case any
priority. Rather, we found that the FBI New York did not pursue this as an
urgent matter or assign many resources to it.
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a. The effect of the wall on the FBI’s attempts to locate
Mihdhar

As discussed above, Donna drafted an EC to the New York FBI
requesting it open an investigation to locate Mihdhar. She also called Chad,
the FBI New York agent who primarily handled intelligence investigations for
the Bin Laden squad, to give him a “heads up” about the matter, and she
subsequently sent the EC to him. She wrote in the e-mail that she wanted to
get the intelligence investigation going and the EC could not be shared with
any of the agents working the Cole criminal case. Chad forwarded the EC to
his squad supervisor, Jason, who nevertheless disseminated the EC via e-mail
within the Bin Laden squad, including to the criminal agents assigned to the
Cole investigation.

Scott read the EC and contacted Donna regarding it. Donna informed

Scott that he was not supposed to have read the EC because it contained NSA
information that had not been cleared to be passed to criminal agents. Donna

told Scott that he needed to destroy his copy. Scott responded that the effort to
locate Mihdhar |1 I Y N TR, 21d he argued
with Donna regarding the designation of the investigation as an intelligence
matter. Donna asserted that, because of the wall, criminal agents were not yet
entitled to the underlying intelligence provided by the NSA, and N

I (c FBI could not establish any connection between

Mihdhar and the Cole criminal investigation.

Scott, Donna, and acting UBL Unit Chief Rob then spoke via conference
call. Scott argued that the investigation should be opened as a ¢riminal
investigation and that more resources and agents could be assigned to a
criminal investigation by New York. He also argued that criminal investigative
tools, such as grand jury subpoenas, were far quicker in obtaining information
than the tools available in intelligence investigations. '

Donna consulted with an NSLU attorney, Susan. According to Donna,
Susan concurred that the matter should be handled as an intelligence
investigation and that because of the wall, a criminal agent could not
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participate in the search for or any interview of Mihdhar.”*” When Donna
advised Scott of Susan’s opinion in an e-mail message, Scott responded by e-
mail that he believed the wall was inapplicable. Scott ended his message by
suggesting that because of the NSLU’s position, people were going to die and
that he hoped that NSLU would stand by its position then.

The way that FBI Headquarters handled the Mihdhar information
reflected its interpretation of the requirements of the wall prior to September
11. First, because the predication for the search for Mihdhar originated from
the NSA reports, this information could not be immediately shared with
- criminal agents. Instead, it first had to be cleared for dissernination by the
NSA, which would determine whether the intelligence was based on FISA
information. If so, the information had to be cleared for passage to the criminal
agents — the information had to be provided to the NSLU, which then provided
the information to OIPR, which then provided it to the FISA Court, which then
had to approve the passage of this information to criminal agents. In fact, the
limited INS information concerning Mihdhar’s and Hazmi’s entries into the
United States was the only unrestricted information in the EC immediately
available to the criminal investigators.

IR, (1< decision to open an intelligence

investigation resulted in certain restrictions.. FBI Headquarters employees
understood that they needed to ensure that they avoided any activities that the
FISA Court or OIPR could later deem “too criminal” and could use as a basis
to deny a FISA application. This included preventing a criminal agent from
participating in a subject interview in an intelligence investigation. While
Scott was correct that the wall had been created to deal with the handling of
only FISA information and that there was no legal barrier to a criminal agent
being present for an interview with Mihdhar if it occurred in the intelligence
investigation, FBI Headquarters and NSLU believed that the original wall had
been extended by the FISA Court and OIPR to cover such an interview.

Scott’s frustration over the wall was similar to Henry’s ||| | |j IR
I e Henry was told by Don that seeking prosecutor

267 As discussed above, Susan told the OIG that she did not recall this discussion with
Donna.
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involvement prematurely could potentially harm any FISA request. Scott, like
Henry, wanted to pursue a criminal investigation and became frustrated when
hé was advised by FBI Headquarters that he could not proceed in the manner
he deemed appropriate. Scott’s perception was that FBI Headquarters had
misconstrued “the wall” and the wall had been inappropriately expanded. He
told the OIG that he believed the wall should only relate to FISA or FISA-
derived information. Like the Minneapolis FBI, Scott believed that he was
being “handcuffed” in the performance of his job and that FBI Headquarters
“erred on the side of caution” in its approach to intelligence information.

FBI Headquarters, on the other hand, acted in accordance with its
experience with OIPR and the FISA Court. FBI Headquarters believed that
OIPR and the FISA Court required strict adherence to the procedures for the
passage of intelligence information to criminal investigations and required
separating criminal and intelligence investigations. Donna explained that the
FISA Court’s mandates resulted in the need for the FBI to create a near
complete separation between intelligence and criminal investigations in order
to effectively use intelligence information. Rob also told the OIG that there
were “land mines” in dealing with intelligence versus criminal information,
and 1t was difficult to appropriately straddle the two sides.

‘Our review of this case showed that the wall had been expanded to create
a system that was complex and had made it increasingly difficult to effectively
use intelligence information within the FBI. The wall — or “maze of walls” as
one witness described it — significantly slowed the flow of intelligence
information to criminal investigations. The unintended consequence of the
wall was to hamper the FBI’s ability to conduct effective counterterrorism
investigations because the FBI’s efforts were sharply divided in two, and only
one side had immediate and complete access to the available information.

| The wall was not, however, the only impediment in the FBI’s handling of
the investigation to find Mihdhar and Hazmi. We found there were also other
problems in how the search for Mihdhar and Hazmi was handled.

b. Allocation of investigative resources

We found that prior to the September 11 attacks, the New York Field
Office focused its al Qaeda counterterrorism efforts-on criminal investigations,
but it did not expend a similar effort on intelligence investigations or the
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development of intelligence information. New York agents told the OIG they
believed that criminal prosecution was the most effective tool in combating
terrorism. They asserted that criminal investigations are also a preventive
activity and the FBI had always focused on preventing terrorism, even before
September 11. They pointed to the TERRSTOP investigation in 1993, an
investigation to uncover a terrorist plot to attack New York City landmarks,
and the criminal investigation into the East African embassy bombings.

Prosecutors also argued that criminal investigations and prosecutions are
an effective preventive measure against terrorism. Testifying before the Joint
Intelligence Committee, Mary Jo White, the former U.S. Attorney for the
Southern District of New York (SDNY), stated, “[W]e viewed the terrorist
investigations and prosecutions we did from 1993-2002 as a prevention tool.”
Patrick Fitzgerald, currently the U.S. Attorney for the Northern District of
Illinois and formerly an Assistant U.S. Attorney in the SDNY, told us that it is
a misconception that there has to be a difference between prosecution and
gathering intelligence. He added that the SDNY prosecutions produced a
“treasure trove of [intelligence] information.”

However, prosecutors also realized criminal investigation and
prosecution were not the only means of countering terrorism. White stated,
“the counterterrorism strategy of our country in the 1990s was not, as I have
read in the media, criminal prosecutions.” She further stated, “none of us
considered prosecutions to be the country’s counterterrorisim strategy, or even a
- major part of it.” As Fitzgerald told us, “in order to connect the dots, you need
people to gather the dots.”

~ Although we agree criminal investigations are a highly effective
counterterrorism tool, intelligence investigations were not given nearly the
same level of resources and attention in the FBI’s New York Field Office
before September 11, 2001. This criminal focus was clear in the assignment of
personnel on the New York Bin Laden squad. From October 2000 to June
2001, only one agent on the Bin Laden squad was designated as the
“intelligence” agent — the agent we call “Chad.” The remainder were
designated as “criminal” agents.”® Chad told us that he was inundated with

2% One criminal agent worked on intelligence matters on a part-time basis.
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intelligence investigations and information, and he rarely had enough time
even to review all the incoming Bin Laden intelligence information, let alone
to digest, analyze, or initiate the procedures to pass the information to the
criminal agents where applicable. Chad also told us that the “intelligence”
agent designation was “not a desirable position” within the Bin Laden squad.
He described himself as the “leper” on the squad due to “the wall.”
Furthermore, Chad stated that the intelligence side of the squad received far
less and lower quality resources.

The handling of the investigation to locate Mihdhar provides a clear
indication of the primacy of the criminal over intelligence investigations in the
New York office. On August 28, 2001, the New York Field Office opened an
intelligence investigation to locate Mihdhar based upon Donna’s EC. Donna
told the OIG that she believed there was some urgency to the Mihdhar
investigation, not because of any evidence that he was operational, but because
he could leave the United States at any time and the opportunity to find out as
much as possible about him would be lost. She said she therefore called Chad
about the EC in advance, which she did not normally do.

However, when she sent the EC to New York, she assigned the matter
“routine” precedence, the lowest precedence level. When asked about this
discrepancy, Donna told the OIG that the Mihdhar investigation was “no
bigger” than any other intelligence investigation that the FBI was pursuing at
the time.

The New York Bin Laden squad relief supervisors, who we call “Jay”
and “David,” told the OIG that they recognized that there was some urgency to
the Mihdhar investigation. Yet, the FBI in New York did not treat it like an
urgent matter. The investigation was given to an inexperienced agent —
”Richard” — who had only recently been assigned to the Bin Laden squad. This
was his first intelligence investigation. As one of the largest field offices in the
FBI, with over 300 agents assigned to the JTTF, the New York Field Office
could have assigned additional or more experienced agents who were not
involved in the Cole criminal investigation to assist Richard. However, the
New York Field Office Bin Laden Squad was focused on criminal
investigations. As a result, the designation of the Mihdhar matter as an
intelligence investigation, as opposed to a criminal investigation, undermined
the priority of any effort to locate Mihdhar.
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Finally, we also noted that there was a clear predicate for a criminal
investigation that no one appeared to notice at the time. In her EC, Donna
noted that Mihdhar had previously traveled to the United States, according to
information she had obtained from the INS. After the FBI’s intelligence
investigation was opened, she obtained and forwarded to Richard a copy of
Mihdhar’s June 2001 visa application on which he stated that he had not
previously been issued a visa and had never traveled to the United States.
Thus, there was a clear basis to charge Mihdhar criminally with false
statements or visa fraud. Significantly, this information had been provided to
the FBI without the restrictive caveats placed on NSA reports and other
intelligence information. As a result, if Mihdhar had been found, he could
have been arrested and charged with a criminal violation based on the false
statements on his visa application. However, the FBI did not seem to notice
this when deciding whether to use criminal or intelligence resources to locate
Mihdhar.

D. Individual performance

This section summarizes the performance of individual FBI employees in
the Hazmi and Mihdhar matter. While none of them committed misconduct,
we believe that several FBI employees did not perform their duties as well as
they could have and should have. We address in turn the FBI employees
involved in each of the five lost opportunities.

In this section, we do not discuss the performance of individual CIA
employees. However, we believe that a significant cause of the failures in the
sharing of information regarding the Hazmi and Mihdhar case is attributable to
the actions of the CIA employees. It is the responsibility of the CIA OIG to
assess the accountability of the actions of CIA employees. '

1. Dwight
In January 2000, intelligence information was developed about Hazmi,
Mihdhar, and I ccting in Malaysia. Dwight, an FBI

detailee to the CTC’s Bin Laden Unit, read the CIA cables about the Malaysia
meeting. The cables indicated that Mihdhar had a U.S. visa and that he listed
New York on the visa application as his intended destination. Dwight
recognized the significance of this information to the FBI and drafted a CIR to
pass this information to the FBI.
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Unfortunately, his draft CIR was never sent. A notation added to the CIR
suggested that it was held at the request of the CIA’s Deputy Chief of the Bin
Laden Unit. Several FBI detailees accessed the CIR, and Dwight inquired
about it again five days later, asking the Deputy Chief in an e-mail whether it
was going to be sent or whether he needed to “remake” it in some way. We
found no response to his e-mail, and none of the participants, including Dwight
and the Deputy Chief, said they remembered this CIR at all.

We believe the primary responsibility for the failure to pass this
information rests with the CIA. The evidence indicates that the CIA did not
provide permission for the CIR to be sent.?® However, we also believe that
Dwight should have followed up as much as necessary to ensure that the
information was sent to the FBI. Although we found evidence that he inquired
once about the disposition of the CIR, we found no additional evidence that he
continued to follow up to ensure that the information was sent. If Dwight was
stymied in his attempt to learn about the disposition of the cable, or if the CIA
gave no reasonable explanation for why the information was not being sent, he
could have brought this issue to the attention of another supervisor in the CTC.
In our view, Dwight took the commendable initiative to draft the CIR to share
the information with the FBI, but did not follow through adequately to ensure
that it was sent, and the information in the CIR was not provided to the FBI
until shortly before the September 11 attacks.

2. Malcolm

Malcolm was a New York FBI agent detailed for several years to the
CTC. He told the OIG that he understood his role at the CTC was, among
other things, to be the “eyes and ears” of the New York Field Office. We do
not believe that he performed this role sufficiently. He acknowledged to the
OIG that one of his duties was “to monitor’” New York Field Office cases, but
he said he read only the cables that he thought were “interesting,” generally

2% The CIA has asserted that the information in the CIR was sent to the FBI through
another cable, which may be why the CIR was not sent. A CIA cable stated that Mihdhar’s
travel documents, including a multiple entry U.S. visa, had been copied and passed “to the
FBI for further investigation.” As discussed above, however, we found no evidence that this
cable was correct and that this information had actually been provided to the FBI.
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based solely on his review of the cable subject line. In addition, while he said
his role was to “facilitate inquiries of mutual interest,” the only example he
could provide was his acting as a liaison for FBI offices around the country by
following up on tracing requests and reporting on their status. This was not
very onerous or substantive. We believe that FBI management is primarily
responsible for failing to provide the FBI detailees to the CTC, including
Malcolm, with clear duties, direction, and supervision. But we believe
Malcolm should have done more and taken more 1n1t1at1ve in performing his
duties at the CTC.

3. Stan

‘For several months in 2000, Hazmi and Mihdhar lived as boarders in the
house of an FBI informational asset. The asset briefly mentioned the two
boarders to his FBI control agent, who we call “Stan.” Stan did not document
this information, seek to learn the boarders’ full identities, or conduct any
checks on them.

No FBI policy required Stan to seek or document this type of information
from the asset, and we found differences among the other FBI agents who we
interviewed about whether they would have sought such information from an
asset. While Stan did not violate any specific FBI policy, we believe it would
have been a better and more prudent practice for him to have sought at least
minimal information from his asset about the boarders living with him. The
asset knew little about the boarders, and the boarders could have compromised
information provided by the asset to the FBI.

Moreover, FBI policy required Stan to continually evaluate the asset’s
credibility and provide a yearly evaluation report on the asset. Stan’s yearly
report on this asset was minimal, with a bare attestation of the asset’s bona
fides. It contained no indication of what evidence Stan had used to make these
attestations. While we do not suggest that Stan had to conduct extensive
reviews of everyone living with the asset, Stan’s actions in following up on this
information were not particularly thorough or aggressive.

4. Max
In January 2001, a Jomt FBI/CIA source identified Khallad .

. Because the FBI ALAT who was
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involved in the handling of the source, Max, was unable to speak any of the
joint source’s languages, a CIA employee conducted the debriefings of the
source, including the debriefing in which the source identified Khallad. We
concluded that Max was not 1nf0rmed of the source’s identification of Khallad

R ' , either at the time of the
identification or afterwards. Although CIA cables covering the debriefing
described the identification of Khallad, these were not shared with Max.
Instead, he saw CIA TDs that did not contain the information about the
identification.

CIA documents do not indicate that the ALAT was informed of the
identification, and no other evidence indicates that the ALAT knew. We found
that the ALAT included detailed descriptions in his reports of other
information from the source, which indicates he was not provided the
information about the identification of Khallad. We also found that the New
York FBI agents who interviewed the source in February 2001 were not
informed of the 1dentification of Khallad. In sum, we believe the ALAT did
not learn about the source’s identification, not that he knew about identification
but failed to share this information with others.

We believe that, as the ALAT, Max should have been more familiar with
the CIA’s reporting process. He was not aware that the CIA’s TDs contained
only a part of the information obtained during the soutce debriefings.
Although our review revealed that many FBI employees operated with
‘misunderstandings about the ways the CIA recorded and reported intelligence -
information, a significant function of the ALAT position is to interact with the
CIA. Had he recognized that he could not rely on TDs for full reporting about
the source’s information, he could have asked his CIA counterpart directly for
any additional information from the source, and the ALAT may have learned
about the identification of Khallad. In addition, given Max’s concern that he
provide FBI Headquarters with all of the information reported by the source, it
,would have been prudent for him to consult with the CIA case officer and ask
sufficient questions to ensure that he had received all of the information. We
found no indication that he did so.

5. Donna

Donna, the FBI analyst who worked on the investigation of the Cole ,
attacks, planned a June 11, 2001, meeting with the Cole investigators and CIA

350



employees to discuss information relating to the Cole investigation. She
deserves credit for organizing this meeting and seeking to share intelligence
information with the Cole investigators. However, we fault her performance in
two respects. First, we found that the meeting was poorly planned, and Donna
did not clearly communicate the purpose of the meeting to the participants.
Donna also failed to obtain significant information prior to the meeting that
could have been shared with the investigators || I EGEGTETEEERTRIE
After the meeting, although Donna devoted a significant amount of time to the
Cole investigations, she did little specific follow-up to provide answers to the
investigators about their logical questions regarding ||| EGcNGGEGN
We believe she did not do all she could have to acquire that information for the
New York agents, even though she had said that she would as a result of their
discussion at the June 11 meeting. As a result, the FBI missed another
opportunity to focus on Mihdhar and Hazmi earlier than it did.

When Donna finally learned from Mary on August 22, 2001, that Hazmi
and Mihdhar were in the United States, Donna quickly and appropriately took
steps to have the FBI open an investigation to locate them. She personally
called the New York Bin Laden intelligence agent and told him about the
matter. This was an unusual step to call the agent directly, and it suggested
that the investigation should be given some priority. However, when she sent
the EC to New York, she designated the EC as having a routine precedence.
Donna’s actions indicated some urgency in the need for the investigation yet
the subsequent EC did not convey any urgency. The New York Field Office
assigned the case immediately, and the agent began working on the case within
two business days of the assignment. If the EC had conveyed urgency, the FBI
New York Field Office might have assigned additional or more experienced
agents to locate Mihdhar and Hazmi and initiated the search sooner.

6. Rob

We believe that Rob, as Donna’s supervisor, 1s also responsible for
Donna’s failures. While the FBI at the time permitted IOSs to make significant
decisions, often with little supervisory input, we believe that as a supervisor, he
should have ensured that she was handling the June 11 meeting appropriately
and, if necessary, become involved with the planning or execution of the
meeting. Although Donna often traveled to New York to work on the Cole
investigation, the June 11 meeting involved the CIA and an AUSA, which
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should have led to more supervisory involvement in the purpose, agenda, and
outcome of the meeting. But Rob had little supervisory involvement with it,
either before or after the meeting. In addition, although Donna drafted the EC
requesting the investigation of Mihdhar, the EC was ultimately approved and
sent by Rob. Therefore, we believe he also bears some responsibility for
failing to ensure that the appropriate precedence level was used on the EC.

7. Richard

We do not fault Richard for his limited investigation, which was still in

the nascent stages by the time of the September 11 attacks. As we described

“above, Richard took logical steps to try to locate Mihdhar and Hazmi, such as
completing a lookout for Mihdhar with the INS, requesting local criminal
history checks, checking with New York hotels about Hazmi and Mihdhar, and
conducting commercial database checks on them. However, there were many
more investigative steps that could have been pursued, in New York and
elsewhere, had the investigation been assigned greater priority and had the FBI
provided more resources to this investigation. The FBI was not close to
locating Hazmi and Mihdhar when they participated in the September 11
attacks. We believe that the FBI in New York should have assigned the matter
more priority than it did.

8. Mary

Mary was assigned by her CIA managers in May 2001 with finding and
reviewing the CIA cables relating to the Malaysia meetings and their potential
connection to the Cole attack. Mary did not find the relevant CIA cable traffic
until late July and mid-August 2001. She told the OIG that she did not have
time to focus on this assignment until then. Upon discovering on August 21
that Hazmi and Mihdhar had traveled to the Unlted States, she immediately
passed this 1nformat10n to the FBIL.

We recognlze that the disparate pieces of information about the Malaysia
meetings were not easy to connect and that the task of developing patterns
from seemingly unrelated information was complex. Yet we question the
amount of time that elapsed between Mary’s assignment and her discovery of
the important information. As we discussed previously, however, Mary’s
assignments were directed and controlled by her managers in the CTC. We,
therefore, leave this issue to the CIA OIG for its consideration.
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V. OIG conclusions

In sum, we found individual and systemic failings in the FBI’s handling
of information regarding the Hazmi and Mihdhar matter. The FBI had at least
five opportunities to learn about their presence in the United States and to seek
to find them before September 11, 2001. Much of the cause for these lost
‘opportunities involved systemic problems. We found information sharing
problems between the CIA and the FBI and systemic problems within the FBI
related to counterterrorism investigations. The systemic problems included
inadequate oversight and guidance provided to. FBI detailees at the CIA, the
FBI employees’ lack of understanding of CIA procedures, the inconsistent
- documentation of intelligence information received informally by the FBI, the
lack of priority given to counterterrorism investigations by the FBI before
‘September 11, and the effect of the wall on FBI criminal investigations.

Our review also found that the CIA did not provide information to the
FBI about Hazmi and Mihdhar when it should have and we believe the CIA

shares significant responsibility for the breakdown in the Hazmi and Mihdhar
~ case. However, the FBI also failed to fully exploit the information that was

- made available to them. In addition, the FBI did not assign sufficient priority
to the investigation when it learned in August 2001 that Hazmi and Mihdhar
were in the in the United States. While we do not know what would have
happened had the FBI learned sooner or pursued its investigation more
aggressively, the FBI lost several important opportunltles to find Hazmi and
Mihdhar before the September 11 attacks.
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CHAPTER SIX
RECOMMENDATIONS AND CONCLUSIONS

Our review found many deficiencies in the FBI’s handling of intelligence
information related to the September 11 attacks. In addition to individual
failures, which we detail at the end of each chapter, we found significant
systemic problems that undermined the FBI’s Counterterrorism Program. For
example, before the September 11 attacks the FBI lacked an effective
analytical program, failed to use the FISA statute fully, and was inadequately
organized to disseminate timely and sufficient information within the
Intelligence Community. As we detailed in this report, these systemic
problems significantly affected the FBI’s handling of the Phoenix Electronic
Communication (EC), the Moussaoui investigation, and the pursuit of
intelligence information relating to Hazmi and Mihdhar, two of the September
11 terrorists.

Since September 11, 2001, the FBI has taken numerous steps to
reorganize and strengthen its Counterterrorism Program. In this report, we
have not analyzed each of these changes, many of which are substantial,
ongoing, and evolving. The National Commission on Terrorist Attacks Upon
the United States (9/11 Commission), as well as other OIG and GAO reviews,
1s assessing the impact of the changes in the FBI since September 11, 2001. -

In this chapter, we make broad systemic recommendations to address the
specific problems examined in our review that we believe the FBI must address
as 1t continues to change its Counterterrorism Program. Our recommendations
flow from the analysis of the deficiencies that we found in the way the FBI
handled information related to the September 11 attacks.?”

I. Recommendations

A. Recommendations related to the FBI’s analytical program

Recommendation No. 1: Improve the hiring, training, and
retention of intelligence analysts.

270 Attached in the Appendix 1s the FBI’s response to this report and our
recommendations.
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As discussed in Chapter Two, the FBI acknowledged shortly after the
September 11 attacks that its analytical program was inadequate and in need of
improvement. Since then the FBI has made important changes to attempt to
address this deficiency. For example, the FBI has established the Office of
Intelligence with separate management and career tracks for analysts. In
addition, the FBI has created an analytical branch in the Counterterrorism
Division and has established the College of Analytical Studies at the FBI
Academy in Quantico, Virginia, with a 6-week training program for all
analysts. | |

In addition to these important changes, the FBI must ensure that it hires,
trains, and retains a sufficient number of skilled analysts. Hiring sufficient
numbers of qualified analysts is a challenging task. As part of this effort,
training for analysts must be improved. For example, we found that training
for analysts prior to September 11 was infrequent and often did not occur until
months after they began working in their analyst positions. While training for
analysts has improved since September 11, the FBI needs to ensure that it
provides comprehensive and timely training for all its analysts.?"!

To retain analysts, the FBI must ensure that it creates an attractive career
path for analysts, with sufficient benefits and stature within the FBI. Analysts
should have the opportunity to receive promotions to senior positions, such as
assistant directors or deputy assistant directors, rather than being supervised
solely by special agents who have risen to management positions within the
FBI. Prior to September 11, 2001, the FBI did not sufficiently value or support
the critical work of its analysts. The FBI must ensure that it elevates the-
importance of analysts and their work within the FBI.

Recommendation No. 2: Ensure effective management of
analysts.

Our review revealed problems in the management of analysts within the
FBI, particularly the Intelligence Operations Specialists (IOSs) in the
International Terrorism Operations Section (ITOS) at FBI Headquarters. Our
review revealed that supervisory special agents in FBI Headquarters failed to

2"l The OIG is currently conducting an audit examining the FBI’s efforts to hire and
train intelligence analysts.
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provide consistent oversight and supervision of these analysts. Part of the
problem was that the analysts were long-time FBI Headquarters employees
with substantive expertise in terrorism matters, while their supervisors were
agents who often lacked analytical expertise and rotated through FBI
Headquarters on short assignments.

Moreover, prior to September 11, 2001, ITOS worked in crisis mode,
with insufficient resources to respond its many tasks. Consequently,
overwhelmed analysts had to respond to the emergency of the moment. They
did not have sufficient time to conduct comprehensive, proactive analysis to
assess the significance or the relationship of disparate pieces of intelligence
information. Supervisors also allowed the analysts to make critical decisions
independently, without requiring any superv1s ory consultation even on
significant matters.

The FBI must ensure effective management of analysts. It must identify
the priorities for analysts and ensure that their workload is reasonable enough
for them to adequately perform the tasks assigned to them. The FBI should
more clearly define supervisors’ responsibilities in managing its analytical
programs. On important decisions, including determination of the priority to
assign analytical requests, analysts should be required to consult their
supervisors. In addition, analysts should not be able to close leads by 51mply
reassigning them, which also occurred with regard to the Phoenix EC.

We also believe that the analysts’ supervisors must have greater
experience and broader knowledge of the activities under their area of
supervision. Moving supervisors rapidly through critical units dealing with
counterterrorism undermines the management of the program and the FBI’s
critical need for continuity and expertise in these important units. Supervisory
positions that oversee analysts should be filled by experienced and permanent ~
personnel, not analysts in acting capacities or agents who rotate through the
units for short periods of time.

Recommendation No. 3: Require greater coordination and
consultation between the operational and analytical units.

Various FBI analysts and managers told us that, in the past, operational
managers in the FBI frequently overruled the conclusions of analytical work
products. Before information could be disseminated to the field, ECs
containing the analytical information had to be approved by the operational
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unit with responsibility for the area. The witnesses stated that the job of
operational personnel is to verify that the facts cited by analysts are correct, but
- that the expertise and judgment of analysts normally should be relied upon in

" deciding the conclusions to be drawn from those facts.

We agree that operational personnel generally should not alter or veto the
conclusions of an analyst in an analytical product. At the same time, analytical
products need the input and expertise of operational personnel. The FBI
therefore should take steps to institutionalize the operational components’
involvement in developing and reviewing analytical products and set up a
process for ensuring that these products reflect the consensus of the FBI’s

-analytical and operational components.

Because the FBI combines intelligence and law enforcement
components, disputes inevitably will arise between the operational unit and the
analytical unit over, among other things, whether certain information should be
distributed to the field or should appear in a briefing document because of
concerns that it could jeopardize a pending investigation or prosecution. We
believe that the FBI should establish a more defined and efficient process for
handling these types of conflicts. The process should involve discussions

between the disagreeing components and the input of the FBI’s Office of
General Counsel in appropriate circumstances, with a decision resting with
upper-level FBI management.

B. Recommendations related to the FISA process

Recommendation No. 4: Ensure adequate training of FBI
employees involved in the FISA process and
counterterrorism matters.

We found that many FBI employees who were assigned to
counterterrorism work — whether analysts, special agents in field offices, or
FBI Headquarters supervisory special agents — received little formal training
about counterterrorism matters in general or FISA in particular. Even in
complicated matters, such as the intricacies of terrorist organizations such as al
Qaeda, these FBI employees primarily received-on-the-job training.

We found, in particular, that FBI employees’ knowledge about FISA was
limited and uneven. FBI Headquarters employees we interviewed generally
were not even familiar with the 1995 Procedures. Although they were
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knowledgeable about basic steps required for obtaining a FISA warrant, they
were not well versed in the requirements of the FISA statute, particularly when
the facts of the case did not fit within a standard pattern. We also found that
special agents in FBI field offices were not well informed about the FISA
process, such as the steps needed to finalize a FISA request, or the types of
information needed to meet the requirements for a FISA warrant.

After the September 11 attacks, the 1995 Procedures and other
restrictions regarding FISA and the dissemination of intelligence information
have dramatically changed. By many accounts, the FBI and the Office of
Intelligence and Policy Review (OIPR) are now much more aggressive in their
approach to obtaining FISA warrants than before September 11. In addition,
we were informed that in the spring and summer of 2003, many FISA training
sessions were provided for FBI and OIPR employees, as well as employees
from other Department of Justice components and intelligence agencies
working on counterterrorism matters. This type of training, in our view, should
be expanded and provided regularly.

In addition, the FBI must ensure that its employees understand the
requirements for opening intelligence and criminal investigations that relate to
counterterrorism and the tools available to them to conduct these
investigations. This training should include detailed information on FISA and
how it can be used, even when the case does not fit a standard fact pattern.

FBI agents also should receive training about the restrictions on the use
of information acquired in intelligence investigations. Formal training should
be provided at all levels in FBI Headquarters and for all field office employees
who are involved with counterterrorism investigations, including the Chief
Division Counsels (CDC) in the field. Widespread and continual training on
FISA and other counterterrorism issues 1s especially important given the
increase in the number of FBI employees who, since September 11, 2001, have
been reassigned to counterterrorism matters from other programs.

Recommendation No. 5: FBI attorneys should be better
integrated into counterterrorism investigations.

Our review found that the FBI lacked an effective system for ensuring
that FBI lawyers were sufficiently integrated into the FISA process or other
legal issues arising in counterterrorism investigations. For example, the FBI
Headquarters supervisor most involved with ||| NI had to consult
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with four different National Security Law Unit (NSLU) attorneys about the

- I F1SA request because FISA requests were not assigned to a single
NSLU attorney who was responsible for seeing it through the process. In
addition, none of the NSLU attorneys consulted with anyone from OIPR about
the | ]JJ FISA request, despite its unusual nature, partly because one
NSLU attorney never was completely responsible for the matter.

We believe that one NSLU attorney normally should be assigned to
handle a particular FISA request or other legal matter arising in a
counterterrorism investigation. This would ensure that an NSLU attorney is
familiar with the facts and legal issues from beginning to end of the case, and it
would give the attorney greater responsibility for a particular matter. In
. addition, we believe that NSLU attorneys should have more contact with field
agents in important cases. None of the NSLU attorneys in the ||| |GGG
spoke with the field agents, or even were provided the underlying documents
drafted by the field agents.

On the other hand, we found that the Minneapolis field agents in the
IR did not consult fully with their CDC about what was needed to
support their FISA request, despite their frustration and disagreement with the
advice they received from FBI Headquarters. Field agents should be
encouraged to consult with CDCs about FISA requests or other legal issues that
arise out of counterterrorism investigations. CDCs also should be more
involved in the FISA process and better trained to be in a position to provide
useful guidance to field agents and represent the field office on a particular
FISA request.

Recommendation No. 6: Ensure closer consultation between
the FBI and OIPR, particularly on important or unusual
cases.

In the || I, thc FBI never consulted OIPR about the
possibility of obtaining a FISA warrant, despite the strong disagreements about
the case between FBI Headquarters and the field office. The chief of the
NSLU told us that he had never seen a supervisory special agent in
Headquarters so adamant that a FISA warrant could not be obtained and at the
same time a field office so adamant that 1t could We believe that in unusual

cases, _ - did not fit a standard fact

pattern for FISA and strong dlsagreement ex1sted within the FBI about the ’,
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strength of the evidence, FBI lawyers should consult with OIPR about the
issues involved in the case. OIPR is responsible for implementing FISA and is
the Department’s expert on the requirements of the statute, and the FBI should
discuss with it the important and contentious issues involved in such a FISA
request.

Since the September 11 attacks, much has changed about the
requirements and use of FISA, including the legal framework and the way the
Department uses the statute. We also understand that OIPR. and the FBI now
consult more closely on the use of FISAs in particular cases, as well as on the
requirements of the statute. We recommend that this closer consultation be
enhanced and promoted, and that the FBI be encouraged to seek assistance and
advice from OIPR at early stages of investigations involving the use of FISA.

C.. Recommendations related to the FBI’s interactions with the
Intelligence Community

Recommendation No. 7: Ensure effective management of
~ FBI detailees. |

Our review found that the FBI detailees to the CIA’s Counterterrorist
Center (CTC) lacked defined responsibilities. The detailees told us they were
not given sgeciﬁc instructions about their responsibilities and each detailee
defined the job individually. As a result, they, as well as the FBI and the CIA,
had significant misperceptions and inconsistent expectations about their roles.
For example, the detailees did not believe they were to act as “backstops” to
ensure that CIA information was passed to the FBI, and they did not scour CIA
cable traffic for this purpose. Yet CIA employees believed that at least one of
the FBI detailees had been assigned to the CTC specifically for this purpose.

The FBI and the CIA did not have any memoranda of understanding
describing the detailees’ functions. Moreover, the detailees were not even
evaluated based upon what they did at the CTC. Instead, their performance
appraisals were based on what they did as FBI employees, not as detailees to.
the CTC.

- The FBI needs to formally describe the roles and responsibilities of
detailees and communicate this to the detailees and to the CIA. To avoid
misunderstandings and ensure continuity in the program, the FBI should
document these responsibilities in a formal memorandum of understanding
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with the CIA. In addition, the performance work plan of each detailee should
be revised to reflect the critical elements of the job being performed by the
detailee at the CIA, and someone who oversees their daily work should
evaluate them.

Recommendation No. 8: Ensure FBI employees who
interact with other intelligence agencies better understand
their reporting processes.

~ As we discussed in Chapter Five of this report on the Hazmi and Mihdhar
~ matter, FBI employees we interviewed did not fully understand the CIA’s
system for reporting intelligence information. For example, the FBI’s |
Assistant Legal Attaché (ALAT) who dealt with the source mistakenly
believed that the CIA’s TDs he received contained all source reporting that was
available from the CIA. In fact, other operational cables contained significant

CIA information about the source, including that the source had identified
Mihdhar in the Malaysian meeting photographs. We found that other

experienced FBI agents who interacted frequently with the CIA. also were
unaware of CIA procedures and important ways to obtain additional
intelligence information from the CIA.

' We believe that FBI employees who interact with the CIA should be
more familiar with CIA and other intelligence agencies’ processes for reporting
* intelligence information. Even if FBI employees do not have full access to the
reports of other intelligence agencies or the systems from which these
intelligence reports are produced, the FBI employees should be aware of the
processes and reporting by other intelligence agencies to avoid the
misunderstandings that occurred in the Mihdhar matter.

Recommendation No. 9: Provide guidance for how and
when to document intelligence information received from
-informal briefings by other intelligence agencies.

The FBI lacked clear policies and procedures for how and when to
document intelligence information received from the CIA, particularly
intelligence communicated in an informal manner. For example, FBI
employees received verbal briefings on Mihdhar from CIA employees in the
FBI’s Strategic Information Operations Center (SIOC) around the time of the
Millennium threat. One of the reasons the SIOC was activated during this
period was to obtain and coordinate the response to threat information from
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various sources. Yet, the information the FBI received about Mihdhar in the
SIOC was never documented in a way that was accessible to other FBI
employees.

We are not suggesting that every informal communication from the CIA
to the FBI must be documented. However, the FBI should establish better
guidance for its employees as to how and when such information from such
informal briefings should be documented.

Recommendation No. 10: Ensure that the FBI’s infovrmation
technology systems allow FBI employees to more readily
receive, use, and disseminate highly classified information.

, The FBI has acknowledged for several years that its information
technology systems are not adequate. The FBI is in the process of
implementing widespread changes to its systems, and the upgrading of its
information technology systems is one of the highest priorities of the FBI. The
OIG and others have monitored and reported extensively on the progress of the
upgrade to the FBI’s systems, particularly the FBI’s Trilogy project.”’?

In this review, we found many examples of how the FBI’s poor
information technology systems hindered the handling and use of intelligence
information. For example, most of the persons listed on the attention line of
the Phoenix EC never saw it. Unless a lead is “set” for a specific person in the
FBI’s ACS system, the system does not notify the person that a document is
addressed to them. While it was possible for the addressees to access the
document in ACS by searching for documents containing their names, the
system was so cumbersome that FBI employees usually did not do this.

As the FBI moves forward in upgrading its information technology
systems, it must ensure that it is able to disseminate electronically throughout
the FBI intelligence information, regardless of the classification level. Agents -

272 The Trilogy project is the largest FBI information technology project, and has been
recognized as essential to upgrading the FBI’s archaic and inadequate computer systems.
Trilogy’s three main components involve upgrading the FBI’s hardware and software;
upgrading the FBI’s communications networks; and upgrading the FBI’s most important
investigative applications, including its Automated Case Support (ACS) system and the
introduction of the Virtual Case File system.
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and analysts at FBI Headquarters and in the field should be able to access
intelligence information readily to enable them to adequately perform their
jobs. They should also be able to communicate electronically with their
counterparts at other intelligence agencies. The FBI’s upgrade of information
technology must take into account the needs for access and use of highly
classified information.

Recommendation No. 11: Ensure appropriate physical
infrastructure in FBI field offices to handle highly classified
information.

In our review, we found that the FBI’s field offices generally lacked the
necessary physical infrastructure to readily use highly classified intelligence
information from the CIA and NSA. For example, the workspaces in the FBI’s
New York and San Diego Field Offices did not permit FBI personnel to handle

'SCI information at their desks. In addition, the FBI’s sensitive compartmented
information facilities (SCIFs) in those offices were not large enough or
adequate enough to permit agents to regularly access or handle highly
classified information. In addition, many field agents did not have sufficient
access to secure telephones. For example, in the New York Field Office, the
office most responsible for counterterrorism investigations before the
September 11 attacks, an entire squad with as many as 25 individuals shared
one secure phone. In order to successfully carry out its counterterrorism
functions, the FBI must provide its personnel with adequate infrastructure to
handle highly classified information.

Recommendation No. 12: Improve disserination of threat
information.

Prior to September 11, 2001, the FBI provided little guidance to its
employees about what information constituted a “threat” and what threat
information should be disseminated in the FBI, to the Intelligence Community,
or more widely. FBI employees told us that it was left to the judgment of the
supervisory special agent or analyst in FBI Headquarters to decide what

should be djsseminatd\,.
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distributed to all F
agencies.

We recognize that threat assessments require judgments, and not every
piece of information suggesting some kind of harm should be disseminated
throughout the FBI and the Intelligence Community. By necessity, FBI
employees must exercise discretion in evaluating potential threat information.
However, we believe the FBI should issue clear guidance for evaluating what

and how it should be disseminated.

D. Other recommendations

Recommendation No. 13: Evaluate the effectiveness of the
rapid rotation of supervisory special agents through the FBI
- Headquarters’ Counterterrorism Program.

Many FBI supervisory special agents rotate through important FBI
Headquarters supervisory positions for a short time, often two years or less.
Because of the rapid turnover, the supervisory positions can remain unfilled for
months at a time. We believe this turnover of managers in the FBI
Counterterrorism Program can harm the operation and management of the
program. For example, we found that analysts, often long-time FBI
Headquarters employees, were more knowledgeable than their supervisors
about the operation of the unit and the substantive subject matter. Brief stints
at FBI Headquarters can make it difficult for managers to become fully
conversant with the subject matter and procedures in the Counterterrorism
Program at FBI Headquarters before they are sent to a new assignment.

Part of the job of a manager is to understand the context with respect to a
particular terrorist organization or part of the world, and to use this knowledge
when advising field offices about their various investigations. The rotation of
special agents through supervisory positions in FBI Headquarters is so frequent
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and rapid that managers often do not have the time, ability, or incentive to
acquire the expert knowledge related to their functions. As a result, we believe
the FBI should evaluate the effectiveness of rotating supervisory special agents
and unit chiefs so rapidly through FBI Headquarters.

Recommendation No. 14: Provide guidance on the type of
“information that agents should obtain for evaluating assets
and for documenting the yearly check on assets.

In assessing the FBI’s handling of an asset in San Diego with whom
Hazmi and Mihdhar lived in 2000, we determined that the FBI control agent
who handled the asset did not inquire about the individuals who the asset said
was living with him. The asset told the control agent that two young men who
recently came to the United States had moved in with him as boarders but the
FBI agent did not obtain any additional information about the boarders, other
than their first names. Had the control agent pursued information about the
asset’s boarders, he might have learned about the CIA information regarding
Hazmi and Mihdhar and documented their presence in the United States.

‘We found little FBI guidance about what information the control agent
should have obtained from an asset in circumstances such as this. We also
found no consensus among the FBI agents we interviewed as to whether they
would have requested additional information from an asset in these
circumstances.

The FBI’s policy at the time was that the FBI agent was required to
“continually address” the asset’s “bona fides” and provide a yearly evaluation
report to FBI Headquarters. However, the policy did not specify how to assess
the bona fides of the asset or what information should be contained in the
yearly evaluation. The control agent’s report on the San Diego asset used the
same boilerplate language each year, with no substantive inforrnation provided
about the asset or the checks done on the asset.

We believe the FBI should evaluate its policies regarding evaluation of
assets and determine if agents are collecting and documenting sufficient
information about its assets. For example, the FBI should consider the
circumstances when FBI employees should seek information about persons
living with or otherwise closely associating with an FBI asset. In addition, the
FBI should consider detailing the minimum information an asset file must
contain to verify that an adequate background check has been conducted. This
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information is necessary to allow the FBI to determine whether the control
agent is continuing to assess each informational asset’s credibility, as required.
Moreover, information from an asset is only accessible and useful if
documented. The FBI should evaluate its asset policies and consider what
information it should require control agents to obtain and document about
assets.

Recommendation No. 15: Improve the flow of intelligence
information within the FBI and the dissemination of
intelligence information to other intelligence agencies.

Prior to the September 11 attacks, sharing of intelligence information
within and outside the FBI was piecemeal and ad hoc rather than systematic.
The FBI’s normal process for disseminating intelligence information was to
route it primarily to analysts, who then used their judgment and experience to
decide what needed to be disseminated further, and to whom. However, the
analysts were overwhelmed and had to address crises and emergencies as they
arose, with little time to conduct systemic evaluations or carefully consider
what information should be provided throughout the FBI. As a result,

-information that did not demand immediate attention, such as the Phoenix EC,
was not addressed thoroughly or timely. '

Moreover, the FBI lacked clear priorities or requirements for the
dissemination of information once it was collected. There was little guidance
regarding the types of information that had to be disseminated or included in
reports to other intelligence agencies. In addition, FBI procedures for
disseminating intelligence information were cumbersome, requiring many
levels of review just to distribute information, even within the FBI.

Since September 11, the FBI has made significant changes as to how
intelligence is routed and shared, both within and outside the FBI, and we have
not examined in detail each of these changes.””” But the FBI’s evolution is a
difficult and ongoing process. We believe that, as part of this process, the FBI
should continue to examine its policies to ensure that it has clear guidance for

2 For example, see the OIG report entitled “The Federal Bureau of Investigation’s
Efforts to Improve the Sharing of Intelligence and Other Information” (December 2003).
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its employees to identify what kind of intelligence information must be shared
and how it must be shared, b@th‘ within and outside the FBI.

Recommendation No. 16: Ensure that field offices allocate
resources consistent with FBI priorities.

In 1998, the FBI elevated counterterrorism to a top agency priority.
However, the FBI failed to ensure that resources in field offices were
redirected to counterterrorism to reflect this change in priority. For example, in
our review of the Hazmi and Mihdhar matter, we found that the San Diego
Field Office did not shift its resources in response to changed priorities. As a
result, the San Diego Field Office focused little attention on counterterrorism in
general and al Qaeda in particular. The relatively low priority the San Diego
FBI gave to the Counterterrorism Program was not atypical of FBI field offices
before September 11.

After September 11, the FBI refocused its traditional crime-fighting
orientation and placed its highest priority on terrorism prevention, dramatically
shifting resources to the Counterterrorism Program. We believe the FBI must
ensure that it systematically evaluates the allocation of resources by field
offices to ensure that each field office directs its resources in accord with the
FBI’s priorities.””

II. Conclusions

Our review found significant deficiencies in the FBI’s handling of
intelligence information relating to the September 11 attacks. Shortly after the
attacks, the FBI indicated that it did not have any information warning of the
attacks. However, information was soon discovered that had been in the
possession of the FBI and the Intelligence Community before September 11
that related to the hijacking of airplanes by extremists or that involved the
terrorists who committed the September 11 attacks.

At the request of the FBI Director, we examined what the FBI knew
before September 11 that was potentially related to the terrorist attacks. We

27% For an evaluation of the changes that the FBI has made in the allocation of its

investigation resources, see the OIG report entitled “Federal Bureau of Investigation
Casework and Human Resource Allocation” (September 2003).
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focused on the FBI’s handling of the Phoenix EC, the |5 NN, and the
information about Hazmi arid Mihdhar, two of the September 11 terrorists.

Our review found that the FBI had failed to fully evaluate, investigate,
exploit, and disseminate information related to the Phoenix EC, the [§
I 2nd the Hazmi and Mihdhar matter. The causes for these failures were
widespread and varied, ranging from poor individual performance to more
substantial systemic deficiencies that undermined the FBI’s efforts to detect
and prevent terrorism.

By describing the action and inaction of individual FBI employees in this
report, particularly the lower-level employees whose conduct we discuss in
detail, we do not suggest that they committed intentional misconduct. Nor do
we think that they are responsible individually for the FBI’s deficiencies in
handling the information related to the September 11 attacks. We believe it
would be unfair to blame these individuals, who often worked with insufficient
resources and with overwhelming impediments. Many pursued their duties in
good faith, making difficult judgments about where to focus their efforts.
Some performed aggressively and well. Others did not do all they could have
and should have to respond to the information they received. While the FBI
should examine the performance of the individuals who we describe in this
report, we do not believe they are personally responsible for not preventing the
attacks or should be blamed for the tragedy that occurred.

Rather, we believe that widespread and long-standing deficiencies in the
FBI’s operations and Counterterrorism Program caused the problems we
described in this report. For example, the FBI did not handle the Phoenix EC
appropriately or give it the attention it deserved. The FBI did little with the
Phoenix EC before the September 11 attacks because of the FBI’s inadequate
analytical program, insufficient supervision of analysts in the program, the
focus on operational priorities at the expense of strategic analysis, the failure to
adequately share intelligence information, and the lack of adequate tools to
facilitate information sharing within and outside the FBI.

These agents did not recelve adequate support elther from field ofﬁ

managers or from FBI Headquarters. l.m_.lll-““l
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R O O N A I
Mndllng of this case 111ustrated systemic deficiencies in how the

FBI handled intelligence cases. These deficiencies included a narrow and
conservative interpretation of FISA, inadequate analysis of whether to proceed
- as a criminal or intelligence investigation, adversarial relations between the
field and FBI Headquarters, and a disjointed and inadequate review of potential
FISA requests by FBI attorneys.

With regard to Hazmi and Mihdhar, the FBI had at least five
opportunities to uncover information that could have informed the FBI about
these two terrorists’ presence in the United States and led the FBI to seek to
find them before September 11, 2001. But the FBI did not uncover this
information until shortly before the September 11 attacks. The FBI’s

‘investigation then was conducted without much urgency or priority, and the
FBI failed to locate Hazmi and Mihdhar before they participated in the attacks.
Our examination of the five lost opportunities found significant systemic
problems with information sharing between the CIA and the FBI, and systemic
problems within the FBI related to its Counterterrorism Program. These
problems included inadequate oversight and guidance providedto FBI
detailees at the CIA, FBI employees’ lack of understanding of CIA procedures,
inconsistent documentation of intelligence information received informally by
the FBI, the lack of priority given to counterterrorism investigations by the FBI
before September 11, and the impact of the “wall” between criminal and
intelligence investigations.

In evaluating the FBI’s actions in the three matters examined in this
report, we cannot say whether the FBI would have prevented the attacks had
they handled these matters differently. Such a judgment would be speculative
and beyond the scope of our inquiry. But while we cannot say what would
have happened had the FBI handled the information differently or if the FBI
had pursued these investigations more aggressively, the way the FBI handled
these matters was a significant failure that hindered the FBI’s chances of being
able to detect and prevent the September 11 attacks.

In this chapter, we make 16 recommendations to the FBI to address the
problems we found in our review. In providing these recommendations, we
recognize that the FBI has made significant changes since the September 11
attacks, and it is already addressing many of the matters that we describe in this
report. But we believe that the FBI should know exactly what happened with
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regard to the Phoenix EC, [§iINNINIIII a4 the Hazmi and Mihdhar
matter to ensure that it fully addresses the systemie failures we found in these
matters. We believe that our detailed descriptions of the FBI’s actions,
together with our recommendations, can help the FBI improve its
counterterrorism operations as it transforms itself to better address the threat of

terrorism.

Glenn A. Fine
Inspector General
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' LIST OF ACRONYMS

ACS — Automated Case Support System
ADIC — Assistant Director in Charge
AG Guidelines — Attorney General Guidelines
AGRT - Attorney General’s Review Team
- ALAT - Assistant Legal Attache :
- ASAC - Assistant Special Agent in Charge
AUSA - Assistant United States Attorney

CDC - Chief Division Counsel

CIA — Central Intelligence Agency

CIR — Central Intelligence Report (CIA)
CIRG - Critical Incidents Response Group
CTC - Counter Terrorist Center (CIA)
CTD — Counterterrorism Division (FBI)

DCI - Director of Central Intelligence
DEA — Drug Enforcement Administration
DTOS — Domestic Terrorism Operations Section

EC — Electronic Communication

FAA — Federal Aviation Administration

FBI — Federal Bureau of Investigation

FCI - Foreign Counterintelligence

FFI — Full Field Investigation

FISA — Foreign Intelligence Surveillance Act
FISC —Foreign Intelligence Surveillance Court
FTO - Foreign Terrorist Organization ‘

- GAO - General Accbunting Office

IIIA — Integrated Intelhgence Information Application
INS — Immigration and Naturalization Service .
IOS — Intelligence Operations Specialist
IRS - Intelligence Research Specialist
ISD - Investlgatlve Services Division



ITOS — International Terrorism Operations Section

JICI -Joint Ihtelligence Committee Inquiry
JTTF — Joint Terrorism Task Force

LEGAT — Legal Attache
LHM Letterhead Memorandum

MAOQP — Manual of Administrative Operations:.and Procedures-
MIOG — Manual of Investigative Operations and Guidelines = .

NSA —National Security Agency

NDPO - National Domestic Preparedness Office
NIPC - National Infrastructure Protection Program
NFIP — National Foreign Intelligence. Program
NSD — National Security Division

‘NSL — National Security Letter

NSLU — National Security Law Unit

OGC - Office of General Counsel

OIG - Office of the Inspector General |
OIPR - Office of Intelligence Policy and Rev:ew
OLC - Office of Legal Counsel

OPR - Office of Professional Responsibility

- ORCON - Originator controlled

PI — Preliminary Inquiry
RFU - Radical Fundamentalist Unit

SAC — Special Agent in Charge

SCI - Sensitive compartmented information

SCIF — Sensitive Compartmented Information F acﬂlty
SDNY - Southern District of New York

SIOC - Strategic Information & Operations Center
SSA — Supervisory Special Agent

STU III - Secure Telephone Wnit third generation

TAOG ~ Threat Assessment Operations Group
TD - Telegraphic Dissemination (CIA)



- TECS - Treasury Enforcement Communication System

UBL - Usama Bin Laden

UBLU - Usama Bin Ladén Unit

USAO - United States Attorney’s Office
USIC - U.S. Intelligence Community

WTC — World Trade Center
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. FEDERAL BUREAU OF INVEST'GATION@

Precedence: KOUTINE ' ' " Date: 07/10/2001
To: Countertérrorism R Attn: RFU

- SSA

PDENT BB
(IS CLRSRATIIA  CLICELI WG

New York

From: Phoenix
Squadlé

. Contact: SA Kenneth J. ‘W;'Lllialms m_

Drafted By: wnliams Kennetn J R
Case 1D #: . -m. (Pendmg)
Tltle- . |

Synopsis. UBL and AL- MUHAJIROUN supporters attendlng c1v11
aviation umvers:.ties/colleges in the State of Anzona.

THE CAUCASU )

. , Derived From : G-3 .
Declassify On: X1

.l Full Fleld Investigation 'tnst:.tuted. 04/17/2000 (NONUSPER)

Details: a The purpose of this- communication is to advise the
Bureau an w York of the possibility of -a coordinated effort by
USAMA -BEN-LADEN (UBL) to send students. to the United States to attend
civil aviation universities and colleges. Phoenix has .observed an
inordinate number of individuals of investigative interest who are
attending or who have attended civil aviation universities and
col—}eges in the State of Arizona..The inordinate number of these:
1nd1v1duals attendmg these type of schools and fatwas issued’ by AL-

000383 |
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To: orism From« Phoenlx
Re: ﬁ 07/1012001

. MUHJIROUN spiritual leader SHEIKH OMAR BAKRI MOHAMMED FOSTOK, an
ardent supporter of UBL, gives reason to believe that a coordinated
effort is underway to establish a cadre of individuals who will one
day be working in the civil-aviation community around the world.
These individuals will be in a position in the future to conduct
terror activity_ against civil aviation targets.

F Phoenix believes that the FBI should accumulate a
llsting o vil aviation umwersuies/c.olleges around the country.
FBI field offices with these types of schools in their area should
establish appr oprlate liaison. FBIHQ should discuss this matter with
other elements of the U.S. intelligence community and task the
community for any information that supports Phoenix's suspicions.
FBIHQ should consider seeking the necessary authority to obtain visa
information from the USDOS on individuals obtaining visas to attend
these tvpes of schools and notify the appropnate FBI field office
when these individuals are scheduled to arrive in their. area of
respon51b111ty. . .

IPhoenix has drawn the c‘;\b(znﬂfa conclus:mn from Several

L w h«oexux has 1dentif1ed several associates of.m at
!'who arrived at ‘the university around the same time that he a1
hese individuals are Sui

nni Muslims who have the _same radical
They come from‘m

2

fundamentahsts views as
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S
' unterte rom: Phoenix
Re~ ﬁ [07/10/200%

. ¥assoclates are:

| - The above individuals are mvolved Wi th and
‘ regularly participate in meetings with h1m J.nml Arizona,

'FBIHQ, IRS RFU, wrote an analytical
paper on the AL- MUHAJIROUN ated .11 09/1999, in .support of FBINY

The AL MUHAJIROUN, whlch in Enghsh means THE .
EMIGRANTS, is a -Sunni Muslim fundamentalist organization based in the
United Kingdom. The organization's spintumal leader is SHEIKH OMAR -
BAKRI MOHAMMED FOSTOK. The organlzatlon is dedlcated to the overthrow

3
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erterrori From: Phoenix
ci-il“ll 07/10/2001

of Western socxety British of£1c1a1s hcwe reported that JFOSTOK flrst
came to their attention during the Gulf War after calling for the
assassination of British Prime Minister John Major. FOSTOK has

- connections to UBL, JAMMAT AL-MUSLIMIAN (JM)_. HAM,AS HIZBALLAH and
the ALGERIAN SALVATION FRONT '

: FOSTOK has made several controverszlawl statements to
the press. For example,-he statéd in pubhc mterw ews that the

" bombings. of th«e Unite& States Embass1es 1n Africa were "legltmate
targets. : o T R :

T ’ I“OSTOK, while representmg the’ AL MUH(AJIROUN, signed a
fatwa (religi ous- decree) durmg February 1998 which stated the
i 1Eollow1ng- o

T '_i' The Fatwa is jlhad agalnet the U s and ‘British - _
government ‘ermies’, interests, airports (emphasas 'added by FBI =~ '
Phoenix), and instructions and it has been given because of the U. S
and British aggression ‘against Muslims and the Muslim land of
-Iraqg...we. .conflrm that ‘the ‘only Islamig ‘Fatwa against this expllcz.t
_aggression is’ thad. Therefore ‘the:s smessagefors the British
-governments.or. -any: other governmemt of ‘non-Muslim 'c<,,_‘,t-ries 45 to
stay away from.Iraq, ‘Palestine, Pakistan,:Arabia; -etc:.ior face full
scale war of Jihad which it is -the recponsibility and: the duty of .
every Muslim around the world to partic1pate in...We.i.call L
upon...Muslims ‘around the. world including:MusYims<in‘the:USA and" in a
Britian to confront by all means.-whether-verbaily, - nnanclally,
politically or militarily the U;S.:.:and, +British:aggresé¢ion ‘and do -
‘their Islamic duty in relievinq the Iraq1 people from: the unJust
sanctlons. S . _

‘ ' B ias i i IF.éI Phoenix on -I['/ZOOO
and 2000 /2000, interviewlng Agents
- obse ed photocopied p_ot'oqraphs of UBL. [BN KHATTB and weunded

Chechn an Muiahadin
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RGeS TS

To:
Re:

plannlng an op
. forces in saudi

Counterterrorism From: Phoennx
0 Wi o
Pemx mvest1qat1on oi q..!-
WaS . i d informat

On .06

to belnq members of UBL’
eveloped demonstratlng t

<=rat10n to bomb the U.S.
i Arabia. A

2001, theﬂl!ml mlllll
.arres two indivi uals who a itted under

on receive

S AL-QA'IDA crganization,
hat these 1ndl1v1dua1s were

Embgssy and Uu. S. Military
‘I.I] passport hhl' in the name of
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Counterterrorism From: Phoenix
L -i'il]f 07/10/2001

¢t "association
he U.S. prior

R s Phoenix believes that it is more than'a coincidence -
‘that’ subjects who are supporters ;of UBL are attending civil aviation.
universities/colleges in the State of Arizona,. As receiving -offices.
are -aware, Phoenix has had significant ‘UBL associates/operatives
living in the State of Arizona and ¢6nducting activity in support of -
UBL. WADIH EL-HAGE, a UBL lieutenant recently convicted for his role
in' the 1998 bombings of U.S. Embassies-in Africa, lived in Tucson,
Arizona for several years during the 1980s. ESSAM AL-RIDI, a personal
pilot  for UBL, traveled to Tucson, Arizona during 1993 at the = .
direction 'of AL-HAGE.to procure a T-39 et ai ' or UBL's.
personal use. IRl ! I

’ A | -

Phoenix believes that it is highly probable that UBL has an
established support network in place in Arizona. This network was
most likely established during the time period that EL-HAGE lived in

Arizona. ‘

6
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To: Coun rr rism From: Phoeni\:
Re: ﬁ 07/10/2001

@ 7This information is being provided to receiving
offices for information , analysis and comments.
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To: Counterterro From: Fhoenix
Re: . 1 07/10/2001

: LEAD (s), :‘
Set Lead 1: .
COUNTERTERRORISM
AT WASHINGTOM, DC.

_ ‘ The RFU/UBLU is requested -to consider implementing
the suggested actions put forth by Phocenix at the beginning of this
communlcatlon

. Set Lead 2:

NEW YQRk
AT NEW YORK, NEW YORK
- Read and Clear

e
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" June 18, 2004

The Honorable Glenn A. Fine

Office of the Inspector General -

United States Department of Justice

Room 4322 -

- 950 Pennsylvania Avenue, NW.
“Washington, D.C. 20530

Dear Mr. Fine:

Re: OIG DRAFT AUDIT REPORT - A REVIEW OF THE FBIS
HANDLING OF INTELLIGENCE INFORMATION RELATED TO
THE SEPTEMBER 11 ATTACKS

‘ Reference is made to your hemorandums, dated May 24, 2004 and June 10,
2004, requesting the FBI review the first five chapters and the reoommandatlons ofthe
subject draft audit report for factual accuracy and for whether anything in the
recommendations is classified or too sensitive for public release. In addition the
memorandums sought our comments as to whether or not the FBI believed the
recommendations and conclusions were either inaccurate or unwarranted. This document
is the FBI's formal response to the factual inaccuracies which is attached and the report’s

. recommendations. The classnﬁcatlon and sensitivity review was provnded under separate

.cover (8))

: On behalf of the D1rector, I want to thank you and your staff for this report

and for the countless hours of hard work that it required. As you know, the FBI values the
Office of the Inispector General's input as a comprehensive mdependent assessment of our
operations and as a means of 1denufymg weaknesses that require corrective action to
strengthen our operaﬁons That is why the Director requested your office to conduct this
-review shortly after the 9/11 tragedy Based upon our review, your findings and
recommendations are consistent with the FBI's internal reviews and with those of other
oversight entities. I am pleased to inform you that the FBI has made significant progress
not only on the recommendations proffered in your report but on all the i issues discovered
by our own internal assessments. (U)

Before res.pondmg to the mdmdual recommen¢at10ns, the OIG and the .
American public need to be made aware of the progress made by the Fecleral Bureau of
Investigation (FBI) since the horrific attacks of September 11, 2001. If we only
responded to the recommendations in the report, readers would have an mcomplete
picture of the progress we have made and perhaps have a difficult time piecing together



the information under sixteen different recommendations. Director Mueller has
implemented a comprehensive plan that fundamentally transforms the FBI to enhance
our ability to predict and prevent future acts of terrorism. We have overhauled our
counterterrorism operations, expanded our intelligence capabilities, modernized our
business practices and technology, and improved coordination with our partners. (U)

Director Mueller replaced a priority system which allowed supervisors a great
deal of flexibility with a set of 10 priorities that strictly govern the allocation of personnel
and resources in every FBI program and field office. Counterterrorism is now the
overriding priority, and every terrorism lead is addressed, even if it requlres a diversion
of resources from other priority areas. (U)

* To implement these new priorities, we increased the number of Speclal Agents .
assigned to terrorism matters and hired additional intelligence analysts and translators.
We also established a number of operational units and entities that provide new or
improved capabilities to address the terrorist threat. These include the 24/7 -
Counterterrorism Watch (CT Watch) and the National Joint Terrorism Task Force
(NITTF) to manage and share threat information; the Terrorism Financing Operation
Section (TFOS) to centralize efforts to stop terrorist financing; document/media
exploitation squads to exploit material found both domestically and overseas for its
mtelhgencc 'value; deployable “Fly Teams” tolend counterterrorism | expertise wherever it

.is needed; the Terronst Screening Center (TSC) and Foreign. Terrorist Tracking Task
.Force (FTTTF) to help identify terrorists and keep them out of the United States; the
Terrorism Reports and Requirements Section to disseminate FBI terrorism-related A

" intelligence to the Intelligence Community; ¢ and the Counterterrorism.Analysis Section to
‘‘connect the dots” and assess the indicators of terrorist. actmty agamst the U.S. ﬁom a
strategic perspective. (U)

‘We centralized management of our Counterterrorism Program at Headquarters to
limit “stove-piping” of information, to ensure consistency of counterterrorism priorities
and strategy across the organization, to integrate counterterrorism operations here and
overseas, to improve coordination with other agencies and governments, and to make
senior managers accountable for the overall development and success of our
counterterrorism efforts. (U)

. The FBI is building an enterprise-wide intelligence program that has .
substantially improved our ability to strategically direct our intelligence collection and to
fuse, analyze, and disseminate our terrorism-related intclligence. After passage of the
USA PATRIOT Act, related Attorney General Guidelines, and the ensuing opinion by the
‘Foreign Intelligence Surveillance Court of Review removed the barrier to sharing
information between intelligence and criminal investigations, we quickly implemented a
plan to integrate all our capabilities to better prevent terrorist attacks. Director Mueller
elevated intelligence to program-level status, putting in place a formal structure and
concepts of operations to govern FBI-wide intelligence functions, and. -estabhshjng Fleld

'Intelligence Groups (FIGs) in every field office. (U) -




Understanding that we cannot defeat terrorism without strong partners]hxps, we

A have enhanced the lével of coordination and information sharing with state and municipal
~ law enforcement personnel. We expanded the number of Joint Terrorism Task Forces
(JTTFs), increased technological connectivity with our partners, and implemented new
ways of sharing information through vehicles such as the FBI Intelligence Bulletin, the
. Alert System, and the Terrorist Screening Center. To improve coordination with other
federal agencies and members of the Intelligence Community, we joined with our federal
"partners to establish the Terrorist Threat Integration Center, exchanged personnel,
instituted joint briefings, and started using secure networks to share information. We also
lmproved our relationships with foreign governments by bulldxng on the overseas ’
- expansion begun under Director Louis Freeh; by offering mvestlgatlve and forensic
- support and training, and by working together on task forces and joint operations. Finally,

the FBI has expanded outreach to minority communities, and improved ooordmatlon with
private businesses mvolved in cntlcal infrastructure and ﬁnance (U) :

The FEII is making substantlal progress in upgradmg our mformatlon technology
to streamline our business processes and to improve our ability to search for and analyze
information, draw connections, and share it both inside the Bureau and out. ‘We have
deployed a secure high-speed network, put new or upgraded computers on desktops, and
consolidated terrorist information in a searchable central database. We developed, and are
preparing to launch, the Virtual Case File management system that will revolutmmze
‘how the FBI does busmess (U)

Re-engmeenng efforts are making our bureaucracy more efficient and more
résponsive to operational needs. We revised our approach to strategic planning, and we
refocused our recruiting and hiring to attract individuals with skills critical to our
counterterrorism and intelligence missions. We have developed a more comprehensive
training program and instituted new leadership initiatives to keep our workforce flexible.
We are modernizing the storage and management of FBI records. We also built, and
. continue to improve, an extensive secumty program with centralized leadership,
professional security personnel, more rigorous security measures, and improved security
education and training. (U)

These improvements have produced tangible and measurable results. We
significantly increased the number of human sources and the amount of surveillance
coverage to support our counterterrorism efforts. We developed and refined a process for

‘briefing daily threat information, and considerably increased the number of FBI
intelligence reports produced and disseminated. Perhaps most important, since September
11,2001, we have participated in disrupting dozens of terrorist operations by developing
actionable intelligence and better coordlnatmg our cownterterronsm efforts (U)

Prior to September 11, 2001, the Bureau had no centrahzed structure for the
national management of its Counterterrorism Program, and terrorism cases were routinely
managed out of individual field offices. An al-Qa’ida case, for example, might have been
- runout of the New York Field Office; a HAMAS case might have been managed by the
Washmgton Field Office. This arrangement functioned for years, and produced a number
of impressive prosecutions. Once counterterrorism became our overriding priority,



however, it became clear that this arrangement had a number of failings in that it 1)
“stove-piped” investigative intelligence information among field offices; 2) diffused
responsibility and accountablhty between counterterrorism officials at FBI Headquarters
and the SACs who had primary responsibility for the individual terrorism investigations;
3) allowed field offices to assign varying priorities and resource levels to terrorist groups -
and threats; 4) impeded overs1ght by FBI leadershlp, and 5) complicated coordination
with other federal agencies and entities involved in the war against terrorism. For all
these reasons, it became apparent that the Counterterrorism Program needed centlrahzed
leadersh1p (19)]

In December 2001 ‘the Director reorgamzed and expanded the Counterterronsm :
Dmslon (CTD) and created the position of Executive Assistant Director (EAD) for -

'Counterterronsm and Counterintelligence. (The :Assistant Director of CTD reports to. the
EAD.) We now have the centralized management to run a truly national program — to -

- coordinate counterterrorism operations and mtelhgence production domestically and
overseas; to conduct liaison with other agencies and governments; and to establish clear
lines of accountability for the overall development and success of our Counterterrorism
Program. With this management structure in place, we are drnvmg the fundamental
changes that are necessary to accomplish our counterterrorism mlssmn ).

We divided the open:atlons of the Countenerronsm Dmsmn iito branches,
. .sections, and units, each of which-focuses.on. a different aspect.of the.current terrorism -
_ threat facing the U.S. These components are staffed with intelligence analysts and subject
inatter experts who work closely with investigators in the field and integrate intelligence
across component lines. This integration allows for real-time responses to threat :
information and quick communication with declsmn-m akers amd mvestlgators in the ﬁeld

Q)

The Bureau is designed, and has always operated, as a law enforcement and an
intelligence agency. It has the dual mission: 1) to investigate and arrest perpetrators of
completed crimes (the law enforcement mission) and 2) to collect intelligence that will
‘help prevent future crimes and assist policy makers in their decision making (the -
intelligence mission). History has shown that we are most eﬂ'ectwe in protectmg the U.S.
when we perform thece two missions in tandem. (U) -

: The FBI reco gmzed that mvestlgatlons could produce mtelhge'nce benefits
beyond arrest and prosecution. Starting with the Ku Klux Klan cases in the 1960's and the
Mafia cases of the 1970's, our agents began to view criminal imvestigations notonlyasa

‘means of arresting and prosecuting someone for a completed crime, but also as a means
of obtaining information to prevent future crime. The goal was not simply to arrest
individual members of the Klan or the Mafia, but to penetrate and dismantle the whole
cnmmal organization. (U)

- As this approach was adopted, the FBI further developed the intelligence tools —

such as electronic surveillance and the cultivation of human sources — that are critical to
predicting and preventing criminal activity. We also leamed to think strategically before
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makmg arrests, sometimes opting to delay a suspect's arrest to allow more opportunity for
surveillance that might disclose other consplrators or other criminal plans. We have used

- this approach to great effect in organized crime cases and espionage investigations, and

members of our Safe Streets Task Forces use it in their fight against street gangs. (U)

This is the approach that is needed mo‘pr'event terrorism. Pimr to Septeﬁbér
11th, however, we were handxca]pped in our ability to implement this approach in the

- counterterrorism arena for two pnmary reasons. (U)

First, judicial rules and DOJ mternal pmcedures prolublted our counterterrorismns
agents workmg intelligence cases from coordinating and sharing information with
criminal agents who often were working investigations against the same targets. Second,

- we had not developed the institutional structure and processes necessary for a fully

functioning intelligence operation. We started to address each of these problems
immediately after the September 11, 2001 attacks. (U)

" By definition, .mvestlgatlons of international t 1errbriM' are both “intelligence™
and “criminal” investigations. They are intelligence investigations because their objective,
pursuant to Executi_ve Order 12333, is “the detection and countering of international

“terrorist activities,” and because they employ the authorities-and investigative tools —

such-as Forelgn Intelhgence Surveillance Act warrants — that are designed for the

intelligence mission of protecting the U.S. against attack or other harm by foreign entities.”

They are criminal investigations since imternatnona.l terronsm agamst 1he U.s. constltutes

B - a vmlatlon of th¢= federal criminal code. (U)

. Over the past two decades, a regime of court mles and mtem.:l DOJ procedures ‘
developed surrounding the use of FISA warrants that barred FBI agents and other
Intelligence Community personnel working intelligence cases that employed the FISA
tool from coordinating and swapping leads with agentz. working criminal cases. As a
result of this legal “wall,” “intelligence” agents and “criminal” agents working on a

terrorist target had to proceed without knowing what the other may have been domg

about that same target. In short, we were fighting international terrorism with one arm
tied behind our back. (U)

The USA PATRIO’I‘ Act enacted on October 26, 2001 eliminated this “wall”

“and authorized coordination among agents working criminal matters and those working

intelligence investigations. On March 6, 2002 the Attorney General issued new
Intelligence Sharing Procedures for Foreign Intelligence and Foreign Counterintelligence
Investigations Conducted by the FBI (Intelligence Sharing Procedures) to capitalize on
this legislative change. The new procedures 'specifically authorized agents working
intelligence cases to disseminate to criminal prosecutors and investigators all relevant
foreign intelligence information, including information obtained from FISA, in
accordance with-applicable minimization standards and other specific restrictions
(originator controls). Likewise, the procedures authorized prosecutors and criminal
agents to advise FBI agents working intelligence cases on all aspects of forelgn
intelligence mvestlgatlons, including the use of FISA. (U) \
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- On November 18, 2002 the Foreign Intelligence Surveillance Court of Review
1ssued an opinion approving the Intelligence Sharing Procedures, thereby authorizing the
FBI to share information, including FISA-derived information, between our criminal and
intelligence investigations. With this opinion, we were finally able to conduct our
terrorism investigations with the full use and coordina tlon of our criminal and
mtelhgence tools and personnel. (U)

- To formalize this merger of intelligence and criminal operations, we have
abandoned the separate case classifications for "criminal" internationsl terrorism
investigations (with the classification number 265) and "intelligence" international
terrorism investigations (classification number 199), and have consolidated themintoa - -
single classification for "international terrorism" (new classification number 315). This
reclassification officially designates an international terrorism investigation as one that
can employ intelligence tools as well as criminal processes and proceitures. In July 2003,
we formalized this approach in our Model Counterterrorism Investigative Strategy
(MCIS), which was issued to all field ofﬁces and has been the subject of extenswe ﬁeld

tmmng(U)

With the d1smantlmg of the legal "wall" and the integration of our criminal and
mtelhgence personnel and operations, we now have the latitude to. coordinate our -

- infelligence and criminal investigations and to use the fiill tange of investigative tools
against a suspected terrorist. On the intelligence side, we can conduct surveillance on the
suspected terrorist to learn about his movements and uléntlfy possible confederates; we

" can obtain FISA authority to monitor his conversations; and/or we can approach and

- attempt to cultivate him as a source or an operational asset. On the criminal side, we have

the option of incapacitating him through arrest; detention, and prosecution. We decide

among these options by continuously balancing the opportunity to develop intelligence
against the need to apprehend the suspect and prevent him from carrying out his terrorist-
plans. This integrated approach has guided our.operations and we have successfully

- foiled terrorist-related operations and disrupted cells from Seattle Washmgton, to Detrron,

Mlclngan, to Lackawanna, New York. (U)

. Although we are now able to coordinate our intelligence collection and
criminal law enforcement operations, we can only realize our full potential as a
terrorism prevention agency by developing the intelligence structure, capabilities, and
. processes to direct those operations. Without an effective intelligence capacity, we
cannot expect to defeat a sophisticated and opportunistic adversary like al-Qa’ida. (U)

For a variety of historical reasons, the Bureau had not developed this intelligerice
capacity prior to September 11. While the FBI has always been one of the world's best
collector of information, we never established the infrastructure to exploit that :
information fully for its intelligence value. Individual FBI agents have always analyzed
the evidence in their particular cases, and then used that analysis to guide their
investigations, The FBI as an institution, however, had not €levated that analytical
process above the individual case or investigation to an overall effort to analyze

(



| intelligence and strateglcally direct mtelhgence collet*tlon against threats across all
programs. (U) -

The attacks of September 11, 2001 highlighted the need to develop an
intelligence process for the Counterterrorism Program and the rest of the Bureau. Since
then, we have undertaken to build the capacity to fuse, analyze, and disseminate our
terrorism-related intelligence, and to direct investigative activities based on our analysis
of gaps in our collection against national mtelhgence requirements. That effort has .
proceeded in four stages )

: Our ﬁrst step was to increase the number of analysts workmgr on o
counterterrorism. Immediately after September 11, we temporarily reassigned analysts
from the Criminal Investigative Division and Counterintelligence Division to various
‘units in the Counterterrorism Division. In July 2002, 25 analysts were detailed from the
CIA to assist our counterterrorism efforts. Many of these analysts provided tactical
intelligence analysis; others provided strategic "big picture” analysis. All of them worked
excephonally hard and helped us analyze the mass of data generated in the aftermath of
the terrorist attacks. These deployments were a temporary measure, but the progress
made the conﬂdlence ga.med, andl the lwsons learned dunng this permd started us down

ety

T Couege of Analytical Studies to help train'and develop our own cadre of analysts. (U)

On December 3, 2001, the Director established the Office of Intelligence (OI)
within the Counterterrorism Division. The Ol was responsible for esteblishing and
executing standards for recnntmg, hiring, training, and developing the intelligence

. analytic workforce, and ensuring that analysts are assigned to operational and field
. divisions based on intelligence priorities. Recognizing that intelligence and analysis are

integral to all of the Bureau’s programs, in February 2003, Director Mueller moved the

OI out of the Counterterrorism Division and created a stand-alone OI, headed by an

‘Bxecutive Assistant Director (EAD-I), to provide centralized suppon and gmdance for
the Bureau’s mtelhgence functions. (U)

. The next step in our intelligence integration was to elevate intelligence functions
to program-level status, instituting centralized management and implementing a detailed
. blueprint for the Intelligence Program. (U)

The Director articulated a clear mission for the Intelligence Program ~ to ,
posmon the FBI to meet current and emerging national security and criminal threats by: 1)
aiming investigative work proactively against threats; 2) building and sustaining _
enterprise-wide intelligence policies and capabilities; and 3) providing useful, appropriate,
and timely information and analysis to the national security, homeland security, and law
enforcement communities. We then set out to embed intelligence processes into the day-
to-day work of the FBI, from the initiation of a preliminary investigation to the
development of FBI-wide strategles (8)] :
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. Now that the Intelhgence Program is established and developing, the FBI is
moving on to the next stage of transforming the Burean into an intelligence agency —
refonnulatmg personnel and administrative procedures to instill within our workforce an
expertise in- the processes and obj ectlves of mtelhgence work. (U)

A major element of the Bureau ] transfonnatlon is our mcreasing integration and
coordination with our partners in the U.S. and international law enforcement and
intelligence communities. More than any other type of enforcément mission,
counterterrorism requires the participation of every level of local, state, national, and -
international government. A good example is the case of the Lackawanna terrorist cell
- outside Buffalo, New York. From the police officers who helped to identify and conduct
surveillance on the cell members; to the CIA officers who provided information from
their sources overseas; to the diplomatic personnel who coordinated our efforts with
foreign governments; to the FBI agents and federal prosecutors who conducted the
~ investigation leading to the arrests and indictment, everyone played a significant role. (U)

.. We recognize that a prerequisite for any operational coordination is the full and
free exchange of information. Without procedures and mechanisms that allow
information sharing on a regular and timely basis, we and our partnerc» cannot expect to
align our operational efforts to best accomplish our shared mission. Accordingly, we have
taken steps to.establish unified FBI-wide pohcxes for sharing information and intelligence.

To 'ensinre a coordmated, enterpri‘se-wide approach‘, the Director :ecently :

- designated the EAD-I to serve as the principal’ FBI official for informationand
intelligence sharing policy. In this capacity, the EAD-I functions as an advisor to the
Director and provides policy direction on information and intelligence: sharing within and
outside the FBI with the law enforcement and mtelhgeluce commumtws as well as

. foreign govemments )

' On February 20, 2004 we formed an mformat] jon' shatmg pohcy group,
comprised of Executive Assistant Directors, Assistant Directors and other senior
executive managers. Under the Direction of the EAD-], this group is establishing FBI
information and intelligence sharmg policies. (U)

On February 11, 2004 the Attorney General announced the creation of the DOJ
Intelhgence Coordinating Council. The Council is comprised of the heads of DOJ
agencies with mtelhgence responsibilities, and is currently chaired by the FBI’s EAD-I.
The Council will work to improve information sharing within DOJ and to ensure that
DOJ meets the intelligence needs of outside customets and acts in accordance with
intelligence priorities. It will also identify common challenges (such as electronic -
connectivity, collaborative analytic tools, and intelligence. skllls trammg) and establish
policies and programs to address them. (U)

Beyond these information sharing initiatives, we are increasing our operational
cocrdination with our state, federal, and international partners on a number of fronts. (U)



We have established much stronger working relationships with the CIA and -
other members of the Intelligence Community. From the Director’s daily meetings with
the Director of Central Inte]lhgence and CIA briefers, to our regular exchange of
personnel among agenciés, to our jomt efforts in specific investigations and in the
Terrorist Threat Integration Center, the Terrorist Screening Center, and other multiagency
entities, the FBI and its partners in the Intelligence Commumty are now mtegrated at
'vrrtually every level of our operafuons )

The Terrorist Threat Integration Center isa good example of our- collaboratrve
relatlonshlp with the CIA and other federal partners. Established on May 1, 2003 at the
direction of President Bush, TTIC coordinates strategic analysis of threats based on
- intelligence from the FBI, CIA, DHS, and DOD. Analysts from each agency work side-
by-side in one location to piece together the big picture of threats to the U.S. and our
interests. TTIC analysts synthesize government-wide information regarding current . -
terrorist threats and produce the Presidential Terrorism Threat Report ffor the President.
The FBI personnel at TTIC are part of the Office of Intelligence and work closely with
analysts at FBI Headquarters in combining domestic and international terrorism
developments in to a comprehensive analysis of terrorist threats. In addition to the
analysis developed by FBI analysts detailed to TTIC, FBI analysts at Hleadquarters

= regularly contribute articles to the President’s Terrorist Threat Report. (U)

The FBI currently has Agents and Analysts detaﬂed to CIA erntities, including
the CIA’s Counter Terrorism Center (CTC). We also have FBI agents and intelligence

.. analysts detailed to the NSA, the National Security Council, DIA, the Defense Logistics

Agency, DOD’s Regional Commands, the Department of Energy, and other federal and

state. agenmcs (UD

‘ CIA personnel are also workrng inkey posmons throughout the Bureau. The
Associate Deputy Assistant Director for Operations in the Counterterrorism Divisionisa -
CIA detailee. CIA officers are detailed to the Security I)1v151on, including the Assistant
Director, the Chief of the Personnel Security Section, and managers working with the
Secret Compartmental Information (SCI) program and the FBI Police. An experienced
manager from the CIA’s Directorate of Science and Technology now heads the
Investigative Technologies Division and a Sectlon Chief in that dmsro n is on rotation
from CIA. (U)

Thrs exchange of personnel is taking place in our field ofﬁcoe as well In 33 field
locations, the CIA has officers co-located with FBI agents at JTTF sites, and there are.
plans to add CIA officers to several additional sites. The NSA has analysts detailed to
FBI Headquarters, the Washmgton Field Office, the New York Field Office, and the
Baltimore Field Office. (U) -

Each mommg, in addition to FBI Briefs, the Drrector is briefed by a CIA briefer.
The Dlrector of Central Intelhgence and the FBI Director then ]omtly brief the Presrdent



on current tenoriém threats. In addition, CIA and DHS personnel attend the Dii'ector’s
internal terrorism briefings every weekday morning and afternoon. (U):

The FBL is now using secure systems to disseminate classified intelligence
reports and analytical products to the Intelligence Community and other federal agencies.
The FBI hosts a web site on the Top-Secret Intelink/Joint World-Wide Intelligence
‘Community System (JWICS), a fully-encrypted system that connects more than 100
Department of Defense, CIA, and other Intelligence Community sites. We also host a
web site on SIPRNET, a similar system used by DOD for sharing information classified
at the Secret level. In addition, a new TS/SCI network known as “SCION” is being
piloted in several field offices, SCION wilt connect FBI Headquarters and field offices to -
the CIA and other members of the Intelligence. Community, and will increase ‘
opportumtles for inter-agency coﬂaboraﬁon Q) , .

Improving the compatiblhty of mfonnatlon technology systems throughout the
Intelligence Community will increase the speed and ease of information sharing and'
* collaboration. Accordingly, the FBI's information technology team has worked closely
with the Chief Information Officers (C][Os) of DHS and other Intelligence Community -
agencies, to deve[op our recent and ongoing technology upgrades. Th1s coordmauon has
affected our decl sions on several key technology upgrades ©) - v

: To facilitate further coordmatlon, the FBI CIO sits on the Imtelhgence
Community CIO Executive Council. The. Council dcvelops and recommends technical
requirements, pohctes and procedures, and coordinates initiatives to improve the -
interoperability of information technology systems within:the Intelligence Community. It
was established by Director of Central Intelligence directive and is: chaired by the CIA’
CIO. (U)

DHS plays a critical role in assessing andl prott,ctmg vulnerabldlues in our

* national infrastructure and at our borders, and in overseeing our response capabilities. We
have worked closely with DHS to ensure that we have the integration and comprehenswe
information sharing between our agencies that are vital to the success of our missions.
The FBI and DHS share database access at TTIC, in the National JTTIF at FBI

. Headquarters, in the FTTTF and the TSC; and in local JTTFs in our field offices around
the country. We worked closely to gether to get the new Tetrorist Screening Center up
and running. We hold weekly briefings in which our CTD analysts brief their DHS

~ counterparts on current terrorism developments. We coordinate all FBI warnings with
DHS, and we now coordinate joint warnings through the Homeland Security Advnsory _
System to address our customers’ concerns about multiple and duplicative warnings. We
designated an experienced executive from the Transportation Security Administrationto -
run the TSC and detailed a senior DHS executive to the FBI's Office of Intelhgencc to
ensure coordination and transparency between the agencies. (U)

On Marc]b 4, 2003, the Attorney General, the Secretary of Homeland Security,
and the Director of Central Intelligence signed a comprehensive Memorandum of
Understanding (MOU) establishing policies and procedures for information sharing,

" handling, and use. Pursuant to that MOU, information related to terrorist threats and
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'vuInerablhtles is provided to DHS automatlcally without DHS having to request it,
- Consistent with the protection of sensitive sources and methods and the protection of
privacy rights, we now share as a rule, and withhold by exception. (U)

With terrorists traveling, communicating, andl planning attacks all around the
world, coordination with our foreign partners has become more critical than ever before.
We have steadily increased our overseas presence and now routinely deploy agents and
crime scene experts to assist in the investigation of overseas attacks, such as the May
2003 bombings in Saudi Arabia and Morocco. As of January 7, 2004, 413 FBI personnek '

- were assigned overseas, over 200 of whom are permanently assxgned Their efforts, and

the relationships that grow from them, have played a critical role in the successful
_ intemational operations we have conducted over the past 31 months. (U)

i Bureau personnel have participated in numerous investigations of terrorist
~ attacks in foreign countries over the past 33 months. Our approach to those investigations
differs from the approach we traditionally have taken. Prior to September 11th, our
overseas investigations primarily were focused on building cases for prosecution in the
U.S. Today, our focus has broadened to provide our foreign partners with- investigative, -
forensic, and other types of support which enhance our joint efforts to prevent and disrupt
terrorist attacks. Our partners have embraced this approach, and it is paying dividends
with greater reciprocal ceoperauon and more effectlve Jomt mvestlgatlons (U)

The foundation of a centralized and effechve counterterrorism operatlon is the
capability to assemble, assimilate, and disseminate investigative and operational
- - information both mtemally and with fellow intelligence and law enforcement agencies.
This capability requires information technology (IT) that makes information easily
accessible and usable by all personnel ‘while protectmg the security of that mformatlon

)

Prior to September llth, the ereau s information technology was inadequate to
support its counterterrorism mission. In previous years, substantial investments were
made to upgrade technologles that directly supported investigations, such as surveillance
equipment and forensic services like the Integrated Automated Fingerprint Identlﬁcatnon
System. Insufficient attention was paid, howevér, to technology related to the more’
fundamental tasks of tecords creation, maintenance, dissemination, and retrieval. In 2001 .

'many employees still used vintage 1987 386 desktop computers. Some resident agencies
could only access data in their field office via a slow dial-up connection. Many Bureau -
programs were using computer systems that operated independently and did not .
mteroperate with systems in other programs 0 or other parts of the Burezu. (U)

The FBI also had a deficient information management system. The FBI's legacy
investigative information system, the Automated Case Support (ACS), was not very
effective in identifying information or supporting investigations. Users navigated with the -
function keys instead of the “point and click” method common to web-based applications.
Simple tasks, such as storing an electronic version of a document, required a user to
perform 12 separate functions in a "green screen" environment. Also, the system lacked



multrmedla functionality to- allow for the storage of information in its ongmal form,
- Agents could not store many forms of digital evidence in an electronic format, instead
having to describe the evidence and indicate where the evidence was stored in a control

room. (U)

Thanks to the character and resolve of i 1ts personnel the FBI was able to achieve
numerous mvesngatwe successes, in spite of these obstacles. It was clear as of September
11 however, that we needed an integrated IT infrastructure to manage our information.
We brought on-board a highly skilled team of experts and set out to create an IT - :

* infrastructure that is fast and secure, and that ties together the applications and databases
used throughout the Bureau. We also desrgned user-friendly, web-based software -
applications to reduce rehance on paper records and to streamline investigative Workﬂow
These improvements are enhancmg our abllrty to collect, store, search analyze, and share
information. (U) . .- _ .

The first step in. the FBI’s modermzatlon eﬁ‘ort is the Tnlogy Program, a multi-
year- .effort to enhance our effectrveness through technologres that allow us to better
access, organize, and analyze information: The Trilogy Program is aimed at provrdmg all
FBI offices, mcludmg overseas Legal Attaché offices, with improved metwork =~ -
communications, a commeon and current set of office automation tools, and user-friendly
web-based applications. Trilogy upgrades also incorporate controls to provide an

‘enhanced level of secunty for FBI nnfomatron. (U)

o Followmg September 11 we saw the need to provxde counterterronsm .

* investigators and analysts with qmck, easy access to-the full breadth of information
relating to terrorism. We developed a three-step plan that would provide immediate
support to counterterrorism and then incremeritally increase the range and effectiveness-
of that support for other criminal investigations. This plan transitions us away from

~ separate systems containing separate data, towards an Investigative Database Warchouse
(IDW) that contains all data that can legally be stored together. The IDW provides the
Bureau with a single access point to several data sources that were previously available
only through separate, stove-piped systems. By providing consolidated access to the data, -
for the first time analytical tools can be used across data sources to provide a more
complete view of the mformauon possessed by the Bureau. )

, The initial step toward the IDW was the mplementatlon of the Secure
‘Counterterrorist Operational Prototype Environment (SCOPE) program. Under the
~ SCOPE program we quiokly consolidated counterterrorism information from various data
- sources, providing analysts at Headquarters with substantially greater access to more
information in far less time than with other FBI investigative systems. The SCOPE
database also gave us an opportunity to test new capabilities in a controlled envu'onment
This prototype environment has now been replacedl by 1he IDW (8))

The IDW, dehvered in its first phase to the Office of Intelligence in January

2004, now provides analysts with full access to investigative information within FBI files,
including ACS and VGTOF data, open source news feeds, and the files of other federal



agencies such as DHS. The IDW provides physical storage for data and allows users to :
access that data without needing to know its physical location or format. The data in the
IDW is at the Secret level, and the addition of TS/SC][ level data is in the planning stages.

v

Later this year, we plan to enhance the IDW by addmg additional data sources,
such as Suspicious Activity Reports and by making it easier to search.-When the IDW is
complete, agents and analysts using new analytical tools will be able to search rapidly for
pictures of known terrorists and match or compare the pictures with other individuals in
minutes rather than days. They will be able to extract subjects’ addresses, phone numbers,
and other data in seconds, rather than searching for it manually. They will have the ability
to identify relationships across cases. They will be able to search. up.to 100 mxlhon pages
of mternatlonal tex-ronsm-related documents in secondls ("))

’ Ultimately, we plan to tun the IDW into a Master Data Warchouse (MDW) that
will include the administrative data required by the FBI to manage its internal business
processes in addition to the investigative data. MDW will grow to eventually provide-
physwal data storage for, and become the system of record for, all FBI electronic files. (U)

‘We are introducing advanced analytical tools to help us make the most of the

" data stored in the IDW. These tools allow FBI agents and analysts to look across multiple

cases and multiple data sources to identify relatmnshlps and other piéces of information
that were not readily available usmg older FBI systems. These tools 1) make database

. searches simple and effective; 2) give analysts new visualization, geo-mapping, link-chart |
... capabilities and reporting capabilities; and 3) allow analysts to request automatic updates

to their query results whenever new, relevant data is downloaded into ‘»the database. (U)

As the first part of our IT modernization efforts near completion, FBI agents,
analysts, and support personnel are already enjoying new capabilities and applying those
capabilities to their counterterrorism mission. They have up:to-date desktops, fast and
secure connectivity, a user-friendly interface to the ACS case manageraent system, the
ability to access and search consolidated terrorism-related data, and new capablhtlcs for

sharing information inside and outside the Bureau. (U)

While there is still much to be done, these eﬂ‘orts are starting to deliver the .
technblogy we need to stay ahead of evolving threats. Upgrading our technology will
remain an FBI priority for the foreseeable future, and our new IT management will
ensure that we continue to xmprove our systems. (U)

With the recent directives implementing the mtel]igence agenf career track and

~ the administrative reforms related to building an intelligence workforce, we have in place

the essential structural elements of an intelligence-driven counterterrorism operation. The
challenge now is to refine and continue to develop that operation — an effort that will
require additional resources, continued attention by FBI leadership, ancl constant tralmng

~of FBI personnel in mtelhgence processes and objectives. (U)
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Whlle we have clearly made substantlal progress over the past 33 months, it is
difficult to come up with an exact measurement of the current effectiveness-of our =
counterterrorism efforts. Besides citing the absence of successful attacks on thie homeland
-since September 11th, there is no single measure that completely captures the progress
‘we have made. There are several yardsticks, however, that démonstrate the effectiveness
of the core functlons of a Counterterrorism Program '][’hese yardstlcka mclude the
following: ,

.+ Dévelopment of human assets

» Number of FISAs

* Number of mtelhgence réports’ generatedt

'+ Quality of daily briefings —~

» Bffectiveness of counterterrorism operatlons

» Continued protection of civil liberties

An application of these yardsticks demonstrates the pmgress we have ach1eved since
September 11, 2001. (U) A

" The FBI has long recogmzed that human source tnformatlon is one of the most
important ways to investigate criminal activity. We have long-standing expertise in -
tecruiting and using human sources, and we have used those skills to great effect acrossa -
wide range of investigative programs, mcludmg orgamzed crime, drugs, pubhc
corruptlon, and white collar crime. (U) o . ‘

- 'While we also have developed sowrces over the years in the Counterterrorism
Program, September 1t highlighted the shortage of human intelligence reporting about
al-Qa’ida both in the U.S. and abroad. With the U.S. government having relatively few
assets who were able to penetrate and report on al-Qa’ida’s plans, we were vulnerable to
surprise attack. ) :

-The Burean has placed a priority on developing human intelligence sources
repotting on international terrorists. We have revised our training program, our
personnel evaluation criteria, and our operational priorities to focus on source: :
development While we continue to grow this capaclty, we have already seen a marked
increase in the number of human intelligence sources in the Countertetrorism Program:.
Between August 30, 2001, and September 30, 2003, the number of sources related to
intemnational terrorism mcreased by more than 60 percent, and the number of sources
related to domestlc terronsm increased by more than 39 percent ) -

FISA coverage has also increased mgmﬁcanﬂy, ,reﬂectmg both our increased
focus on counterterrorism and counterintelligence investigations and improvement in the
operation of the FISA process. From 2001 to 2003, the number of FISA applications filed
annually with the Foreign Intelhgence Surveillance Court increased by 85 percent. We
have seen a similar increase in the use of the. emergency FISA process that permits us to
- obtain immediate coverage in emergency situations. In 2002, for example, the

: Department of Justice obtained a total of 170 emergency FISA authorizations, which is
more than three times the number of emergency FISAs we obtained in the 23 years
between the 1978 enactment of FISA and September 11, 2001. (U)



. Inthe pdﬁ year, the FBI produced more than 3,000 intelligence "ﬁroducté,
including “raw” reports, intelligence memoranda, in-depth strategic analysis assessments,
special event threat assessments, and focused Presidential briefings. We also conducted

numerous intelligence briefings to members of Congress, other government agencies, and

the law enforcement and intelligence communities. These efforts mark a new beginning
for the FBI’s intelligence operation. (U)

N Prior to September 11, 2001, the FBI produced very few raw mtelhgence teports. -
- InFY 2003, we produced and dlssemnated 2,425 Intelligence Information Reports (TIIRs)

~containing raw intelligence derived from FBI investigations and intelligence collection.

The majority contained intelligence related to international terrorism; the next greatest
‘number contained foreign intelligence and countenntelhgence information; and the

- remainder.concerned criminal activities and cyber crime. These IIRs were dlssemmatedl
to a wide customer set in FBI field offices, the Intelligence Community, Defense
_Community, other federal law enforcement agencies, and U.S. policy entities. (U)

. In'addition to these raw mtelhgence reports, the FBI has begun producmg
" analytic assessments on a par with those of the Intelligence Community. The FBI
developed and issued, in January 2003, a classified comprehensive assessment of the
terrorist threat to the U.S. This assessment focuses on the threats that the FBI sees
developing over the next two years; based on an analysis of information regardmg the
motivations, objectives, methods, and capabilities of existing terrorist groups and the.
potential for the emergence of new terrorist groups and thireats throughout the world. Thus

-~ threat assessment is used as a guide in the allocation of investigative resources, as a

useful compilation of threat information for investigators and intelligence personnel

. within and without the FBI, and as a resource for decision-makers elscwhere in the
government. The 2004 threat assessment was released in April 2004. FBI analysts have
produced over 100 in-depth analyses and several hundred current intelligence articles i in
addition to the work they do ass1stmg FBI investigations. (U) = -

We are preparing to produce, in the near future, the FBI Daily Report and the
FBI National Report to provide daily intelligence briefings to personnel in the field and
external customers. One will be produced at the classified level and limited in distribution
‘to upper-level ficld managers. The other will be unclassified and widely distributed to
field office perscmnel and our partners in the law enforcement community (9)]

. A good examp]le of our ablhty to explmt evidence for its mtelhgence value and
share that intelligence is our use of the al-Qa’ida terrorism handbook. A terrorism -
handbook seized from an al-Qa’ida location overseas in the mid-1990’s was declassified
- and released by DOJ shortly after the events of September 11, 2001. We determined that
intelligence gleaned from the handbook could provide useful guidance about al-Qa’ida’s
 interests and capabilities. Accordingly, we produced and disseminated a series of '

intelligence products to share this intelligence with our personnel in ths field and with our
law enforcement partners. Nine Intelligence Bulletins were based in whole or in part on
this intelligence. In addition, we used information derived from the al-Qa’ida Handbook
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to update our counterterrorism training, including the Intelligence Analyst Basic Course
at the College of Analytical Studles, the Introduction to Counterterrorism Course at the
National Academy, and sessions on Terrorism Indicators and Officer Safety in our
SLATT training. The unclassified version of the handbook is now maintained as a
reference in the FBI Library and is accessible to all the students at the Academy. It also is
mcluded in the reference manual CD-Rom dlstnbuted as part of SLATT training. (U)

~ One telling measure of our improved counterterrorism operatl ons is the
development of our capability to brief the daily terrorist threat information. The
development of this capability reflects the maturmg of our een‘ixahzed Counterterronsm
- Program. (U) L Do <

' Prior to. >eptember 1 lth, the FBI lacked the capacity to provule a comprehensive
daily terrorism briefing — to assemble the current threat information, to determine what

~ steps were being taken to address each threat, and to present a clear picture of each threat
- and the Bureau's response to that threat to the Director, senior managers, the Attorney -

General, and others in the Administration who make operational and policy decisions.

With a decentralized program in which investigations were run by individual field offices,

the Bureau never had to develop this specialized skill. With the need for centrahzed

management, however, it became an mperatlve (8)] : o

. Inthe aﬁermath of the termnst attacks We weie askedto begmsendmg to the
‘White House each momning daily reports on counterterrorism-related events: We had no
‘mechanism in place for collecting that information, 50 preparation of the reports was

- initially haphazard. During the past 33 months, with the assistance of veterans from the -
Intelligence Community, we have established the infrastructure and the cadre of
professionals to produce effective daily briefings and to share bneﬁng matenals more
w1de1y within the Bureau and with our partners. (U) _

In 2002 we estanhshed the Presulenual Support Group Wlthln the
Counterterrorism Division to prepare daily briefihg materials. In the summer of 2003, this
group was renamed the Strategic Analysis Unit and moved to the Officé of Intelhgenee
Beginning in August 2003, the Strategic Analysis Unit began producing the Director’s
Ddily Report (DDR), a daily intelligence briefing that includes information on -
counterterrorism’ operations, terrorism threats, and information related to all areas of FBI
mvestlgauve activity. (U) - :

_ . To produce the DDR, the Strategm Analysis Unit consolidates and refines v
mformatlon provided in a standardized format by intelligence personnel in each division.
- Each morning, information about new threats is added, and information about threats that

have been th0roughly vetted during the night is removed. The DDR is distributed to
-executives in all FBI operational divisions. The Director uses the DDR to brief the
President nearly every weekday morning. The FBI also produces the Presidential

~ Intelligence Assessment, a finished FBI intelligence product covering topics of particular
interest to the President, and as noted earlier, our personnel at TTIC and at FBI
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Headquarters contnbute to the formulauon of the daily Preszdent s T¢>rrarist 17zreat
Report. (U)

- Director Mueller holds threat briefings twice a day an mtelhtgence bneﬁng in
- the morning and a case-oriented briefing in the evening, At these briefings, a briefer and
the operational executive managers provide a summiary ‘of the current threats and our
operations. With CIA and DHS representatives in attendance, these meetmgs also serve
to ensure that all threat information is appropnately passed to those a; encles (U)

The development of thm daily briefing operatlon is a tangible measure of the
progress we have made since the day when terrorism investigations were run by
individual field offices and little effort was made to centrally direct or coordinate them
throughout the Bureau and with the other agencies involved in proteeung the U S. agamst -
terrorism. (‘U)

. The Bwreau hlstoncally measured its perfermance toa large extent, by the
numbet of criminals it arrested. While useful for traditional law enforcement, where the -
primary objective is arrest and prosecutlon, this standard is under-inclusive as applied to
counterterrorism, where the primary objective is to neutralize terrorist threats. It only
captures that subset of terrorist threats that are neutralized by arresting terrorists and
prosecuting them with charges of criminal terrorism. It fails to capture the terrorist threats

~ we neutralize through means other than formal terrorism prosecutlons —suchas

deportation, detention, arrest on non-terrorism charges, seizure of financial assets, and the
sharing of information with foreign gdvemments for their use in takmg action agamst
- Aterronsts w1thm their borders. (U)

... A more useful measure is one we have used in orgamzed crime cases — the
number of disruptions and dismantlements. This measure counts every time we —either
by ourselves or with our partners in the law enforcement and intelligenice communities —
conduct an opération which disables, prevents, or interrupts terrorist fundraising,
recruiting, training, or opérational planning. Since September 11, 2001, the FBI has
participated in dozens of such operations, dmmptmg a wide variety of domestlc and
international terrorist undertakings, (U)

Wh11e the number of dlsruptlons is sngmﬁcant the most telling measure of our
progress is the manner in which we have conducted individual operations consistent with
our prevention mission. The extent of our transformation is most clearly seen in the
approach we take when confronting specific terrorist threats. Our approach to these
operations demonstrates the extent to which coordination and prevention through the
development of actionable intelligence have become our guiding operational principles.

(9))

|

. The September 11, 2001, terrorist attacks awakened all of us to the deadly threat
of modern terrorism and to the need for bold action. We in the FBI have undertaken that

. ‘bold action over the past33 months. While there is still much work to be done, we have
made significant progress. With these efforts, and with the unwavering support of the
American people, we are confident that we will prevail in our war against terrorism. (U)
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SPEC][FIC RESIPONSES' TO OIG 'RECOMMEN_DATIONS»:
A, Recommendatlons related to the FIBI-’s anmlytlcal' program: (Uf) -

Recommendatidn No. 1: Improve the hmlmg, tralnlng and retenti«on of intelligence

analysts O

Response:  The FBI has taken a number of measurable steps to improve the hiring,
trammg, and retention of analysts smce the September 11 attacks (U)

v The FBI’:; Ofﬁce of Inte]lhgence (OI); led by an Executxve Assustant Director who
~ isacareer intelligence analyst in the U.S. Intelligence Community, has developed
. arecruiting plan to ensure that the FBI actively recruits candidates with the'
critical skills necessary to provide world-class intelligence analysis for the FBI's
- mission. In September 2003, the Director approved the FBI’s Human Talent for
_Intelhgence Production Concept of Operations (CONOPS), which focuses on the
'tecnntment, hmng, development, and tmmng of mtelhgenee s\nalysts (U) :

Ul Recrmtmmt/Hmng Pnor to the approvall of the Human Talent CONOPS the FBI
.did not have a recruitment effort specific to the intelligence amlyst positlon. As
- .- ‘such, intelligence analysts were not routinely part of recruitment teams. n an
- effort.to ensure the FBI is prepared to meet emerging recruitment and hiring
.- . priorities for intelligence analysts, the Ol selected intelligence analysts (FB]IHQ
..--and field) to serve as intelligence analyst recruiters. The intelligence analyst *
~ recruiters attend events at colleges and universities, as well as designated
conferences and career fairs throughout the country. From October 2003 - - April
-2004, the FBI participated in more than 10 recruitment events and plans to
parucipatc, in at least five addmomal events through September 2004. O

. A marketmg plan was also implemented to supplememt the Intelligence Analyst
recruiting efforts. On February 8, 2004, an advertisement specific to the
intelligence analyst position at the FBI was placed in the Washington Post, :
Washington Times, and the New York Times, and has since been re-advertised
several times. On February 9, 2004, the first press release addressing intelligence

.- analyst recruitment at the FBI was released by the FBI National Press Office

- kicking off an aggressive intelligence analyst hiring campaign, And, on February
17, 2004, the second press release was released featuring an interview with BAD
for Intelligence Maureen A. Baginski and two FBI Intelligence Analysts. (U)

¢ ' In 2004, the FBI revised its hiring procedures for Intelligence Analysts to more
‘ effectlvely recruit and hire candidates with necessary critical skills. The new
system is a resume and welghted queshon—based system. The weighted questions
‘were developed by a group of senior intelligence analysts and intelligence analyst
~ - managers under the direction of the EAD for Intelligence, and were designed fo -
identify the most highly-qualified candidates at all entry grade levels. Aside from
dnrect recruxtment into the mtellngence analyst posmon\, the Ol is establishing



educatmn cooperative programs wherem colI( ge students would havean
-~ arrangement to work at the FBI and earn a four-year degree. Students may
alternate semesters of work with full-time study or may work: in the summers in .
- exchange for tuition assistance. The program targets students who intend to
complete a four-year degree in disciplines needed for FBI Intelligence Analyst
work to include: International Studies; Foreign Languages; Studies pertinent to
- specific geographic areas and ciltures; History; Economics; Business; Political
Science; Public Administration; Physical Sciences; and Journalism, In addition to
financial assistance, students would benefit by obtaining significant work
experience, and the FBI would benefit through an agreement by the student to
_ continue working for the FBI for a penod of time upon compl, etlon of their
" education. (U) .

e College of Analyuc Studies: Since Fiscal Year 2002, the College of Analytic
‘Studies (CAS) has-delivered 13 iterations of the Basic Intelligence Analysis
Course for newly hired analysts. In addition, through intelligence community
pa.rtnershups and private vendors, the CAS has coordinated specialized trammg for
novice and expenenced FBI Intelhgence Analysts. (U) B ,

¢ 264 FBI Analysts have graduateo‘l from the College's s1x-week Basxc Intelligence
“ Analyst (,ourse since 1ts establishment. (U) o '

“e - 655 FBI held and headquarters Analysts have attended speclalty courses on a
vanety oi topics such as analytical methods, tools, and databases. (U) ~

| 1,389 FBI field and headquarters perso_nnel (Analysts and Agents) have attended
specialized countertexrorism courses offered in conjunction with CIA University.

o ACESTI: The Basic Intelhgence Analyst Course curtently offered by the CAS is
being revised/updated. Upon completion of this effort the course will be re-titled:
Analytical Cadre Education Strategy I (ACES I) as outlined in the Human Talent
Conops. The ACES I course will incorporate seven core elements for intelligence
training for new agents and new analysts.  Additionally the new course
curriculum teaches advanced analytic trade craft and practice, thinking and -

* writing skills, resources, and field skills. An intermediate course entitled ACES IT
is anticipated in the future that would target more experienced analysts. (U)

¢ Mentoring Program: The Ol is creating a career mentoring program to provide
guidance and advice to Intelligence Analysts on the analytical career in the FBI.
Once implemented, all new Intelligence Analysts (new to the position or new to
the FBI) will have a mentor to assist them. This program will be mplemented in.
- calendar year 2004. (U) .

Recommendation No. 2: Ensure effective management of ﬁnallysts. )
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Response:  The FBI agreés that it must do all that it can to ensure that its dedicated
Intelligence Ana]ysts receive effective management support and direction. Since
September 11,2001, a number of changes have taken place to improve the management
" of Intelligence A:ualysts The EAD-I and the OI have immediate program management
responsibility for the FBI's analytical functions and produced, for the first time, a
comprehensive strategy for the entire analytical arena. The Intelligence Analysts at the
FBI are key players in achie'vin'g the FBI’s comprehensive intelIigence strategy' (U)

e The OI issued supptemental performance expet,tatlon gmdanct‘ forall Intelhgence
~ Analysts speclfymg expectations for the reports officer, operations specialist, and
all-source analyst work roles. This communication was intended not onlyto
inform analysts as to the expectations, but also to keep supervisors informed as to
- the proper utilization of the Intelligence Analyst position. :The OI has instructed
- all FBI field offices that Intelligence Analysts must report throuﬂl the Field
'Intelhgemce Group cham-of-commandl (U)

e ‘The Ol assumed admmlstratlve control for all Intelhgence Analysts on Feblruary 1,
2004. The Ol is responsible for establishing and executing standards for
recruiting, hiring, training, and deveIO]pmg the FBI's intelligence analytic

- workforce, as well as for ensuring that they.are.assigned to operational and field
divisions based on intelligence pnontles Operational and field divisions are

- responsible for day-to-day supervision of Intelligence Analysts-and-for adhenng

' ‘»to standards for analyst developmemt established by the OL (U‘) .

o _This new management model was lmplemented by placing the section chiefs at
B 'Headquanters currently performmg intelligence functions under the operational
control of the OI. Those section chiefs are rated by the appropriate official in OI
and reviewed by the Headquarters mvwstlgatlve division into Whlch they are
_ integrated. (U) S

Recommendation No. 3 3: ]Require greater coordﬁnatlon and consultanon between the
operaﬁonal and analytncal units. (U) : ,

Response: The FBI agrees that an examination of the events surroundmg the -

- September 11 aftacks showed a need for improvement.in the coordination between
operations and analytic units. We believe coordination and consultation has dramatically
improved. Consistent with the Director's May 2002 announcement of the FBI Strategic
Focus, the Counterterrorism Division was reorganized to implement a threat-team
approach to better align the FBI's efforts to prevent terrorism. The revised approach
moves away froin a traditional hierarchical structure and separation between analytic and
operational functions and employs matnx-management concepts used in successful
businesses and private organizations and in government agencies..(U)

~ The goal of the reorganization was the implementation of an organizational

structure and concept of operations that empowers and enables the FBI to achieve the |
priority of protecting the United States from terrorist attack by facilitating the flow of

. o



information between operational units and their analytic counterpart:, The FBI :
categorizes the current threat as follows: Radical Fundamentalists, Global Extremists,

- and Domestic Terrorists. Additionally, & cross-cutting threat in each of these areas is the .

terrorist acqmsmon of weapons of mass destruction (WMD) and the misuse of U S. and
international monetary rules and procedlures O

Usmg this threat-based framework, the FBI structured the operations of the CTD

‘along a threat-team concept that organized the bulk of its investigative, financing, reports

and requirements, and analytical resources into three threat teams. The components of

" each threat team are co-located to facilitate day-to-day interactions and create synergy
‘between the investigative and mtelligence disciplines, The CTD Assistant Director and

Deputy Assistant Directors (DADs) jointly identify the investigative and analytic

'~ priorities, establish integrated operational and analytical objectives, and allocate CTD
- resources for each team based on those priorities and objectives. The operational :

strategies agreed upon for each threat team have been disseminated to all FBI field -
offices where they will guide field operational activities. The components of each threat
team are co-located to facilitate day-to-day mteracuons and create synergy between the.
mvestlgatxve and mtelhgence disciplines. (U) -

" The Office of Intelhgenee, meanwhile, has estsblished principles within the -

-+ Bureau that information belongs to the Bureau rather than a single field office or

headquarter component and will be shared with all those with a legitimate need-to-know.

<. TheOffice of Intelligence is also working with the Information Resources Dmslon to

develop the systems that will facilitate mformatlon shanng ({J))

Since the September 11 attacks the FBI’s Office of Intelligence has pubhshed a

. Concept of Operations for Intelligence Production and Use. This publication guides the

FBIin the coordination of intelligence production. In general, the role of the operations
components center on commenting on the accuracy of facts and the protection to be -

-+ afforded for sources and methods. The Bxecutive Assistant Director for Intelhgence is

the final arbiter in disagreements between operations and intelligence components in the
production and dissemination of mtelhgence products )]

_ The FBI has put into place a number of other mechanisms that have vastly
improved coordination between operaﬁons and analytic components. These include: (U)

e Twme daﬂy intelligence and operations briefings chaired by the Director and
attended by executives, lower-level managers, and line analysts from both the
operations and intelligence components of the investigative divisions, as well as '
the Executive Assistant Director for Intelligence (EAD-I) and other OI managers.

. Coordination issues are discussed and directions are given for both operations and
intelligence issues in connection with the priority threats and important
mvestlgauons [0)]

¢« A dally Intelhgence Productlon Board (IPB) was established in August 2003. The
IPB meets daily and is chaired by the EAD-I. Represenfatives include senior

-



managers, umt-level manegers, and lme analyets f.rom the inte] lhgence
components of all investigative divisions. Coordination issues and processes are
discussed and resolved in these meetmgs in accordance Wlth dlrectlon prov1dedl
by the EAD-I. (U) :

e The Director has designated the EAD-I as the FBI’s chief policy official for
- Intelligence and Information Sharing. In this capacity, the EAD-I has policy °
authority to ensure the coordination recommended does indeed take place, and she
has instituted a number of processes that have significantly un]proved coordmatwn :
' and consultatlon between operations and. analyuc umts (U)

B. Recommendations related to the IFISA ]process' t[U)

‘ Recommendation No. 4: "Ensure adequate training of FBI employees involved in tlne '
FISA process and. counterterrorism matters (U) :

: Resnons The FBI isin agreement w1th the OIG’s recommendation to ensure
adequate tralmng to employees involved in the FISA process and counterterrorist
matters and has developed a program to address these issues. The Counterterrorism
Division (CTD) has made tremendous progress in developing a training program that
enhances the FBI's ablhty to conduct counterterrorism investigations that result in the
‘ ptosecuuon of texrronsts disruption of terrorist organizations and support networks, and
has led fo an increase in the overall contribution of intélligence to‘the U.S. Intelhgence ,
Community and to senior policy makers in government. Training focusés on all aspects
of the FBI's response to the threat of terrorism, both domestically and abroad, which
-includes international terrorist groups and/or countries of interest, domestic ten‘onsm,
weapons of mass ‘destruction, terrorist financing.operations, Foreign Intelligence - '
Survelllance Act, National Security Guidelines, Patriot Act, source development,
interview and interrogation techniques, rapid deployment, and digital and electronic
exploitation. The CTD has developed this training through the identification of subject
matter experts from within the FBL other Government Agenciés and private contractors,
CTD has offered this training to FBI Special Agents and Analysts fron both the field and
headquarters as well as to law enforcement personnel assigned to the Joint Terrorism
Task Forces (JTTF) throughout the country. CTD has contributed significantly to the
courses developed by the College of Analytical Studies and the Central Intelligence
Agency University for FBI Analysts. 'I‘he_se courses aim to improve and enhance
analytical capability to quickly ascertain the rehablhty, implications, and details of
terrorist threats, and how tbreat—related mformatlon is (hssemmated to local, state; and
federal agencies. (U) ‘

CTD's primary focus is to address the most immediate training needs of the FBI's
workforce. CTD has been working with the Training Division, Office of Training -
Development, to create curricula which addresses the needs of Agents, Analysts and Task
Force Officers assigned to counterterrorism related matters. This curriculum based
approach begins with a basic understanding of the foundation of both domestic and
international terrorism and expands to a specific appronch to counterterrorism - -
~ investigations and implementation of the CT investigative strategy. In-service training
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being conducted on a regular basw mclude Internationat Terronsm Basic Operauons
International Terrorism Source Development, and Interview and Interrogation of Islamm
Extremists. These training curricula are being dleveloped to meet the needs of the FBI's
ever changmg counterterronsm mission. Uy - .

.. CID has developed the course, “Counterterro»nsm A Strateglc and Tacucal
Approach", to address the overwhelming demand for training of state and local law
enforcement officers engaged in counterterrorism related investigations through the JTTF.

_The core content of this tra:mng emphasizes an understanding of administrative and.
operational requirements in conducting terrorism investigations and operations. Course
participants are briefed on a variety of international terrorist organizations; Middle East
culture and mmd set; and are exposed to concepts involving assessment; ‘recruitment and

handling of sources; surveillance methodology; mtervnew/’mtermgauon problems;

' techmques inherent in international terrorism matters; and case manajzement. This course
is presented regionally and provides the law enforcement officers, assigned to work on

“the JTTF, a better understanding of their vital role in the FBI's counterterrorism mlssmn
'IWenty five itérations of thns course are plamued for this year (U) .

o Throughout FYO03, CTD partlci'tpated in des1gmmg anew approach to teaching
New Agents during their four months of New Agent Training (NAT) at the FBI Academy
** Inlate December 2002, a plan was designed to incorporate a counterterrorism (CT) and
counterintelligence (CI) instructional block into the NAT to include 110 hours of CT and
Cl investigative curriculum. The new instructional block is an approach to investigative
training which uses a ‘Middle Bastern Criminal Enterprise (MECE) as a "thread" through
thé"entire session of New Agent Training. The new CT and CI instructional block begins
with "basic investigative techniques" and culminates in "advance investigative
téckiniques.” Each basic and advanced instructional block incorporates
mformant/coopmraﬁve witness/asset development as well as. ﬁnanclal mvmugahve
techniques. (U) v

- Conferences that have been coordinated by CTD have targeted SACs ASACs,
‘SSAs, SAs, Analysts and JTTF Officers and have included Suicide Bomber Awareness,
‘Working Together in Counterterrorism (FBI/CIA coordination), Terrorist Financing,

Domestic Terrorism, Weapons of Mass Destruction, JTTF Annual Conference, and -
Special Event M.magement Individual course content is specifically designed to address
and meet the needs of a group's activities. Additional conferences are being scheduled to
address recurring issues on animal rights, eco-terrorism, black separatists, domestic
~ terrorism fugitives and international terrorist groups of interest such as Hamas and Al
.Qa'ida. CTD continues to support counterterrorism international training through the
International Law Enforcement Academies (ILEA) and provides instruction by the ,,
Terrorist Financing Operations Section to the FBI's law enforcement partners world wide.

)

The FBI's Office of Training and Development,. in coordmatlon with the _
Counterintelligence Division, Counterterrorism Division, and the National Security Law
Branch (NSLB), Office of the General Counsel (OGC), has prepared and disseminated



Bureau-mde a FISA/Foreign Intelhgence/Countermtelhgence/Countﬂterronsm o
interactive "Distance Learning Program" for New Agents and all other FBI personnel
assigned FCV/IT responsibilities. . The course is entitled "FISA and Information Sharing:
Their Impact on Investigations" and covers the following topics: Handling Classified
Information; Sharing Investigative Information with the Intelligence Community; FISA
Requirements and Process; and Sharing Intelligence with Prosecutors as per the March 6,
2002 Procedures. The course provides the user with & foundation on information sharing
and its impact on investigations, the handling and safeguarding of classified material, and
the FISA administrative process. ‘All agents and analysts working on counterterrotism or
'countenntelhgence mvestngatlons aré required to take this distance learning course. Itis
accessible to all employees through the Virtual Academy, the FBI's Liarning =
_Management System, The CTD and the Office of Training and Development have also
worked with the FBI's Virtual Academy pmgram to. develop an onlme- content o
addressmg the P.nnot Act.. (U) :

- In addltmwn to the dnstance lcarmng course, each of’ the 56 ﬁeld divisions have
conducted 2-days of "hands-on" FISA training. Instructional teams are appointed by the
‘cognizant Assistant Special Agent in Charge (ASAC) and consist of an Assistant United

States Attorney (AUSA), the Chief Division Counsel (CDC), a squad supervisor, and a
Central Intelligence Agency (CIA) representative. :Where possible, Office of Intelligence
Policy and Review (OIPR), Department of Justice (DO J)-and FBI Headquarters personnel
supplemented the instructional teams. The two-day curriculum covered the entire FISA
process, mcludmg the initiation of FISA requests, minimization procedures, and the
renewal process. These training sessmns began in July, 2003 and conunued through
November 2003.Q0). .

- Additionally, NSLB 'assigned two lawyers to support the Counterterronsm

Division’s National Security Programs Operaftlonal Training Unit (OTU) at the FBI
Academy. OTU has expanded all New Agent training to include Foreugn '
Counterintelligence and Counterterrorism instruction. That training is prov1ded by OTU
and NSLB personnel. (U) :

. NSLB also conducts Jomt-&mmng mth'OIPR, DOJ, in selected ﬁéld divisions at
least once a month. In addition to six-hours of classroom instruction, several days are
spent rewewmg current and. closed FISA cases with the assigned case agents and thelr

supervisors. (U)

NSLB further prowdes FISA mstrucuon for all Forelgn Countenntelhgence(FCI)/ '
Counterintelligence (CI)/Intematlonal Terrorism (IT) In-Service classes conducted at the
FBI Academy. This training is conducted for more experienced FBI personnel (including
ASACs, Chief Division Counsel, Special Agents, Intelligence Operations Specialists,
Intelligence Research Specialists and other support personnel) who are now assigned
FCI/CUIT matters, and for persoxnnel who are firansntlonmg to those asslgnments (8)]

NSLB also prowdes FISA mstmcuon toall FBIHQ operahonal units as additional
FCI/CI/IT resources are assigned. NSLB has a newly-created Natlona] Security Policy

(
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and 'Ii'almng Law Unit which, when ilﬂly-staffed, will assume broad trammg o -
responsibilities for both FBIHQ and field lelSlOll training in F][SA and related matters,

© ' :

The CT]D and the FBI’s Office of General Counsel, Natnonal Security Law
Branch, have worked to provide national security training to field Supervisors and ASAC
s at Départment of Justice National Security Training Conferences held at the Department -
of Justice’s National Advocacy Center. The NSLB assigned several attorneysas -
~ instructors to support the conferences which were conducted at the National Advocacy

Center (NAC), DOJ, in Columbia, S€. The conferences were four days in length ‘This
conference was developed to address the overwhelming concem regarding revisions to
 the National Security Investigative Guidelines and implementation of the Foreign
Intelligence Surveillance Act (FISA). The first conference was held beginning on May 6,
2003. A total of six such conferences were conducted at the NAC during the summer
months, and two conferences were held at Fort Belvoir, Virginia in September 2003, The
attendees were SACs, Chief Division Counsel, Special Agents, Assistant United States
Attorneys, and the attorneys assigned fo the Office of Intelligence Policy and Review,
-DOJ, who were also providing instruction. The curriculum included instruction on the
mission and organization of the Intellizence Community, an overview of the Foreign
Intelligence Surveillance Act, information sharing, coordination between intelligence and
. law-enforcement components, foreign intelligence and countenmtelhgence collection
_ tools, the use of FISA information in support of criminal litigation, and practxcal and
‘tactical decision-making. The conferences also included a day-long, problem-solving
exercise, conducted in individual "breakout" sections, to reinforce the teaching obj ectlves
of the conference O : .

. TheCTDalsohelda natlonal security conference with the DOJ to train both
Agents and Analysts on information sharing and coordination between the Intelhgcnce

- Community and law enforcement; FISA; foreign mtelhgence and foreign

countenntemgence investigations and collection tools; and the Patriot Act. Based on the
success of both conferences, CTD implemented and developed a regional training course
to guide all 56 Field Divisions on the Attorney General Guidelines for National Secunty
Investlgatlons and the FISA process. (U) -

The Com1tenntelhgence Law Unit in NSLB routinely participates.in country-
specific conferences that Counterintelligence Division units sponsor (usually on a yearly
basis). The topics taught by NSLB include the National Secunty Gmdelmes and the FISA

process. (U)

~ Before 09/11, NSLB-(then the National Security Law Unit) ]prcrvided extensive
training at FBI conferences held annually for Chief Division Counsel (FBI Agent
attorneys in the field divisions), including one such session which was funded by the
Counterterrorism Section and devoted entirely to mtelhgence law issues. Additionally,
NSLU provided intelligence law training for Chief Division Counsel at three regional
training conferences in 1996 and 1997 which focused entirely on intelligence law issues.



'NSLU aIso routmely provided mftelhgence law tralmniv at conferencea; sponsored by the
Counterterronsm Sectlon ) o .

NSLB also prov1des FISA u'alnmg and gludanoe via penodnc communications
disseminated to all divisions: e.g., NSLB guidance entitled “Intelligence Sharing -
Procedures for Foreign Intelligence and Foreign Counterintelligence Investigations-
Conducted by the FBI” which was disseminated to all ﬁeldvdnwsmns in November 2002.

" NSLB-also mamtams the OGC Intranet (avallable to HQ and all ﬁeld dmswns)
Recent instruction mcluded specific gulda.nce on information sharing. The NSLB -
‘website also features an on-]lme, downloadable “brochure” entltled “How Do IGe‘t a
FISA " (U) ' 5 \

) ‘With regard to FY04 u'ammg (‘TD wnll contmue to develop and mplement
" training and conferences for Agents Analysts, ] JTTF ‘members, and state and local law
* enforcement. Furthermore, we are in the developmental stages of introducing, with the
Office of Intelligence, an Analyst Handbook to furthier the mission.of CTD and
introducing new curriculum to train Reports Officers:(RO). The Reports Tradecraft

course provides the foundation for new ROs assigned o counterterrorism matters in -
which théy will be trained on various lntelhgence collection management topics {0 -

include the FBI Intelhgence Collection Cycle; identifying intelligence; dissemination of
mtelhgence while protecting sources, methods and mvc:sugatlons, and wntmg
mtelhgenoe mformatlon repol:ts (U)

CTD has developed a Counterterronsm Training Track to addnuss the most
immediate educational needs of Agents, Analysts, and JTTF.Officers essigned to
counterterrorism related matters, starting with a basic understanding of terrorist
operations and moving onto mtenmedlate and more advanced levels. (U)

Specific courses des1gned for the Basic level of lralmng, for Agents, Analysts, and JTTF
0ﬂicers include: (U) : :
°

" International Terrorism Basic Operatlons appmmmately 850 trained. (U)
o International Terrorism Source Development — approximately 300 trained. (U)

Counterterrorism: A Strategic and Tactical Approach- appromnately 210 plus 50 |
‘instructors trained. (U) n

. Domestic Terrorism — appzroxmately 39 trained. (U)
o Middle Bastern Culture/ISLAM 101 — online course (U)
[ ]

CT Training for State and Local Law Enforcement — 130 Agents trained as
instructors for 26,880 law enforcement officers.(U) ‘

¢ The College of Analytlcal Studies offers a series of courses for analysts that
‘support the CT mission - approxm:lately 250 tramed 5)) , »

Courses designed for the mtermedlate level include: (U )
‘s IT Interview and Interrogation — new mtennedxatte course for summer 2004 for 40
agents.(U)
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o Specialty topics mcludmg courses on the Arablan Pemnsula and Hamas -
approxirmately 100 trained. (U)
o CTD works in collaboranon with the CIA University offering speclalty courses
" mainly focused on WMD issues — approximately 22 trained. (U)
Digital and Electronic Evidence Exploitation ~ approximately 80 trained. (U)
Internet and Email Communications Investigation — approximately 40 trained. (U)
Sulclde Bomber Awareness Training — approxunately 320 trained. (U)

Courses designed for the advanced level include: )
e Interview and Interrogation Techniques--19 agents trained at the advanced Ievel in
Israel (Uy
‘¢ Development and H[andlmg of Islamic Extremist Sources -39 agents trained at
the advanced level. (U)

The FBI's Senior Bxecutive Sejmce personnel are going through an executive
* development program that was created in partnership with the Kellogg School of
Management, one of the country’s leading business schools. In an inténsive one-week

course, FBI executives receive guidance on managing change, with a particular focus on '

the FBD's transition to new intelligence, investigative; and case management processes.
As of February 13, 2004, 260 FBI executive managers have completed the lmnmng,

st including 12 Assistant Directors and 54 SACs. (U)

: T:he 'following chart depicts the Counterterrorism Division f)rojected training for FY2005:



' COUNTERTERRORISM TRAINING STATUS FOR FY2005

CORE

‘TARGET 'LEVEL DURATION PROJECTED NEEDS
COURSES AUDIENCE | =~ - . . '
MR Culture All Agents, BASIC . 3-4Hours Itnminent Launch
* Online Analysts, JTTF. s g Eventually add Intermediate
‘ Members | level
Use as model for Online
IT Basic 50 - BASIC ‘Bvery other ~ Revise . ,
Operations Agents Month. Goals/Objectives/Curricula
C . Analysts | for Aligt with-Comtpetencies
Tl'I'FMembers 5 days o
JTTF Regional | 35 "BASIC . |.Once/Month for Cugriculuin Update -
CT: A Strategic | ~ Agents : "~ Sdays * Ramp up. to Intermediate Level -
" &Tactical |° Analysts ' o Instructor Development
Approach |- JTTF Menibers ‘Ongoing
T : : " Evaluation/ Ahgn with
S Conmeteneiee' -
ITSource | 35 'BASIC/ Once/month Modify once
Development Agents Intermediate " for © | Interview/Interrogation begins.
- Seminar Analysts . .. 3.days .- Align .with Competencies
' JTTF Members e
Inferview & 20 Intermediate | Once/quarter Two Pilots offered in July and
Interrogation Agents For - August 2004,
: : Sdays + Bvaluation/Modify
Align with Competencies
Interview & - 10 Advanced Twice per Year First Pilot offered FY 2005
Interrogation Agents : ‘For Align with Competencies
- (highly (including 10days Status of Israeli training
selective) Israelli) Ongoing Course Develop.
- Specialty 35 Intermediate AsNeeded | Align with Competencies
1 Groups Agents To Advanced Basis ’
Seminars: . Analysts . for
- Hamas JTTF Members 2.5 days
AlQaeda :
Hizballah,

‘Future Courses in Development:

¢ Overseas Deployment — Survival Training for Overseas Deployments in hostile

environments (U)

¢ Analysts Training — Support Reports Officer Training at least once per quarter/2.5

days (U) -

o ASAC/SSA Training — FBI/CIA Partnership, Speclﬁc Topics, Operatlons and
 Management, Guest Speakers for HQs once/month, (U) |
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. '-Onhne Coutses — Identify which course mfonnatlom admpts easﬂy to onhne
Virtual Academy sponsored by the Training Division. ((9)]
¢ 'WMD and other specific International Terrorist Group Counterterrorism’ Training

Recommendation No. 5: FBI Attomeys should be better lntegml ed into
* counterterrorism investigations. (U)

EBI Respons'e, After 9/11, the Natmnal Security Law Branch (NSLB) was restructured
80 as to mirror the operitlonat structure of FBI Headquarters. Reflecting the operationat
. division between the Counterterrorism Division (CTD), the Counterintelligence Division
'(CD), and the Cyber Division, three units were established within NSLB — two to haridle
counterterrorism matters (Counterterrorism Law Units (CTLU) I and IT), and oné unit to
handle counterintelligence and cyber matters (Countexmtelhgence Law Unit (CILU)). (A
fourth unit has recently been established to focus upon policy and training issues.)
Within each of the three operationally-focused NSLB units, the attorneys are assigned to
particular units or sections within CTD, CD or Cyber. Further, with regard to
International Terrorism Sections I and H of CTD, NSLB has assngned two attomeys to be
co-located in chent space (U)

, Thus with the asmgnment ofan a‘ttomey.to each of the operational units or
: sectlons, there is routine contact between agent, analyst and attorney on legal issues that

o . arise, With regard to review of FISAs, NSLB attorne; ys have spemﬁc and focused

knowledge of the targets for which their unit.or section is seeking to initiate or renew
coverage. At the point of initiation, the attorney is responsible for reviewing and
approving the initiation submitted to him by his client, the operational unit. Any
subsequent issues concerning that FISA which come to the attention of the operational
unit with responsibility for the package is then routed to the attorney assigned that unit.
The long-term result of this arrangement is an increased familiarity between client and
counsel, and an improved working relationship. A sense of trust and purpose develops -
between the partm which greatly increases the likelihood that legal assistance will in fact
be sought when it is necessary, and it increases the effectiveness of the attorney in B
responding to requests for legal assistance. Furthermore, the histori¢c knowledge that the

~ attorney gains by being assigned to a particular unit also increases his effectiveness,
inasmuch as he has both present and past familiarity not only with the particular
investigation that is the subject of the legal request, but w1th related investigations and
the subject matter in general. (U) ‘ )

The creation of new umts within NSLB which have specific res;ponsmllmes for
CTD, CD and Cyber units and sections has also increased contact with the field. NSLB
attorneys have the opportunity for increased interaction with the field agents who are
handling the investigations that are being supemsed by the substantive units to which the
attorneys are assigned. Recognizing that it is often the field office that will have
questions requiring an immediate response or information needed by the NSLB attorney,
particularly if the issue is the sufficiency or completeness of a request for FISA initiation,
the NSLB attorney and the field agents have refined their working relationship, whereby



the NSLB attorney knows whom to turn to-get answers to his questiorns, and the field
agents know whom to seek out in order to resolve legal i issues. (U) -

. _Additionally, in the near future, NSLB will be further mtegrated wrth the
Counterterrorismi Division operational units due to the planned move to new office space

- in Tysons Corner, Virginia. The FBI, CIA, DOJ, and other agencles of the U.S.

Intelligence Community will be co-located for the first time in large numbers i ina smg]le

~ facility. Atpresent, a total of 20 NSLB attorneys are expected to move to the new -

- facility in Virginia. We expect that this move will result in the total mtegratlon of NSLB

attorneys mto cmmterterronsm mvestlgatlons (U) .

Recommendatio»n No. 6 Ensure closelr comsultation between the FBI and OI[PR,
particularly on importaut or unusual cases. . - _

: e_qponse. The FBI is in a,greement with 0IG’s recommendanon to covordmate cﬂoser
with OIPR, and has taken steps to.ensure that this is accomplished.- In mid 2003, the -
‘CTD’s International Tetrorism Operations Section I (ITOS I) initiated bi-weekly
operational meetings with representatives from DOJ OIPR and DOJ CTS to ensure that
all operanonal and administrative facets of (1) ongoing criminal proseeutrons in the field
and (2) ongoing intelligence operations coordinated through OIPR, were in sync. .
Attendees at the weekly meeting include the ITOS I Section Chief or Assistant Section
Chief, each of the four ITOS I Unit Chiefs or thelr representatrves -and representatives
" from CTS and OIPR. During the meeting all entities field and ask questions, resolving
most issues in the room. Typrcal issues include the status of high-visibility i mvestlganons-
in the field, thie status of pendmg requests with OIPR, and the status of DOJ requests of
FBI Field Dmslons on'those i 1ssues under the: program management of ITOS I. )

ITOS I representatxves were also heavxly mvolved in the writing of the: FISA

. Tierifig system which provides a vehicle for FBI/OIPR prioritization of FISA . -

. applications awaiting presentation to the FISC. In light of ITOS I’s largie percentage of
overall USIC FISA apphcauons, Section members hold a wealth of e:q)enence m FISA
matters and were able to contribute significantly. (U) . N

. In May, 2004 CTD ITOS I necommended and untrated hosting of a weekly
meeting with OIPR strictly for discussion on the status of pending and active FISA
applications. This meeting does not discuss operational issues and is held separate and
distinct from the weekly operational meeting. As of June 2004, all FBI. entities involved
with presenting FISA applications to the FISC were in routine attendance and the ITOS I
tracking system used internally for the section was modified and adopted for overall FBI
use. At this meeting OIPR and the FBI balarice the list of pending FISC applications
through discussion of the last week’s docket, any emergency FISAs taken to court but not
yet included in any datdbase, and FISA withdrawals. This combination of weekly
meetings, the FISA Tier System, and the FISA Tracking System have resulted in closer
coordination between the FBI and OIPR (U)

. In addition, there is regular and significant consultatlon between the FBI and the
OIPR concemmg issues that arise with regard to the 1mt1at10n and renewal of Foreign
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Intelligence Suwelllance Coum (FISC)-authonzed electrome survelllance and phymcal
search packages, Standard Minimization Procedures, interpretation of the FISA statute,
and mynad other matters. More specifically, there are blweekly mectings between OIPR
supervisors and National Security Law Branch (NSLB) supervisors, including the
General Counsel, and the CIA. There are also biweekly meetings on FISA issues
between OIPR, NSLB, and the Office of the Deputy Aftorney Generat.- Moreover,
impromptu meetings between supervisors of OIPR and NSLB, as well as meetings
between line attorneys, are held almost daily. At present, there is regular and routine

' Vd1a10gue between the FBI and OIPR, at all levels on important and: unusual cases. (U}

PRES

: On Aprll 5, 2004, the Atborney General dn‘ecﬂA OIPR and th¢= FBI to. mplement
certain changes in the FISA process. This included the assignment of five NSLB
attorneys to begin full-tlme one-year assignments to the "Internationsal Terrorism

| Operations Section I FISA Task Force" at FBIHQ to address pending requests for FISA
" coverage. Additionally, a total of 10 more NSLB attorneys will be assigned (some have

already begun the assignment) to/work full-time on the FISA process within OIPR's chain

- of command and under OIPR supervision for a period of one year. This assignment of
- attorneys has been beneficial in further integrating FBI attorneys into counterterrorism

operations (addressed in recommendation #5). Overall, NSLB believes that the
assignment of FBI attorneys will not only alleviate immediate OIPR staffing shortages,

’»but will also serve to strengthen closer workmg relations between the FBI and OIPR. (U)

C. Reeommendations related to the FBI’s interactions with the Imtelhgence

" Community: (U).

| Recommendation No. 7: Ensure effective management of FBI detailees. W)

The FBI is in agreement that the OIG's recommendation to provide effective

“management to the employees detailed to the CIA’s Counter-Terrorism Center (CTC).

The FBI’s Counterterrorism Division currently has one SES level manager, three GS-15

, Supemsors, six GS-14 Supervisors and three Intelligence Analysts detailed to five CIA

departments, including the Current Action Staff. All the CTD detailees are supervised
through both the FBI and CIA chain of command for the specific department they are
detailed, with the SES manager being their ultimate rating official. Each detailee has

been made aware of their duties and responsibilities within their specified area of
operation and this has been documented accordmgly In addition, all CTD detallees
assxgned to the CTC meet daily with the SES manager, and the GS-15 Supemsors meet
again in the afternoon with the SES manager to prepare for the DCI’s evening bneﬁnﬂ..

The FBI has, determined that the current performance plans for the GS-15 ,
Supervisor, GS-14 Supervisor and the Intelligence Analysts are sufficiently inclusive to
adequately reflect the critical elements of the job being performed by the individual

.detallee As stated above, the FBI SES manager detailed to CTC serves as the rating or

reviewing official as appropnate CIA manager input is also solicited for the annual

- Performance Appraisal and semi-annual Performance Update. It should be noted that the
- SES manager at CTC does not have direct report authority to those FBI employees



detailed to CIA-FINO. These detaulees are supervrsed by the Terrorism Fmancing
Operations Section (TFOS) within CTD The SES manager does ensure, however, that
these employees are included in all meeti anol provxdes necessary guxdance and
‘support while they are detalled to FINO A

o Recommegdation No. 8: Ensure FBI emplloyees who lnteract witll other intel]llgence
agencies beétter understand their reporting processes. O _

Response: ~ The FBI agrees that FBI employees riced a better undemtandmg ofthe
reporting processes and ¢apabilities of other U.S. Intelligence Communities, and it has
taken, and will continue to take, steps to achieve this understanding actoss the FBL. The
FBI does believe, however, that U.S. Intelligence Community agencies interacting with
the FBI have an obligation to independently enisure that the FBI is fully mformed about.

- their. reportmg streams and all of the available information that they p«ossess about ’
pressmg threat issues and mvestrgatlons Q)

Since September 11,2001, the FBI has established a number of procedures and
guidance directives to instill a better understandmg of U.S. Intel]hgenc e  Community
reportmg processes These mclude ‘O _

“The BAD-I has informed the heads of all’ Freld Ofﬁces tha,t U.5. Intelhgence

‘Commumty personnel who operate jointly with FBI Agents and analysts in the

ficld must operate under the chain of command of the Field Intelligence Group in

each Field Office. In this way, FBI personinel who have developed an expertrse in

intelligence matters can most effectively interact with U.S. Intelligence

Community personnel. The respective agencies will be mtnnately fanuhar with
- each'other’s reporting processes and other capabilities. (U) '

o Inaddition, the training curriculums for both New Agents and Inte]hgence ,
" Analysts is being revised to improve the knowledge that FBI employees have
~about U.S. Intelhgence Commulmty agencles, their roles, capabilities, and basic
processes o .

e The Ofﬁce of Intelligence has posted a glossary of the various types of
mtelhgence repotts produced by the U.S. Intelhgence Commumty onits FBI
mtranet website. (U)

. & Asenior CIA oﬂﬁclal has been detailed to the FBI’s Counterterronsm Division to

. e¢nhance the FBI’s knowledge of CIA counterterrorism operations and improve
coordination. This official attends the daily briefings described earlier, where he
discusses key CIA reporting streams and coordinates reportmg exchange between
the two agencies. (U) A .



Recommendatlom No. 2 Provide guldlamce for Ifmw and when to don:ument
intelligence information recelved from informal brieﬂngs by other lntelligence

agencies. (U)

Response: . The FBI has taken this recommendation under advnsement inits

. continuing developmerit of intelligence policies and procedures. We note, however, that
at the time of the verbal briefings by the CIA on Mihdhar around the time of the
millennium threat, FBI.policies to record this information did exist, “They permitted the

~ recording of this information by the FBI employee(s) in an Electronic Communication

* (EC), classified appropriately, and directed to the relevant file(s). (U}

Recomme!daﬁo  No. 10 10: Ensure that the FBI's 'infbrn':ation teéhlmollogy systel;ms
.allow FBI employees to more readlily recelve, use, and disseminate highly classified

information. (U)- :

_ : The, FBI' has a responsihility to the nétion, IC, Federal, State and I;_ocal ‘law _
enforcement to disseminate information and to do so is an inherent part off its mission.
Sharing FBI information will be the rule; filtering the information will be the exceptuon,

. where sharing is legally or procedurally unacceptable. The FBI will deliver its.
- lnformatlon through the systems thc FBI and its customers and paﬂmcrs use. (U)

S The FBI is connected to thc rest of the U.S. Intelhg:ence Commumty at the Top
Secret (TS) Sensitive Compartmented Information (SCI) level via the new SCI "

" .Operational Network (SCION). The SCION project was initiated in September, 2001,

" and has ‘met all schédule, budget and performance requlrements SCION connects to the

L

FBI's Ofﬁce of Inteﬁhgence Counterterrornsm (, and Counter Intelhgence (CI)
vaxsnons Ithas endbled FBIHQ CT and CI personnel to perform their duhes more -

‘SCION is currently available to over 1000 users at FBI Headquarters, and the FBI

o has initiated a pilot deployment project to the following Field Offices: New York, Boston,
and Kansas City. The planis to deliver SCION to all FBI Field Offices, as funding .
becomes available, Limited access to Intelink from other Field Offices is available
through the old FBI Intelligence Information System Network (IISNET). Most of the
Field Offices have two workstations which have a connection to FBI headquarters. These
workstations.are inadequate and difficult to use, and they are located in small Secure
‘Compartmented Information Facilities (SCIF) that are not in the agent or analyst work
areas. An impediment to field expansion of SCION is the lack of SCIF space for the Field -
Intelligence Groups (FIGs) and the Joint Terrorism Task Forces (JTTFs) peisonnel. (U)
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Access to the intelligence and homeland security communities at the SECRET
level is provided via the Department of Defense SECRET Internet Protocol Router
Network (SIPRNET) which provides the communications backbone.to INTELINK-
 Secret. Our goal is to provide SIPRNET/INTELINK-Secret access through secure
dynamic virtual private networks to all FBI workstations in the near future. Today you
cannot directly access any external networks from the FBINET and only limited batch -
transactions through secure guards are penmtted The Anti-Drug Network (ADNET)
rides the SIPRNET ‘communications backbone and provides terminals and access as'a
vehicle for the domestic excfmnge of intelligence on anti-drug efforts. SIPRNET is also '
used to support the Tetrorist Explosive Device Analysis Center, the National Virfual
Translation Center, and the Forelgn Terronsm Tracking Task Force. 1. S

In the area of orgamzatlomal message traffic. for dlssemmatlon of official -
mformatlon and 1taslc1ngs to other agencies, the FBI hias just implemented its new FBIE
Automated Messaging System (FAMS) which is based on the Defense Messaging "
System (DMS). The FBI is the first civilian agency to operate the classified DMS.
FAMS will provide on-line message creation, review, and search- capslhllmes to. everyone
‘connected to FBINET. FAMS gives us the capability to send and receive critical - a
organizational message traffic to any of the 40,000+ addrwses on DMS or Automated -
Digital Network | (AUTODIN) ‘The TS/SC][ version of FAMS is currently intesting atnd :
‘will provide the same capabﬂxty to everyone oh: :SCION:or. ISNET- by the:end of this year. -

- The FBI's implementation of the DMS will provide writer-to-reader sccure e-mail to

- internal and external users. Within the government; DMS-will-replace AUTODIN and a
- diverse array of e-mail systems currently in use tlmroughout the Department of Defense
- and Intelligence Agencies. In'its final form, DMS will:become the government's global
~ . secure e-mail system. It will provide certified interoperability: of varicus commercially
off the shelf software products and connect over 2 million civilian and m111tary T
users. The systein will permit multl-medla atftachments to messages ‘and provxde end-»to— -
end security. (U) .

In the ared of connecuvxty for data pmducts the FBLis Just begmmng to o
implement our initial programs for data marts as part of the Intelligence Community:
System for Information:Sharing (ICSIS). Current FBI intelligence products in the form
of Intelligence bulletins, Intelligence Assesstents, and ITRs are bemg publishedon FBI
web sites connected to SIPRNET atid JWICS. The first FBI TS/SCI IC Data Mart
- (ICDM) is currently in development and should be on line by the end 0f 2004. The FBI
Chief Information Officer is also working with the Department of Justice on interfaces
between ICSIS and the Law EBnforcement Information Shanng initiative and with the FBI
_ Criminal Justice Information Services (CJIS) Division to increase the sharing of '
intelligence related information from and to state and local officials. (U) '

The FBI is currently deploylng the SECRET versions of FAMS, which uses DMS
and secure Outlook like e-mail for organizational messages, so. that our analySts and
reports officers can send and receive timely intelligencs with other agencies in near real .

* time. The FBI is also working on a digital production capability for IRs using extended -
 markup language (XML) that will mtcrface with FAMS and support on-lme dlgltal



: productlon of mttelhgence reports. The FBI is appIymg XML data standards and meta-
data tagging to facilitate the exchange of information with the intelligence community.
" The FBI is also applymg new security technology to deploy a Protection Level 3 Data
Mart capablhty with discretionary access controls and Public Key Infrastructure
certificates in support of closed Community of Interests which will pisrmit secure sha.nng
of our most sensitive data with trasted members of other agencies. The FBIis also
investigating the use of secure one way transfers to move mformatlon between security
domains and to permit all-source mtelhgence analysis. The use of next-generauon,
community High Assurance Guards is being plarned to provide for the two way transfes
on critical intelligence between security domains. Secure wireless connectmty and
“Virtual Private Networks are also being looked at to provide increased access to
intelligence to deployed personnel. The FBI is also starting to use On-line, desktop
- collaboration tools such as Info Work Space which is the foundation for the Intellngence
Commumty Collaboratlon Portal to increase intelhgenlce collsboration. (U)

The FBI plans to use addmonal systems as the foundation for addmonal mformatlon
-sharmg w1th the IC, Federal State and Docall entities. (U) o

The CJIS National Data Exchange (NDEX) has plans for developmg a systems

) approach to the operation, and maintenance of several interconnected IT and supporting
telecommunications systems including Law Enforcement On-line (LEO) and CJIS WAN.
The NDEx is to be a repository of national indices and a pointer system for ‘

an state/local/federal and inter-governmental law enforcement entities. The NDEx will also

~be a fusion point for the correlation of natlonally-base:l cnmmal Justu € mformatlon with .
certam natiohal security daxa (8)]

Law Enforcement On-Line provides web-based communications to the law

, eﬂforcement coramunity to exchange information, conduct on-line edication programs, and

participate in professional special interest and topically focused dialog. The system has been
operational since 1995 and presently serving about 30,000 usérs. LEC has secure
connectivity to the Regional Information S]hanng Systems network (riss.net). The FBI
Intelhgence produots are disseminated weekly via LEO to over 17,000 law enforcement
agencies and to 60 federal agencies, and providing information about terrorism, criminal and
‘cyber threats to patrol officers and other local law enforcement personnel who have direct
daily contacts with the general pubhc The FBI plans to énhance LEC for robust, high-
availability operation. The FBI will use the enhanced LEO as the primary channel for-
sensitive but unclassified communications with other federal, state and local agencies. LEO
" and the Department of Homeland Securities Joint Reg;onal Informatmn Exchange System
(JRIES) will be interoperable. (U) _

The Investigative Data Warehouse (IDW) is followmg a multlple-phased approach to
quickly provide support to FBI investigators, and Task Force members in the form of a
spirally-developed operational prototype system, the Secure Counterterrorism Operational
Prototype Environment (SCOPE). The enterprise system which builds upon SCOPE is the
IDW system,; the full deployment of IDW is scheduled for December 2004. The IDW will

. C
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~ help meet the law enforcement and the IC need for rapud, secure, dependable mdexed data
and Wlll prov1de data mmmg access to FBI investigative files. (U)

The Mulli-agency Informatlon Shanng Initiative is mtended to enable Federal, state,
and local taw enforcement agericies to share regional investigative files and provide powerful -
“tools for cross-file analyses. A proof-of-concept effort is underway in St. Louis; additional -
demonstration sites are being planned. The goal of the demonstrations is to (1) show the
value of sharmg inivestigative data which can be analyzed by modern software tools; ‘and Q) -
help define technical and orgamzatlonal approaches for regional shared systems. - Final
decisions about c[eploymemt of the MIS will be based on the results of the demonstrations and
the department wide plan for law enforcement information sharmg bemg developed by the
Deparunent of Justlce (U) _

“With the creatlon of the Oﬁice of Imtelhgence at the FBI, each FBI ﬁeld oﬂice has
-established a Field Intelligence Group (FIG). It is the responsibility of these FIGS to manage,
execute and maintain the FBI's intelligence functions within the FBL. ‘FIG personnei have -
- routine access to TS and SCI information so they will be able to receive, analyze, review and
recommend sharing this information with entities within the FBI as well as our customers

- and parhaers WIthm the ][ntemgence and Law enforcem ent communities. (U)

Recommendation No. 11: Ensm'e appropriate phymical mfrastructure in FBI field
. offices to handl«' highly classiﬁed lnformahon. (U) :

The FBI agtees thh the recommendatlon and has taken steps to address the issue. 'I‘o “
.addreéss the Bureau's increased démand for access to Sensitive Compartmented
Information (SCI) systems the follovwng actions have been taken: (U)

1) Large SCIFs are bemg dles1g;ned and mcorporated mto new FBI Faclhtws

. This will allow field offices investigative and intelligence elements to be located in areas.
. thatare conduclve to the free flow of mtelhgence and common access tohighly classified
mformatlon systems. (U) .

2) In addition, ten (10) field offices, including the New York Field Office .
mentioned in the above finding, have been identified as those that are most in
* need of SCIF upgrades. Associated costs include construc tion costs and
miscellaneous costs. Miscellanéous costs include Eagle phones (1 per person);
secure phones (1 per 10 people); shredders (1 per 10 people); and secure fax
“'machines (1 per 30 people) This information was provided in response to
Questions for the Record which followed from the March 30, 2004 testimony
of DADs Harrington and Ford concerning the counterterrorism budget for FY
- 2005. The construction of the SCIF upgrades is dependent on the FBI
receiving the required funding. (U) ‘
3) The FBIis currently implementing a plan to adhere to the N atlonal Securlty
' Agen cy mandate to have all STU instraments replaced with STEs by 2005
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gecommenda lon uo, Improve disseminattlon of threat infonmatton. ‘(U)

Resp-onse: The FBI agrees that, like other mtelhgmce and law enforcement agencles,
it needed to improve in every way possible the processes used to disseminiate threat
information.. Since September 11, 2001, the FBI has issued clear guidance for the
- dissemination of threat information. Additional policy development and training '
- initiatives are in progress to further strengthen the FBI’s threat mfom:atlon dlssemmauon

- processes. Below are the steps the FBI has taken: (U)r -

As mdlcated earlier, the FBI's EAD-]I, a senior Intel]hgence Commumty career
professional, has established concepts of operations, policies, and procedures
related to the dlssemmatlom, both mltemallly and externally, of threat information.
(U) .

In December 2003,. an EC was distributed to all Field Offices and Legats, entitled, -

- *“Reporting Raw Intelligence.” This EC provided guidance, reporting thresholds,
-and reporting procedures for raw intelligence derived from FEI investigations and
- intelligence collection, and emphasized threat mformation reportmg and

d15sem1natlon procedures. (U)

*The FBI has prepared and distributed standing and ad-hoc sets of mtelhgence

-~ requirements (intelligence collection and reporting guidance) for agency-wide use.

These requirements are posted on the FBI intranet and available to all employees.
The requlrements provide stzateglcally-developed and well-defined intelligence

- needs concerning the threat environment. ‘The requirements framework and

format includes detailed reporting thresholds, time frames, and reporting
instructions, to include reporting formats and to what components the threat
mformatlion should be reported. (U) -

) {
?

The FBI has developed-and implemented a two-week specialized training course
for analysts and agents in réporting and disseminating raw intelligence. This-
course teaches the evaluation of collected intel]Ligence for dissemination, as well

as reporting and dissemination trade craft ulsmgr the most up-to-date FBI business
proccsse», formats; and policies. (U)

The FBI is nearing completlon of the development of a new wwb-ﬁaséd

. Intelhgence Information Report (IIR) application, which will serve to vastly

improve the efficiency and effectiveness of reporting and disseminating threat
information. ‘The new application will contain a single IIR format for use
throughout all of the FBI’s programs, and will have a number of advanced
features, such as electronic approval, date and time stamping, work flow tracking,
and standard dissemination lists. The application will be supported by a
comprehensive IIR handbook which will be distributed throughout the FBI in
June 2004, (U) ’

ampr A



The National Threat Center Sec'tlon (NTCS) is the Countertenronsm Division’s
(CTD) focal point for the receipt, preliminary analysis, and assignment for immediate -
action of all emerging International Terrorisin (IT) and Domestic Terrorism (DT) threats.
The NTCS coordinates these threats with several entities and agencies, to include the
Tetrorist Threat Integration Center (TTIC), Terrorist S'creemng Center (TSC) and the -
Foreign Terrorist Trackmg Task Force (FTTTF) ) '

The NTCS is compmsed of ﬁve units: CT Watch (CTW), Public Access: Center
Unit (PACU') Strategic Iniformation Operations Center (SIOC), Terrorist Watch and
Warning Unit (TWWU), and Threat Monitoring Unit (TMU). TMU and CTW are
' respons1b1e for most mterfacmg with TTIC, TSC and FTTTF W -

ll_l_formaﬁon Sharing with tlhe Terrorlst Threat Igt_eg; tl'on Center
Threat Manitorimg Unit

The mission of TMU isto support the FBI's role in defendmg the Umted States
from the threat of terrorism lby receiving, assessmg, disseminating, and memorializing
threat information and suspicious activity in conjunction with FBIHQ, FBI erld Offices,
Legal Attaches, and the U S. Intelligence Commumty (USIC) Q) o

, . Each month, TMU receives: apprcxxmately 1, 000 threat-and suspicious actmty

- réferrals from various fedeml, state and local government and Iaw enforcement agencies.
Each of these referrals, in the forin of e-mail transmissions, electronic communications,
or hard copy . submlssmns, are reviewed and assessed by TMU Supemsory Special Agent
personnel. TMU immediately i insures the appropriate FBI substantive units, Joint
‘Terrorism Task Force (JTTF) agencies, or other government agericies;-are -expeditiously
apprized of the threat information, and makes a record of this threat information referral.
Additionally, if baseline criteria are met, these threat and suspicious activity reporisare
assigned to Technical Information Specialists who insure the threat information is ‘
researched, summarized, ful]ly addressed, and entered in the searchable TMU threats
database. (U)

Dunng fiscal year 2003 TMU received and assessed approxnmately 11 000 threat

and suspicious-activity referrals. TMU subsequently memorialized more than 2,700

individual threat and/or susplclous activity reports in the TMU database. TMU
.- disseminated the threat and suspicious activity information to the organizations and

 entities that had oversight responmblhty for individuals or property affected by the threat
or incident. TMU routinely provides.all threats mesting its baseline criteria to the
Terrorism Reports and Requirements Section (TRRS) who disseminates the information
in the form of an Intelligence Information Report (IIR), to multiple countertetrorism
customers, including TTIC. Before the FBI became actively involved in the publication
of IRs, TMU had direct contact with TTIC on a daily basis. (U)

~ Over 300 1nd1v1dua11zed searches of the TMU threats database were mquested of,
’ and conducted by, TMU to faclhtate threat trend analyﬂs by FBI units, the Department of



Homeland Sectmty, the National Infrastructure Proteetion Center and other agencies of
the USIC who are seeking to measure target vulnerability. Also, in 2003, over 200
 individual threst items were submitted by TMU to TTIC for pubhcauon in the joint
FBI/Central Intelligence Agency Threat Matrix. This threat information was then
distributed to the President as well as multiple federal agencies. TMU also received
v requests for, and conducted, more than twenty spemahzed threat datebase searches for
“major events (i.e., Superbowl, World Series), and for mgmﬁcant dates such as t]hose
correspondmg w1th rehg;ous celebratl ons. (U)

,Counterterrorie»m Watch

All 'I"I‘I(" personnel with access to FBI internal e-maﬂ have been granted proxy

nghts to the main CT Watch e-mail folder and the CT Watch Daily Log Many new
‘issues and updates are reported to CTW by e-mail. All actions taken, incoming telephone
calls, faxes, teletypes and e-mails are documented, in detail, in the Daily Log. Through
this unlimited, real-time access to both the e-mail and log, all information reported to CT
Watch is also available to TTIC. ]Furtlhennore, a CTW analyst is physically assigned to
TTIC where they serve in a liaison role, ensuring information is shared between the FBI
and TTIC. Conversely, CTW personnel also have access to TTIC Online where TTIC
records all new threat information and provides updates on current threat investigations.
In the late summer to early fall 0o£2004, CTW will be relocated to a new building and, as
- such, will be phy ysically collocated with TTIC. (U) . '

Infogation Sharilmg with the Telrronlst Screening ‘enter

s The TSC' initially receives an inquiry from a law enforcement agency subsequent
_ toea Violent Gangs and Terrorist Organization File (VGTOF) record match. The TSC
communicates with the inquiring law enforcement agency to provide direction and
confitm a match on the subject(s). - If a possible match is made, the TSC generates a
report containing all pertinent biographical data and a checklist of any research conducted.

" The TSC then makes direct confact with the CTW via telephone and/or secure facs1m11e

to prov1de the mformatlon regardmg the possxble match. Q)

UpOn recelpt of the telephonic motlﬁcauon from the TSC, an analyst from the -

- CTW will review all identifying information regarding the possible terrorist subject and

_ confirm any datsbase searches already conducted by the TSC, such as National Criminal
Instant Background Check, ACS and Tip-Off. If necéssary, the analyst will initiate
additional database searches to include: a more detailed ACS search, Telephone
Applications, Integrated Intelligence Information Application, Treasury Enforcement
Communication System, Watchlist, Department of State, Immigration and Naturalization
Service, Transportation Security Administration, Bureau of Prisons, INTERPOL, and
pertinent public databases such as ChoicePoint, AutoTrack, and LexisNexis. (U)

The CTW analyst provides a brief synopsis to a CTW Agent, who then

~ cootdinates reactive and investigative action with the field via the FBI JTTFs, ‘
' Fleld/LEGAT Offices, FBI case agents, and/or FBI An'port Liaison Agents. The CTW
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disseminates the mformatlon to all relevant agenenes and coordinates final resoiutmn
directly with the JTTF. When confirmation regarding the final resolution is received

from the JTTF, the CTW provides a summary of the encounter in the CTW/TSC Group
* Daily Logs. These TSC Group Daily Log entries contain specific details such as names,
locations, identifiers, call-back numbers, and a description of how the matter was-
resolved. The log entries are read in real time by FBI personnel at the TSC in Crystal
~ City, Virginia, and used to document a final resolution for the encounter and "close the
loop." The TSC ultimately reports all pertinent investigative and/or intelligence .~
information back to the respective agency that nominated the terrorist related subject for
inclusion into the VGTOF database (T' TIC or FBI) )

Informatiog Sharing M the Forellm Tgrr rist Tracking Task Force

A A representatwe from the F’I"I']E’F has been assrgned full-time to CTW
Addmonally, under the new CTD organizational chart, FTTTF has been placed under the
umbrelia of the NTCS. This collocation of resources will faclhtate th«, flow of
mformatnon between the NTCS and FTTTF. (U)

D Other Reeommendatwns

R'eco_,m_mendanon No 13. Evaluate the effectiveness of the.rai)id rotation of -
- Supervisory Special Agents through the lF‘BI H[eadquarters’ Counterterrorism
Program. )

. Superv1sory Speclal Agents (SSAs) assngned 10: the Counterter:onsm Division
. follow the same career path and related:promotional timetables established for all Agent
-supervisors assigned to FBI Headquarters-(FBIHQ): First: Memmmmm the-field and
at FBIHQ have on average served as investigators for 10.5 years prior to assuming their
- management positions. GS-14 SSAs currently serving at FBIHQ have on average 2.43
- "years in their FB] ‘[HQ SSA positions. FBIHQ SSAs are in fact required to complete at
least two full years in their HQ assignment before their transfer to other assignments.
Even then, far from being a prescheduled rotation, their movement to.a field assignment
requires that they successfully compete for assignments pursuant to the demanding
reqmrements of a completely reslmctmed selectlon system. (U)

Slmﬂar to other intelligence agencles, the FBI 's growing cadre of experienced -
support intelligence analysts and other operations specialists provide a significant portion
~ ofthe contmulty of knowledge required to understand and effectively evaluate the

emerging threats over the long term. Howeve; it is not accurate from the perspective of
the FBI to characterize a two-year commitment to an FBIHQ position as a "rapid
rotation," 1mp1yn1g that SSAs on these two-year ass1gnments contribute at a less then
optimum level to the FBI's counterterrorism mission due to their length of service. The
intention of service at FBIHQ is to prowde Bureau leaders, selected on the basis of their
demonstrated achievements, with a series of uniquely intense, particularly demanding
-challenges. The assignments provide experiential opportunities on a national-and global
scale. First line managers, working with their more experienced superiors and supported

o . 10



m

by a knowledgea,ble mtelhgence staff, p]lay a wtaﬁ rolé in the identific a'aon of operatlonal

. priorities, development and implementation of agency:wide initiatives, the assessment of
 the effectiveness of those initiatives, and the preparation of proactive responses to

address emerging trends. ‘These FBIHQ SSAs subsequently utilize this gained
knowledge and experience in the domestic field and overseas in furtherance of the FBI's

~ mission. (U)

Ifthe FBI is to foster the development of true leaders to enharice its management' '
cadre, it is imperative that all first line and mid-level rnanagers actively and fully avail -

themselves of the widest possible range of leadership challenges, most particularly those

available in FBIHQ SSA positions. The FBI's Executive Development and Selection

‘Program has sought to strike the appropriate balance between providing first line -

managers with a range of developmental opportumtm, and thereby address leadership

' succession concerns, while still providing continuity in the management of priority
_ programs-and regularly reinvigorating those programs with the new pqwspectlve and

approaches of new first line managers. (U)

' Recommendation No. 14: Provide guldamce on the type of informatlon that agents -

should obtain for evaluatmg assets amdl for dloc\nmenting the yearly check oL assets.

The FBI agrees w1ﬂh recommendauon and has 1mp1emented pohcy to address the'

© issue. Cutrent policy requires agents to provide semi-annual or annual evaluations,

depending on the type of asset being developed or operated. The NFIPM Section 27-26..
establishes 12 points which must be addressed in each evaluation. Among the twelve -
points-are: 1) accomplishments attributable to the asset, 2) a characterization statement of

_ thessset, and 3) the amount of money paid to the asset. The annual evaluation is not
interided to document the asset's bona fides. NFIPM Section 27-29 provides examples of
tests that the ha.mﬂmg agent right utilize to determine the asset's bona fidés. Additional

steps to validate the asset are conducted by the handling agent and are used to determine
the asset's reliability and veracity of the information they provided. These areas of

‘reporting lend themselves to the administrative facet of asset development and operation. - -

Within one year of opening and every 18 months thereafter, the handling agent is
required to submit a case agent assessment to FBIHQ. This assessment is a brief
narrative based on the handler's observations of and interactions with the asset, and

provides insight into-an asset's motivation and control, beliefs, habits and any significant

behavioral changes. This time table does not preclude the agent from submitting a
revised case agent assessment in the interim if the asset's behavior changes significantly.
Additionally, a revised version of the NFIPM section 27 is currently in the draft stage.
The new NFIPM will include language that directs agents to notify their immediate
supervisor if they identify a significant change in the asset. The SSA will then determine
if the asset's behavioral change rises to a level which would require FBIHQ notification.

1
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' Divisions. It has énabled FBIHQ ( d C]I personnel to perform theu' duties.more

. In contras1 agents receive information from assets which, although admmlstratwe
-in nature, and dependmg on the information's bearing on the i mvestlgatwe program, may,
. requiire followup. These areas of reporting lend themselves to the investigative facet of

asset development and operation Funher, this facet of asset development and operauon _
are dictated by the logical progression of the investigative process and cannot be lmuted

to or defined in administrative policy. (U) . '

' gecommendaglom Q 15: Improve the ﬂow of initelligrence information withln tllne |
FBI and the dissemination of Intemgenee lmtwmation to other ﬁntellitgenee agencies -

e The FBI hasa responsxbllnty to the matmn, IC Fecleral State and Local Iaw
enforcement to disseminate information and to do.so is an inherent part of its mission,
Sharing FBI mfomlauon will be the rule; filtering the information will be the exception,
where sharing is legally or pmcedurally unacceptable The FBI will deliverits -
mformation through the systems the FBI and 1ts customets and parmers use. (U)

The FBl is connected to the rest. of the U.S. Intelh gence: Commumty at the’ Top
Secret (TS) Sensitive Compartmented Information (SCI) level via the new SCI - o
Operational Network (SCION). The SCION project was initiated in September, 2001
and has met all schedule, budget and performance requirements. "SCION connects to the

" Intelligence Community (Intelink )]

| I
.- 'SCION is the business tool for the
FBI's Office of Intelhgence, Counteﬂexromsm (CT), anid Counter Intelligence (CI) -

‘ efﬁcxenuyandeﬂ'ecnvely il

SCION is cwrrently avanlable fo over 1000 users at FBI Headquarte rs, and the FBI
" has initiated a pilot deployment project to the following Ficld Offices: New York, Boston,
and Kansas City. The plan is to deliver SCION to all FBI Field Offices, as funding
becomes available. Limited access to Intelink from other Field Offices is available
through the old FBI Intelligence Information System Network (IISNET). Most of the

Field Offices have two workstations which have a connection to FBI headquarters These -

workstations are madlequate and difficult to use, and they are located in 'small Secure -
Compartmented Information Facilities (SCIF) that are not in the 3 agent or analyst work
areas. An impediment to field expansion of SCION is the lack of SCIF space for the Field

Intelligence Groups (FIGs) and the Joint Terronsm Task Forces (JT'I‘ Fs) pe-rsonnel (U) ’

.. Access to the intelligence and ]homeland security communmes at ths SECRET
level is provided via the Department of Defensé SECRET Internet Protocol Router
Network (SIPRNET) which provides the communications backbone to- INTELINK-
Secret. Our goal is to provide SIPRNET/INTELINK-Secret access through secure
dynamic virtual private nefworks to all FBI workstations in the near future. Today you



cannot dlrectIy access any extemal networks from the FBINET anct only limited batch
transactions through secure guards are permitted. ‘The Anti-Drug Network (ADNET)
rides the SIPRNET communications backbone and provides terminals and access as a
vehicle for the domestic exchange of intelligence on anti-drug efforts. SIPRNET is also
used to support the Terrorist Explosive Device Analysis Centet, the National Virtual
Translation Center, and the Forelgn Terrorism Tracking Task Force. i}
)
- In the area of orgamzatlonal message traﬁic for dissemination of ofﬁclal
information and taskings to other agencies, the FBI has just implemented its new FBI
Automated Messaging System (FAMS) which is based on the Defense Messaging -
System (DMS). The FBI is the first civilian agency to operate the. classified DMS. )
FAMS will provide on-line message creation, review, and search capablhtles to everyone -
connected to FBINET. FAMS gives us the capability to send and receive critical -
~ organizational essage traffic to any of the 40,000+ addresses on DMS or Automated
Digital Network (AUTODIN). The TS/SCI version of FAMS is curtently in testing and
- will provide the same capability to everyone on SCION or IISNET by the end of this year.
The FBT's implementation of the DMS will provide writer-to-reader secure e-mail to
internal and external users. Within the government, DMS will replace AUTODIN and a
diverse array of e-mail systems currently in use throughout the Depmtment of Defense
and Intelligence Agencies. In its final form, DMS will become the govemment's global
seoure e-mail system. It will provide certified interoperability of various commercially

' oﬁ' the shelf software products and connect over 2 million civilian and military
users. The system will perm1t mulu-medla attgchments to m%sagcs amd prowde end-to-

L endsecunty (U)

" In the area of connectmty for data products the FBI is Just ‘beginning to
nnplement our initial programs for data marts as part of the Intelligence Commumty

~ System for Information Sharing (CSIS). Current FBI intelligence products in the form

of Intelligence bulletins, Intelligence Assessments, and TIRs are being published on FBI
web sites connected to SIPRNET and JWICS. The first FBI TS/SCI IC Data Mart
(ICDM) is cutrently in development and should be on line by the end of 2004. The FBI
Chief Information Officer is also working with the Department of Justice on interfaces
between ICSIS and the Law-Enforcement Information Sharmg initiative and with the FBI
Criminal Justice Information Setvices (CJIS) Division to increase the sharing of
mtelhgence related mformatlon from and to state and local officials. (U) .

The FBlis currently deploymg the SECRET versions of FAMS, which uses DMS
and secure Outlook like e-mail for organizational messages, so that our analysts and
reports officers can send and receive timely intelligence with other agencies in near real
time. The FBI is also working on a digital production capability for IIRs using extended
markup language (XML) that will interface with FAMS and support on-line digital
production of intelligence reports. The FBI is applying XML data standards and meta-
data taggmg to facilitate the exchange of information with the intelligence community.
~ The FBI is also applying new security technology to deploy a Protection Level 3 Data
Mart capability with discretionary access controls and Public Key Infrastructure .
certificates in support of closed Commumty of Interests which will permlt secure sharing
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of our most sensitive data with trusted members of ouher agencles :The FBlisalso
investigating the use of secure one way transfers to move information between security
domains and to permit all-source mtelhgence analysis. The use of ncmt-generatlon,
community High Assurance Guards is being planned to provide for the two way transfer
on critical intelligence between security domains. - Secure wireless connectivity and
Virtual Private Networks are also being looked at to provide increased access to
intelligence to deployed personnel. The FBI is also starting to use On-line, desktop

" collaboration tools such as Info Work Space which is the foundation for the Intelhgence

Commumty Collaboratlon Portal to increase mtel]hgence collaberatlon ()]

The FBI pIans to use addmonal systems as the foumdahom for addmonal mformaﬁon
sharmg w1th the IC, Fedeml State and Local entities. (U) :

The CJIS Natxonal Data ]Exchamge (NDEx) h&s plans for developmg a systems
approach to the operation, and maintenance of several interconnected IT- and. suppomng
telecommunications systems including Law Enforcement On-line (LEO) and CHS WAN;
‘The NDEx is to be a repository of national indices and a pointer system for.
state/local/federal and inter-governmental law enforcement entities. The NDEx will also
be a fusion pomt for the correlation of nauonaﬂy-based criminal Justu-e mfonnaﬁon mﬂ1
certain natlonal secunty data, (U) L

Law Enforcement On-Lme prowdes web-based commumcatmms to the law
enfotcement community to exchange information,-conduct-on-line education programs; and

. participate in professional special interest and topically focused dialog. The system hasbeen

operational since 1995 and presently serving about 30,000.users. LEO has secure
connectivity to the Regional Information Sharmg Systems network (riss.net). The FBI
Intellxgence products are dxssemmated ‘weekly-via'LEO to over 17,000 1aw-enforcement

~ agengies and to 60 federal agencies, and providing information about tetrotism, criminal and
cyber threats to patrol officers and other local law enforcement personnel who have direct
daily contacts with the general public. The FBI plans to-enhance LEO for robust; high-

: ava:lablhty operamon. The FBI will use the enhanced LEO as the primary channel for - -
sensitive but unclassified communications with other federal, state and local agencies. LEO -
and the Department of Homeland Securities Joint Reglonal Information Exchange System
(JRIBS) will be mteroperable (8)]

The Investlgatlve Data Warchouse (IDW) is fol llowing a multlple—phased approach to
quickly provide support to FBI investigators, and Task Force members in the form of a
spirally-developed operatlonal prototype system, the Secure Counterterrorism Operational
Prototype Environment (SCOPE). The enterprise system which builds upon SCOPE is the
IDW system; the full deployment of IDW is scheduled for December 2004. The IDW will
help meet the law enforcement and the IC need for rapid, secure, dependable mdexed data
and will provide data mining access to FBI investigative files. (U)

The Multi-agency Imformatlon Shanng Initiative is intended to enable Federal, state,

and local law enforcement agencies to share regional investigative files and provide powerful
tools for cross-ﬁl«e analyses. A proof-of-concept effort is underway in 5. Louis; additional -



demonstration sltes are bemg lea.nned The goal of the: demonstrauons isto (1) show the

value of sharing investigative data which can be analyzed by modeéra software tools, and (2)

~ help define technical and organizational approaches for regional shared systems. Final

decisions about deployment of the MIS will be based on the results of the demonstrations and

the department wide plan for law enforcement information sharing teing developed by the

Department of Justice. (U)

With the creation of the Oﬁice of Intelligence at the FBI, each FBI field office has

~ established a Field Intelligence Group (FIG). It is the responsibility of these FIGS to :

manage, execuie and maintain the FBY’s intelligence functions within the FBI. FIG
personnel have routine access to TS and SCI information so they will be able to receive,
analyze, review and recommend sharing this information with entities within the FBI as
well as our customers and partners within the Intemgence and Law enforcement
commumtles (IJ)

Reco enda jon No. 16: Emsure that ﬁeld oﬁﬁces allocate resources- consistent with -

FBI priorities.

The FBI agrees with the general concept thét the recommendation is baséd upon
and has in fact instructed each field office to address higher priority matters before lower .
ones. ‘The Director has instructed the field offices to use whatever resources are

“necessary to handle-all Counterterrorism leads. However, it must be pointed out that the

level of resources allocated to each priority is not based upon the relative rank of the

. priority but upon the level and significance of the threat in each priority area and the
extent4o which the FBI has sole jurisdiction over the matter. Thus, to determine that the

appropriate level of resources is allocated to each priority, a simple formula cannot be
used.#A detailed analysis of the threat and workload in every FBI division must be
conducted.

This analysis of the threat and workload is conducted by each FBI program as part
of the FBI's resource allocation procees In addition, the FBI has developed and
implemented semi-annual program reviews to ensure each field office is appropriately
addressing the FBI and the national program priorities. Headquarter’s program managers

_arerequired to review each office’s program review submission and make appropriate
management decisions. In addition, the FBI’s Inspection Division will use the semi-

annual review submissions as a source document of conducting the field office



inspections. If field ofﬁcés are not addrés.sin[g[ptiority matters appropriately, the
~ Inspection Division will write'a “finding” _
- Inspection Division will also'review the actions of the national program manager to.

ensure that appropriate instruction and actions were taken.

Sind:rely yours; ..

and require a corrective action be taken. The

-, Steven C. McCraw -
~ Assistant Diegtor-
.- Inspectioni Division

‘Enclosure”
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