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Introduction
Jeff Breinholt
Coordinator for Terrorist Financing 
Counterterrorism Section
Criminal Division, Department of Justice

This edition of the United States Attorneys'
Bulletin is based on a series of papers and lectures
I put together over the last few years. The ideas in
these articles reflect the work of the Department
of Justice (Department) Terrorist Financing Task
Force, the group of prosecutors brought together
after the events of September 11, 2001 to apply
white-collar expertise to the problem of terrorism.
They do the real work, while I generally remain in
Washington trying to draw lessons from their
efforts for nationwide applicability. It is an honor
to be associated with them.

Although terrorist financing as a law
enforcement issue existed before 9/11, its focus
was profoundly altered with the Attorney
General's November 8, 2001 announcement that,
henceforth, the federal prosecutor's core mission
would be preventing terrorist attacks. Like all
DOJ lawyers today, those who work in terrorist
financing enforcement will be judged not by the
number of convictions they secure but by how
many innocent lives are saved. Unfortunately, we
rarely have the satisfaction of knowing we have
achieved this goal. On occasion, we enjoy the
certainty that we have succeeded–sometimes in
very small ways–in using financial investigative
tools to disrupt those whose views of world affairs
involve the desire to kill innocent people. We can
also appreciate the opportunity to work, as
lawyers, on the most important national security
issue of our time.

  Terrorist financing enforcement has emerged
as a powerful means of disrupting United States-
based terrorist supporters, and those who use our

financial system and generosity against us. The
crime of providing "material support" to
designated foreign terrorist organizations, 18
U.S.C. § 2339B, recently described as a
"previously unknown statute," has become a key

prosecutorial tool in the war on terrorism. We
hope that some of the principles described in this
edition of the USA Bulletin are useful to our
colleagues who work in this field, or for those
who aspire to be part of it.

Special thanks to Christine Reynolds, a
student intern in the Counterterrorism Section, for
her editorial help with these articles.

ABOUT THE AUTHOR

�Jeff Breinholt is the Coordinator of the DOJ
Terrorist Financing Task Force, and the
Counterterrorism Section's Regional
Antiterrorism Coordinator for the Western and
Pacific states. He joined the Department of
Justice with the Tax Division, Western Crime
Enforcement Section in 1990, and spent six years
as a Special Assistant U.S. Attorney for the
District of Utah before joining the Criminal
Division in 1997. He is a frequent lecturer and
author on national security matters.a
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Philosophy of American Terrorism
Crimes
I. Introduction

The terrorist financing laws fit within the
more general American approach to
counterterrorism enforcement. A necessary first
step in understanding the federal prosecutor's role
in combating terrorist financing is familiarity with
the structure of the U.S. counterterrorism
enforcement program, including the applicable
laws and their rationale. 

II. Counterterrorism laws and their rationale

Although the United States has been fighting
terrorism since President Thomas Jefferson dealt
with the Barbary Pirates in the late 1700s, the
treatment of terrorism as a law enforcement matter
is a relatively new development. This is partly due
to the fact that until the last quarter century the
United States was not the target of choice of
international terrorists. From the1960s to the
1990s, most acts of terrorism against U.S.
interests occurred abroad or in the air. Americans
who remained on U.S. soil could feel relatively
safe from terrorist threats. Empirically, injuries
from household mishaps represented a far greater
risk to Americans when they stayed within the
U.S.

Nevertheless, the U.S. Criminal Code
included terrorism as a law enforcement matter
well before the 1990s. The evolution of our
terrorism criminal statutes was driven by the
establishment of principles of international law,
generally through multilateral treaties negotiated
under the auspices of the United Nations. These
treaties include what are known as "extradite or
prosecute" instruments, in which signatory nations
agree to create certain terrorism-related domestic
crimes and the means of prosecuting them. They
also include non-terrorism treaties which
officially recognize customary international law
concepts regarding the nations' rights to assert
criminal jurisdiction over persons located–and
conduct occurring–outside their boundaries.

Although these treaties sometimes arise in the
course of criminal prosecutions (generally through
pretrial motions to dismiss, premised on
challenges to a particular criminal statute), federal
prosecutors need not be familiar with  their text,
although they should be able to locate them in the
event that they become an issue. Instead,
prosecutors should understand that since 1996,
U.S. criminal law allows the exercise of
extraterritorial authority to the extent permitted
under principles of international law. Put another
way, the U.S. Criminal Code contains crimes that
allow us to prosecute persons for certain actions
anywhere in the world, and this assertion of
criminal jurisdiction comports with worldwide
standards and is intentionally crafted to extend to
the limit of international law, without surpassing
it. While future legislative amendments will fill in
necessary gaps, planned violence against
American interests anywhere in the world is now
redressable through federal criminal prosecution.

In addition to limits imposed by international
law, our terrorism crimes have evolved within the
limitations of the United States Constitution. In
fact, constitutional limitations have been more
influential than those of international law in the
development of the American approach to
criminalizing terrorism.

III. Criminalizing terrorism

The U.S. Constitution recognizes the
inviolable right to free expression and free
association, and the right to be free from
deprivations of liberty or property without due
process of law. As interpreted by criminal courts,
persons in the United States cannot be prosecuted
for their thoughts alone, nor can we criminalize
conduct that is protected by the First Amendment.
As a result, our criminal jurisprudence stresses
definable acts, rather than thoughts or speech
unattached to particular conduct.
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The structure of U.S. terrorism crimes follows
this tradition. There is no crime of being a terrorist
or thinking terrorist thoughts. While the U.S.
Code defines the federal crime of terrorism (18
U.S.C. § 2332b(g)(5)), this term simply lists all
the terrorism-related crimes, for ease of reference,
and for purposes such as the applicability of
certain sentencing enhancements. Persons cannot
be convicted of the federal crime of terrorism
because there is no such crime.

Instead, terrorism crimes have developed in
the same manner as other crimes: policymakers
determine what evil (or "mischief") should be
prevented, and then craft criminal laws that take
into account how such mischief is generally
achieved. On occasion, acts that are criminalized
are not ones that should necessarily be
discouraged, if committed by persons not
otherwise involved in the targeted conduct. In
such cases, laws are crafted to criminalize such
conduct only when committed in particular
circumstances.

IV. The narcotics analogy

The best illustration of this concept comes
from the United States antinarcotics program. To
combat the growing scourge of illicit drugs on the
streets of urban America, the U.S. declared war on
the importation, distribution, and possession of
certain controlled substances. Initially, we
determined how drug dealers typically operate,
then made it a crime to engage in those
operations. Drug dealers, for example, are unable
to enjoy the proceeds of their crime unless they
can find a way to spend it without drawing
attention to themselves. To do this, they will
necessarily rely on financial institutions to store
and transfer their illegal proceeds, and they must
find a way to make these proceeds appear
legitimate. Recognition of this conduct led to the
creation and aggressive enforcement of the crime
of money laundering: engaging in financial
transactions for the purpose of making dirty
money appear clean.

Part of the U.S. money laundering program
involved establishing required reports that must be
generated and provided to the Treasury
Department upon the occurrence of an act that
conforms with what we know about drug dealers'

operations. For example, because illegal drugs are
generally purchased with cash, drug dealers will
typically make large cash deposits into their bank
accounts. After 1986, banks were required to
generate a report, known as a Currency
Transaction Report (CTR), whenever a customer
deposited more than $10,000 in cash. 31 U.S.C.
§ 5313; 31 C.F.R. § 103.20. 

Is this fair to the person in a legitimate cash
business who happens to deposit cash in excess of
$10,000? The 1986 law merely requires the
submission of a report. It properly recognizes that
there may be legitimate reasons to make large
currency deposits. Persons who fall into that
category should have no reason to fear the
issuance of a report, assuming that they generated
these funds legally and are paying taxes on them.

The same is not true for drug dealers, to
whom the required reports would draw unwanted
scrutiny. To accomplish their financial goals after
the imposition of this new requirement, drug
dealers began dividing their currency deposits into
smaller increments, each of which would be under
the $10,000 triggering amount for a CTR. To
redress this phenomenon, Congress created the
crime of "structuring currency transactions" to
avoid the reporting requirement. 31 U.S.C.
§ 5324. Where bank records show that someone
made several $9,900 deposits at different banks in
the same day, prosecutors can ask the jury to infer
that the person had a large corpus of cash and
intentionally structured deposits to avoid the CTR
requirement, thereby committing a federal felony.

The structuring offense (31 U.S.C. §  5324) is
an example of a carefully crafted statute that
prohibits conduct that is not inherently offensive
(making several large cash deposits in a single
day) in those circumstances that separate the
innocent from the guilty. It effectively closed a
loophole available to drug dealers who aspired to
use the U.S. financial system to wash their illegal
proceeds, forcing them to rely on other means. If
persons other than drug dealers were ensnared in
the process, these people are limited to those who
had reason to fear the generation of a CTR.

This specific example of policymaking is less
challenging than those in the counterterrorism
area, where, unlike the act of depositing cash in
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excess of $10,000, the peripheral conduct is
sometimes constitutionally-protected.

V. The counterterrorism crime challenge

The best illustration of this challenge borrows
from a construct used to illustrate the doctrine of
overinclusiveness and underinclusiveness, within
the constitutional jurisprudence of the Equal
Protection Clause within the Fourteenth
Amendment. States often make distinctions
between classes of persons for purposes of
determining such things as eligibility for benefits.
The constitutionality of such distinctions depends
on the nature of the classification (racial, gender,
alienage, income level, etc.), the government's
stated interest, and how closely the classification
is drawn to achieve such interest.

In formulating criminal laws, governments
are, in a sense, drawing a classification. Upon
their enactment, a crime creates two classes of
people: those who are prosecutable under the
statute and those who are not. Persons in the first
category, when charged with the crime,
sometimes claim that the crime makes an
unconstitutional distinction between what they are
accused of doing and the non-criminalized
conduct of other people. They may advance
another constitutional argument, claiming that the
enactment of the crime unconstitutionally
infringes on their right to express themselves
freely or associate with whomever they choose.
These arguments are depicted by the following
charts:

A. "Overinclusive Targeting"

In the case of overinclusive targeting, the
person charged claims that his conduct, while
perhaps within the larger circle, is outside of the
mischief circle. His argument:

The crime I am charged with committing
arbitrarily ensnares me in something that
should not be prohibited, because my
conduct is outside the realm of mischief
and is no more offensive than the conduct
of other people who are not charged with
this crime.

Note that this is the type of argument that
would be made by the non-drug dealer charged
with structuring. It is, essentially, "I may be a lot
of things–tax cheat, bad husband who wants to
hide assets from his wife–but I am not a drug
dealer, which is what the structuring offense is
designed to capture."

The following figure depicts the converse
enforcement structure.


