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Introduction

Bruce G. Ohr, Chief
Organized Crime and
Racketeering Section
Criminal Division

Organized crime has gone multinational. It is
sophisticated, violent, and is coming to a city near
you. The past two decades have witnessed an
unprecedented rise in the power and reach of
international criminal enterprises, representing not
only the dark side of globalization, but also a
significant threat to economic and political
stability in many countries around the world. New
"mafias" from Russia, China, the Balkans, Viet
Nam, Eastern Europe, and many other areas, have
learned the benefits of international finance, easy
international travel, and instantaneous wire and
electronic communications. As a consequence,
criminal enterprises operate worldwide networks
engaged in every flavor of corruption and fraud,
trafficking in drugs, persons, weapons, and other
contraband, while hidden behind layers of front
companies and offshore bank accounts. The
specter of organized criminals teaming up with
international terrorists adds a particularly
frightening element to this picture.

Astheworld's most important market and
prize destination for immigrants, the United States
long ago lost any immunity it might have had
from the depredations of these criminal
organi zations. While cases have been made
against so-called "emerging" organized crime
groups for many years, the last five years have
seen a rapid rise in the scal e and sophistication of
criminal schemes across the country, executed by
increasingly professional criminals. At atime
when law enforcement personnel and budgets are
effectively frozen or being cut in the area of
organized crime, we find ourselves scrambling to
master new areas and shoulder heavier burdens to
prosecute larger international cases.

This issue of the UNITED STATESATTORNEYS
BULLETIN attemptsto give you a snapshot of a
work in progress as we struggle to understand the
new enemies and learn how to use new toolsin
our fight against international organized crime.
The contributors—prosecutors and agents,
Americans and foreign partners-bring a wide
range of internationa and organized crime
fighting experience to bear on these problems, and
offer valuable suggestions on prosecuting casesin
this new criminal environment. One of the most
important pieces of advicein thisissue is how you
can use the power and flexibility of the Racketeer
Influenced and Corrupt Organizations (RICO)
statute against these elusive organizations. My
hope is that you will read something in thisissue
that strikes a chord, pick up afew new tricks, and
get interested in pursuing the next potential
international case that comes across your desk.

The Organized Crime and Racketeering
Section is dedicated to making these types of
cases work, and we will be happy to give you
whatever support and advice you need in your
next case—or we will team up with you to put
these guys away.

ABOUT THE AUTHOR

Bruce G. Ohr has served asthe Chief of the
Organized Crime and Racketeering Section,
Department of Justice, since February 1999. From
1991 to 1999, he was an Assistant United States
Attorney in the U.S. Attorney's Office for the
Southern District of New Y ork, and was Chief of
the Violent Gangs Unit in that office from 1998 to
1999. Mr. Ohr was an associate at the San
Francisco law firm of Orrick, Herrington &
Sutcliffe from 1988 through 1991. a
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International Organized Crime Center

John DiStasio

Unit Chief

International Organized Crime Center
FBI Headquarters

The International Organized Crime Center
(I0CC), wasrecently established at FBI
Headquarters in Washington, DC for the purpose
of enhancing the FBI's ability to identify and
dismantle global criminal enterprises whose
activities and influence threaten United States
interests at home and abroad. The creation of the
IOCC represents the FBI's continuing
commitment to the investigation of all organized
criminal activity which affects the United States,
regardless of its origin. The twenty-first century
has ushered in a new era for organized crime.
Organized crime groups, we now know, have
expanded their operations on the international
scene to an unprecedented degree. In some cases,
such as in the Balkans, governments and national
institutions have been co-opted and corrupted by
these groups. In the Russian Federation and Italy,
political and business leaders have been
assassinated by individuals associated with
organized crime. Recently, the Prime Minister of
Serbia, who had pledged to fight corruption and
organized crime, was murdered in Belgrade by
what Serbian law enforcement figures described
as criminal elements. Soon after, a prominent
member of the Russian Duma, a strong proponent
of rule of law issues, was assassinated in M oscow
and organized crime elements are suspected. In
Afghanistan, where efforts are underway to
decrease acreage devoted to the production of the
heroin poppy, the Minister responsible for this
program was recently murdered.

International organized crime threatensthe
national security of the United Statesin avariety
of ways. The globalization of commerce and
banking, aong with mass migration and
international political/economic turmoil, has
brought with it additional avenues for criminal
profiteering. Organized crime (OC) groups have
compromised politicians and business leadersin
various post-Communist nations and are using
these connections to intimidate the popul ace and
extract profits from the economy. This same
economy involves United States market share,
welcomes United States foreign aid, and invites
United States investment and tourism. In some
cases, these groups have penetrated and co-opted

national intelligence and military organizations,
and in so doing have had an extraordinarily
adverse impact upon foreign relations and
regional stability. The ability of OC groups to
destabilize entire regions, both politically and
economically, is growing. Narcotics traffickers,
for example, are amassing greater wealth and
power worldwide, and are increasingly more
likely to incite political unrest and economic
subversion in Latin America, Central Asia, and
Southwest and Southeast Asia. This directly
affects both United States national security and
domestic tranquility.

International organized crime seriously
threatens the home front, especially in our larger
citieswhere criminal aliens prey upon, and find
refuge within, their own large, amorphous, ethnic
communities. Organized crime investigations
within the FBI have long revealed an upward
trend in the number of casesreflecting an
international nexus. FBI Special Agentsand
prosecutors are routinely traveling worldwide in
support of these investigations and have become
increasingly more reliant upon foreign sources of
evidence and witness testimony. Further, the
United States Bureau of Prisons advisesthat the
number of foreign born inmates incarcerated for
racketeering types of offensesison therise. This
number includes an increasingly larger proportion
of illegal diens from the Balkans, Central Europe,
and Asia.

This situation demands a coordinated
response from law enforcement and intelligence
agenciesin the United States and overseas. The
IOCC isintended to provide afocal point for
these efforts through intensive collection and
analysis of criminal intelligence gathered from all
sources worldwide. In conjunction with FBI Legal
Attaches (Legats), the IOCC seeks to coordinate
investigative and intelligence gathering activities
between the FBI and law enforcement agencies
overseas. Since close coordination and liaison
with the federd law enforcement and intelligence
community is absolutely essential, representatives
from these agencies will be invited to participate
in, contribute to, and profit from, this endeavor.
Indeed, active and substantive participation by
these agencies is critical to the long-term success
of the IOCC, which depends upon both
interagency and international cooperation.
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The lOCC is presently being staffed with
experienced analysts, most of whom possess
advanced degreesin fields germane to
international issues and transnational criminal
activity. Most have been previously employed
within the intelligence or defense community. In
the near future, four experienced Supervisory
Special Agents, (SSAs) will be reporting to the
Center. In order to address the global nature of
this problem, the IOCC has been divided into two
units, and, when fully staffed, each unit will
contain a Unit Chief, four SSA s, and twelve
Analysts. Responsibility for geographic regions
will be divided between the two units.

The IOCC's mission isthreefold:

* to serve as the coordination point for
United States resources dedicated to
investigation and intelligence gathering
regarding international OC groups;

e toidentify and assess the structure and
criminal portfolio of those international OC
groups deemed to pose athreat to
United States interests; and

e toestablish policy and procedures designed to
coordinate and support domestic and
extraterritorial investigative activities aimed at
the disruption, dismantlement, and
prosecution of international OC groups and
enterprises.

The IOCC will focus upon Eurasian,
Italian/Sicilian, Asian, African, Latin American,
and Middle Eastern criminal enterpriseswhich
have a demonstrated nexus to the United States.

L ong-established and newly-emerging organized
crime groups and enterprises will be prioritized in
direct proportion to the threat they represent. With
the active participation of foreign and domestic
law enforcement and intelligence agencies,
strategic and tactical issues related to international
organized crime activity, such as money
laundering trends, transnational weapons
smuggling, trafficking in women and children,
large scale financial fraud, and narcotics
trafficking, will be routinely reviewed and
evaluated. Analytical results will be disseminated
within the federa law enforcement and
intelligence community and, when appropriate,
will be furnished to state, local, and foreign
jurisdictions. Emphasis will naturally be upon
supporting and expanding those pending

United States investigations that reflect a clear
connection to foreign criminal organizations.
Strategic analysis will be oriented toward
identifying short and long-term trends and issues

in international organized crime and identifying
emerging individuals and organizations.

The IOCC is currently experimenting with
numerous analytical models and techniques and is
also studying information processing
methodol ogies utilized by other law enforcement
agencies, as well as by the private sector.

I ntegrated databases will be established over time
and are intended to be as comprehensive as
prevailing technology will alow. IOCC SSAs and
Analysts will work directly with the field, FBI
Legats, and our law enforcement counterparts
overseas in support of selected investigations and
analytica projects. Selected investigations will be
prioritized in close consultation with the field,
based upon the nature of the threat represented by
the targeted OC group. Analytical projects will
focus upon those international OC groups deemed
most threatening and most likely to affect

United States interests.

Whenever appropriate, analytical products
generated by the IOCC will also be furnished to
our law enforcement counterparts overseas. Since
we seek to maintain a reciprocal and mutually
beneficial relationship with foreign law
enforcement agencies for purposes of criminal
intelligence sharing, the IOCC anticipates the
exchange of a significant volume of information.
As in the past, this sharing processisintended to
develop bilateral and multilateral investigative
initiatives and to encourage the exchange of
actionable criminal intelligence and evidentiary
materials on aregular basis. Asis apparent, thisis
an ambitious objective which will require much
effort and a great deal of patient relationship
development, both at home and abroad. Numerous
problems must be overcome, not the least of
which are those related to the vast differencesin
structure and mission among foreign law
enforcement agencies. Our L egats deal with this
particular issue on a daily basis, and will provide
invaluable guidance and assistance in dealing with
our foreign counterparts.

Federal law enforcement agenciesin the
United States have enjoyed a long period of
successful liaison with law enforcement
organizations overseas. Drug Enforcement
Administration (DEA) Country Attachés and
Special Agents are stationed worldwide. They
have provided much needed leadership, support,
and training, to dozens of countriesinvolved in
the counternarcotics effort, particularly in Latin
Americaand Southeast Asia. The FBI's Legats
network is currently undergoing a significant
expansion in both number of offices and
personnel assigned. United States Customs and
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Immigration and Naturalization Service (INS)
personnel have similarly, and successfully,
established themselves overseas, while the

United States Secret Service is also represented at
several United States embassies abroad. Each and
every United States embassy houses Special
Agents from the Bureau of Diplomatic Security.
Criminal investigators from the United States
Agency for International Development are not far
behind. The reach of United States law
enforcement islong and the potential for
information/intelligence gathering is enormous.
United States law enforcement representatives are
present at the headquarters of Interpol at Lyon,
France, and they are also working closely with
Europol. The IOCC intends to systematically tap
into this vast resource in order to maintain an
accurate and ongoing picture of international
organized crime activity.

In the vast majority of cases, United States
law enforcement has enjoyed excellent
cooperation from its counterparts overseas. Thisis
reflected in the growing number of joint
investigations now underway around the world. In
fact, many types of investigations, especially
those involving organized crime and narcoticsin
theinternational arena, have engendered a
significant level of interdependence between
United States and foreign law enforcement
agencies. Certain high-profile organized crime
investigations could not have been successfully
concluded without significant contributions from
our overseas counterparts. These long established
relationships of trust and confidence will be an
invaluable asset to IOCC operations.

Unfortunately, numerous repressive,
developing, or impoverished nations in the world
today have police forces and judiciaries suffering
from high levels of corruption. In certain areas of
the world, the rule of law is either weak or
nonexistent. This situation can pose serious
impediments to cooperation and significant
challenges for the IOCC. Since our organized
crime investigations involve our most
sophisticated investigative techniques and our
most sensitive sources, extreme care must be
exercised with regard to any disclosures. Thisis
especially problematic when dealing with foreign
police agencies which are known or suspected of
being widely corrupted. In such cases, prospects
for meaningful cooperation are slim and possibly
not worth the risk of compromise. Certain
United States investigations with an overseas
nexus, for example, may involve OC figures who
occupy public office, are prominent in business or
industry, or who are otherwise influential within a

given country. These factorswill, of course, be
carefully evaluated. Decisions regarding the
dissemination or solicitation of criminal
intelligence, in a given matter, will be closely
coordinated with those close to the investigation.
The IOCC will remain extremely vigilant in this
regard.

In addition, the interests of advanced nations
with close ties to the United States may, at times,
not be compatible with United States interests.
Therefore, each and every element of criminal
intelligence sharing with foreign police agencies
will be carefully measured on areciprocal
risk/reward basis. The vital interests of pending
investigations will always remain paramount in
this process.

IOCC efforts will focus also upon
examination of the nexus between international
organized crime and international terrorist
activities. This timely and important issue
warrants close and continuing scrutiny. It is
virtually certain that, in some cases, structural
links exist between international organized crime
and terrorist activity. The IOCC believesthat, due
to ever decreasing funding sources and declining
state sponsorship, it isincreasingly likely that
terrorist groups will turn to traditional criminal
activity in order to finance operations. This view
is shared by many in the law enforcement and
intelligence community. Moreover, during
detainee debriefings in Guantanamo Bay and
elsewhere, it became apparent that many of these
individuals were involved in criminal activity
prior to their recruitment into their respective
terrorist organizations. Further, the Taliban's
involvement in international drug trafficking has
long been known to law enforcement, as have the
narcotics trafficking activities of various terrorists
groupsin Latin Americaand Southeast Asia.

In addition to drug trafficking, terrorist
organizations have been known to participate in
alien and contraband smuggling, large scale
financial institution fraud, production of
fraudulent documents, illegal weapons and
military equipment acquisition, extortion in the
form of demands for tribute payments, money
laundering, tax evasion, robbery, and kidnaping.
These activities share the same long-established
smuggling routes and networks of corrupt customs
officials. Colombian and Filipino terrorist
organizations have been regularly involved in
kidnaping for ransom activity, while criminal
enterprises of Middle Eastern origin appear to
have been especially active in contraband
smuggling, credit card fraud, financial fraud,

4 UNITED STATESATTORNEYS BULLETIN

SEPTEMBER 2003



money laundering, and weapons smuggling.
Indeed, the above noted criminal activities can, in
some cases, be considered as "signature" criminal
violations common to both international organized
crime and terrorist activity.

Currently, the IOCC isfocusing on a variety
of international OC issues and groups, and
assessments are underway to identify and
prioritize the most threatening organized crime
groups and criminal enterprises. Emerging Balkan
OC groups are of increasing interest, especially
those originating in Albania and K osovo. Ethnic
Albanians emigrated in vast numbers during the
1990s and now represent a significant presence
throughout Western Europe, Canada, and the
United States. As of 2000, an estimated 500,000
ethnic Albanian émigrés resided in the
United States and Canada, 400,000 in Germany,
and 30,000 in Great Britain. While the vast
majority of newly arriving émigrés are honest,
hardworking individualsin pursuit of a better life
for themselves and their families, a small number
are intent on simply transplanting their criminal
lifestyles.

Emerging Albanian OC groups present a
formidable challenge for Specia Agents and
prosecutors. Tribal, clannish, and paramilitary,
these organizations rival La Costa Nostra(LCN)
at the height of its power and influence in terms of
their cohesive structure, secrecy, and penchant for
violence. Research recently conducted by the
LCN/Balkan Organized Crime Unit at FBI
Headquarters revealed that, within the past ten
years, approximately 3,659 Albanian-born
individuals were arrested in the United States.
Crimesincluded a variety of offenses ranging
from spousal abuse to murder. Lately, however,
these offenses have reflected a significant increase
in traditional racketeering activity such as illegal
gambling, prostitution, and extortion. In the
United States and Europe, Albanian criminal
groupsare also heavily involved in bank
robberies, automobile theft, and theft from
interstate shipments, that is, activities that are
reminiscent of the LCN early in its criminal
evolution. In New Y ork City, Albanian OC
groups are occupying territory formerly controlled
by long-established, but recently weakened, LCN
groups.

These organizations are also heavily involved
in worldwide narcotics trafficking, especially
heroin. During the past five years, Albanian OC
groups have come to dominate the heroin trade
throughout Europe. European law enforcement
officials advise that more than 80% of the heroin
available on the European market has, at some

point, been smuggled through the Balkan States.
In Germany, Switzerland, Austria, and the
Scandinavian countries, it is estimated that
approximately 70% of the heroin market is
controlled by Albanian OC groups. Further, the
majority of these heroin shipments originate in
Afghanistan and Central Asia, suggesting the
existence of extremely dangerous criminal
alliances. It isclear that the Albanian
narcotrafficking networks have become so
powerful and extensive asto rival long established
Turkish and Sicilian networks.

Albanian OC groups have always worked
closely with Italian OC figures, particularly in the
drug trafficking arena where they have provided
couriers and maritime smuggling routes across the
Adriatic Sea. Large Albanian communities have
been established in Southern Italy where natural
linkages have been formed with the Calabrian
M afia and the Sacra Corona Unita. The IOCC, in
conjunction with the Organized Crime Section of
FBI Headquarters, is working closely with Italian
law enforcement officials in sharing sharply
focused criminal intelligence on this issue and on
Italian/Sicilian organized crime mattersin general.

Despite rumors of their demise, LCN
continues to represent a serious organized crime
problem within the United States and Canada.
Strenuous efforts to dismantle these organizations
have long been underway and significant progress
is being made. Recent FBI investigations have
confirmed linkages between United States LCN
figures and their counterpartsin Sicily and Italy
where safe houses have been established and
where pliable bankers have been identified and
co-opted. High-ranking LCN figuresin the
United States have been voicing a great deal of
frustration over perceived lapses of discipline
within their ranks and have sought new recruits
and criminal expertise from Sicily and the Italian
mainland. In addition, individuals affiliated with
the Camorraand "Ndrangheta, two Italian OC
groups active in Italy and elsewhere in Southern
Europe, have surfaced in the United States and
Canada. IOCC resources are being devoted to
supporting pending investigations in this area
wherever an international nexus has been
established.

IOCC resources have also been assigned to
support Eurasian OC investigationsand IOCC
personnel are presently on the ground in
Budapest, Hungary in support of the
FBI/Hungarian Nationa Police Organized Crime
Task Force. Several Russ abased organized crime
groups, associates of which are active in the
United States and internationally, are of interest to
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the IOCC and are the focus of analytical projects.
The IOCC isalso supporting several pending
investigations targeting Asian and M exican
criminal enterprises active in the United States
and Canada. In addition to the narcotics
trafficking component, these investigations reflect
extensive alien smuggling and money laundering
activity.

Threats posed by international organized
crime will not diminish in the near future. All
indications suggest exactly the opposite will
happen. The IOCC represents a concerted effort to
integrate and coordinate law enforcement and
intelligence community resources in order to more
effectively address this growing global problem.
United States law enforcement agencies, at every
level, have shown themselves to be especially
skillful in conducting highly complex, long-term,
and sophisticated organized crime investigations,
both at home and abroad. When possible and
when appropriate, domestic investigations with an
international nexus should be expanded to include
foreign-based subjects. The IOCC intends to
actively assist in that process.

Crime Program

WK Williams

Chief, Organized Crime Section (OCS)
Criminal Investigative Division
Federal Bureau of Investigation

Reports of the demise of the FBI's Organized
Crime Program (OCP) have been greatly
exaggerated. To the contrary, the FBI is still fully
engaged in combating organized crime groups that
affect American society, whether they be national
organizations or transnational enterprises.

As aresult of the events of September 11,
2001(9/11), the FBI continues to undergo
significant change and reorganization to improve
its ability to respond to the challenge of terrorism
and other issues. The Director's restructuring and
realignment of prioritiesto improve services, and
protect the American people, will have no long-
term negative effects on the work of the OCP.
Moreover, the OCP has not suffered any
significant loss of resources. When a major event
such as 9/11 occurs, all available resources of the
FB1 must be harnessed to address that emergency.
This will, of course, disrupt and delay some

ABOUT THE AUTHOR

John J. DiStasio iscurrently assigned to the
International Organized Crime Center at FBI
Headquarters as Unit Chief. Previous to this
assignment, Mr. DiStasio served in the FBI's New
Y ork Division where he supervised an organized
crime squad that targeted La Cosa N ostra
operations in the greater New Y ork City area.a

The Focus of the FBI's Organized

ongoing investigations and prevent or hold in
abeyance the initiation of some new
investigations. This interruption and diversion of
resources is necessary to address more urgent
national security matters.

What was not affected by 9/11 was the FBI's
commitment and dedication to aggressively
combat the efforts of transnational national
organizations and criminal enterprises that pose a
threat to America's economy, its national security,
and its citizens. Investigations have taken place
during the past two years against members and
associates of La Cosa Nostra (LCN), Italian
Organized Crime (10C), and Russian and Asian
organizations, that have resulted in successful
prosecution and convictions. For the first time
ever, all heads of the major LCN families are
incarcerated at the same time. These successes
were possible because there was never aloss of
focus on the importance of combating the
negative influences and effects of organized crime
on the daily lives of A mericans, even during this
very difficult period in American history with its
renewed and appropriate focus on
counterterrorism matters.
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Looking ahead, the OCP will continue to
focus its efforts on transnational national
organizations and criminal enterprises whose
criminal activities pose athreat to the
United States. The FBI will direct its OCP
resources toward four distinct groups of
transnational national organizations, or criminal
enterprises: 1) traditional, well-entrenched
organizations such asthe La CosaNostra and
Italian Organized Crime; 2) Eurasian
organizations that have emerged since the fall of
the Soviet Union; 3) Asian Criminal enterprises,
and 4) African Criminal Enterprises. Emerging
from within the aforementioned organizations is
the specter of Albanian organized crime figures.
The FBI OCP will direct specific intelligence
gathering and investigative strategies toward
Albanian organized crime in an effort to prevent
the establishment of afirm foothold within the
United States. A second reason for concern isthe
developing relationship and interaction between
Albanian organized crime groups and some LCN
families. Additionally, several foreign law
enforcement and intelligence entities have
expressed concern about the presence of Albanian
organized crimein their countries and its nexus to
the United States.

In order to combat the emerging criminal
activity of Albanian organized crime and other
transnational national organizations and criminal
enterprises, the OCS will enhance intelligence
sharing with foreign counterparts where
appropriate and permissible by law, and where
there exists a nexus to the United States.
Additionally, there will be an effort to identify
common investigative targets and initiate joint
investigations with foreign counterparts.

Undeniably, transnational national organized
crime isan immediate and increasing concern of
domestic and international law enforcement and
intelligence communities. Therefore, it is
important to establish and maintain effective
liai son rel ationships and working partnerships
with domestic law enforcement counterparts and
prosecutors. It is equally important to establish
and maintain effective liaison and partnerships
with foreign counterparts where the leadership or
direction of transnational criminal enterprises are
foreign-based. Without this valuable liaison and
partnership, the investigation stops at the borders
and allows the criminal enterprise to gain an
advantage by exploiting these boundaries. Our
efforts to pursue and maintain positive
relationships will be to deny criminal enterprises
this advantage.

The focus and mission of the OCP is the
disruption and ultimate dismantlement of
transnational, national organizations, and criminal
enterprises that pose the greatest threat to
American society. This will be accomplished
through sustained, coordinated investigations, the
utilization of criminal and civil provisions of the
Racketeering Influenced and Corrupt
Organizations (RICO) statute, and the use of
sophisticated investigative techniques.

Finally, the focus on transnational national
organi zations, and criminal enterprises will be
characterized by vitality and passion. All
techniques and tools available under the law will
be used to thwart such criminal activities. We will
engage our foreign counterparts to share
intelligence and seek opportunities for joint
investigations. Additionally, the OCP will focus
on increasing multi-division and multi-district
investigations in a coordinated effort to dismantle
transnational national organizations and criminal
enterprises. The OCS looks forward to working in
partnership with the prosecutors and Department
of Justice attorneys in this endeavor.

ABOUT THE AUTHOR

WK Williams has been Chief of the FBI's OCS
since January 2003. Mr. Williams was the
Assistant Special Agent in Charge of the
Jacksonville Division from 2000 to 2003. He has
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The FBI's Legal Attache (Legat)

Program

Susan M. Curtis
Special Agent (Ret.)
FBI Headquarters

Joyce McClelland ) )
Analyst, Office of International Operations
FBI Headquarters

I. Legat history

In 1939, President Franklin D. Roosevelt
placed the responsibility for investigating
espionage, sabotage, and other subversive
activities, with the Federal Bureau of
Investigation (FBI), the Military Intelligence
service of the War Department (MID), and Other
Naval Intelligence (ONI). A Presidential Directive
designated the FBI as responsible for coordinating
and disseminating intelligence and security
information to other federal agencies, and on June
24, 1940, the Specia Intelligence Service (SIS)
was established. In connection with the SIS, the
Bureau dispatched Special Agents (SAs) to
various countries throughout the Western
Hemisphere, primarily for intelligence gathering
purposes. In 1941, the U.S. Ambassador to
Colombia requested the assignment of a SA to the
U.S. Embassy in Bogota. Bogota proved to be the
forerunner of what eventually became the FBI's
Legal Attache Program. In 1942, SAs assigned to
U.S. embassies were carried on the diplomatic
roster and given the tile of Legal Attaché by the
State Department. As the need for intelligence
information pertaining to World War 11
diminished, SAs assigned to postsin Europe,
Canada, and Latin America, began acting in a
liaison and/or training capacity.

In 1947, the SIS closed its offices and turned
over itswork, jurisdiction, and files, to the newly
established Central Intelligence Group, presently
known as the Central Intelligence Agency. At this
time, the FBI's Legal Attaches continued to
maintain liaison with foreign police, intelligence
agencies, and officesin other U.S. agencies.

Over the next few decades, the Legal Attache
Office became a permanent presence in many U.S.
Embassies, with openings and closings of Legat
Offices as investigative demands and crime trends
changed.

The following offices were opened prior to
Fiscal Year (FY) 1991:

e Bangkok

* Berlin

* Bern

* Bogota

e Bridgetown
e Brussels

¢ Canberra

* Hong Kong
* London
e Madrid
¢ Manila

» Mexico City
e Ottawa
e PanamaCity

e Pais
e Rome
e« Tokyo

From FY 1992 to the present, the FBI more
than doubled the number of Legat offices and its
staffing levels serving abroad.

The following offices were opened during the
years 1992 through 2002:

e 1992 - Athens, Caracas, and Vienng;
e 1994 - Moscow and Santiago;
e 1996 - Cairo, Islamabad, and Tel Aviv;

e 1997 - Buenos Aires, Kiev, Pretoria, Riyadh,
Tallinn, and Warsaw;

e 1999 - Ankara, Brasilia, Copenhagen, and
Lagos;

e 2000 - Almaty, Bucharest, New Delhi,
Prague, Seoul, and Singapore;

e 2001 - Amman, Nairobi, and Santo Domingo;
and

e 2002 - Beijing
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Using the successes produced in all fields of
international crime and counterterrorism, the
L egat offices, working in conjunction with FBI
domestic offices and the host nation counterparts,
continued its expansion plan. By the end of FY
2002, the FBI had forty-five Legal Attache
Officesworldwide and a Liaison Officein Miami,
providing coverage for over 200 countries,
territories, and island nations. The FBI's process
for opening Legat offices and allocating resources
is based on comprehensive planning, which
identifies criminal activity in the United States
with a nexusto aforeign country. In addition,
each office is established through mutual
agreement with the host country and is situated in
the U.S. Embassy or U.S. Consulate in that
country.

The FBI has authority to open Legat Offices
in the United Arab Emirates, Georgia, Malaysia,
M orocco, and Y emen, in the coming year.

Il. Law enforcement initiative

There are three key elementsto the FBI's
international law enforcement initiative.

» The FBI must have an active overseas
presence that fosters the establishment of
effective working relationships with foreign
law enforcement agencies. There is awell-
documented history of Legal Attacheswho
have drawn upon their investigative
experiences and backgrounds and enlisted the
cooperation of foreign law enforcement on
innumerable cases, which led to the arrest of
many U.S. fugitives and the solving of serious
U.S. crimes.

* Training foreign law enforcement officersin
both basic and advanced investigative
techniques and principlesis a powerful tool
for promoting cooperation. For decades, the
FBI's National Academy Program has fostered
comity with international, state, and local law
enforcement agencies.

e Institution building is necessary to help
establish and foster the rule of law in newly
democratic republics. Establishing arule of
law promotes greater confidence of the
citizens and stability in these new
governments. Fostering the development of
democratic principlesin these countries will
not only protect the United States' interests
and citizens in those countries, but aso bring
stability to regions which have been fraught
with strife throughout history.

I11. Legal Attache Program

The 126 Special Agents and seventy-four
professiona support employees assigned to the
Legat officeswork in support of the FBI's
domestic law enforcement mission. Itisthe
responsibility of the Legal Attache to pursue
international aspects of the FBI's investigative
mandates through established liaison with
principa law enforcement and
intelligence/security services in foreign countries,
and to provide a prompt and continuous exchange
of information with foreign law enforcement and
intelligence agencies.

Since September 11, 2001, the FBI has
reorganized to effectively meet the challenges of
the nation's war on terrorism. In May 2002, FBI
Director Mueller established ten priorities for the
FBI. The Legat Program actively supportsthe
FBI's top two priorities: protect the United States
from terrorist attacks, and protect the
United States against foreign intelligence
operations and espionage. International terrorism
and counterintelligence matters are the highest
priority of most of the FBI's forty-five Legat
offices. The Legat Program represents a vital
component in the FBI's counterterrorism efforts. It
is primarily through the L egat Program that the
FBI coordinates investigative efforts and shares
information with international law enforcement
and intelligence partners.

A Legat presence throughout the world has
enhanced the FBI's ability to bring investigative
resources to bear quickly in the aftermath of
terrorist acts. L egats assist in the investigations of
terrorist acts under U.S. extraterritorial
jurisdiction and international law, coordinate with
foreign authorities to arrange rendition of
terrorists, and provide investigative assistance to
foreign law enforcement organizations as
requested. For example, in response to the events
of September 11, 2001, Legat offices facilitated
the rapid deployment of approximately 700 FBI
personnel overseas. L egats also assisted in the
investigation of the October 2002 shooting of U.S.
AID Officer Laurence Foley in Amman, the
bombing earlier this year of adisco in Bali, and
the recent bombing of the airport at Davo City in
the Philippines where twenty-one people were
killed, including one A merican.

The FBI has also provided a steady stream of
Temporary Duty (TDY) Agents and support
personnel to the most active Legat offices, with as
many as eighty individual s circulating among FBI
Legat offices at any given time.
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Each Legat is the FBI Director's personal
representativein the foreign country where he/she
resides or where he/she has regional
responsibilities. Their job isto respond to the
FBI's domestic and extraterritorial investigative
needs as effectively as possible. Since FBI agents
do not have traditional law enforcement powers
overseas, they must rely upon strong, reciprocal
partnerships with their foreign counterparts.
Legats are responsible for building these
relationships on behalf of all FBI agents. By
focusing on one country or several nations in a
given area, Legats are able to maintain regular,
often face-to-face contact with foreign officials,
and to thoroughly familiarize themselves with the
investigative practices and protocols of their
assigned countries. These efforts are critical to
cultivating and facilitating timely support for the
Bureau's overseas investigations. Though L egats
spend a majority of their time pursuing leads for
agents in the United States, they strengthen bonds
with foreign authorities by sharing information
and offering FBI assistance in cases that may have
anexus to this country.

Extraterritorial operations by the FBI are
limited to investigations and inquiries concerning
alleged criminal activity which impacts, or
potentially impacts, the United States or a person
protected by U.S. law. Types of international
criminal activitiesinclude terrorism; organized
crime; financial fraud and economic crime; money
laundering; kidnaping/extortion; child
pornography; and computer intrusions. FBI
Agents do not have arrest powers, subpoena
powers, or the authority to conduct investigations
in other countries without the approval of the host
country. The FB1 has the obligation to ensure that
all investigations are conducted in a manner
which respects the sovereignty of the country in
which it is being conducted and thus, effective
liaison is essential. All operations conducted
overseas are done in strict accordance with the
U.S. State Department Chief of Missions'
directives and the guidelines promulgated by the
Attorney General regarding overseas law
enforcement activities.

Investigations in foreign countries are
conducted through host country liaison contacts
developed and maintained by the Legat. Each host
country determines the kinds of investigative
activity which can be conducted independently by
aLegat. Many host governments permit the
informal exchange of police-to-police information
(record checks, public record acquisition) between
Legat and local law enforcement, but forbid more

involved investigation, such as interviews of
individuals.

Investigative assistance from a foreign
country may be obtained through letters rogatory
or amutual legal assistancetreaty (MLAT)
request. Letters rogatory are the customary
method of obtaining assistance from overseasin
the absence of atreaty or other agreement. A letter
rogatory is a request from a judge in the
United States to a judicial officer in aforeign
country asking for compulsion of testimonial,
documentary, or other evidence, or effecting
service of process. Letters rogatory generally
include background information, the facts of the
case, an articulation of the assi stance requested,
the text of the statutes, and a promise of
reciprocity. Such letters are prepared by the U.S.
Attorney's Office and the U.S. Department of
Justice's Office of International Affairsin
coordination with the FBI field office, FBI
Headquarters, and the appropriate Legat. The
United States has entered into an increasing
number of MLATS, which have the force of law,
and define the obligation to provide ass stance, the
scope of assistance, and the contents of the
requests with specific countries. The MLATSs
shorten the letter rogatory process and provide a
direct, formal procedure for making and receiving
requests between justice ministries. As a general
rule, any type of investigative assistance which
would require a compulsory process to
accomplish in the United States (federal grand
jury subpoena, search warrant, court order) must
be sought employing a letter rogatory or MLAT
request.

All FBI field offices have sought L egat
assistance in covering investigative requests, with
the largest portion coming from major
metropolitan offices. More than 80 percent of the
current case load handled by the Legats isin
direct support of domestic FBI investigations,
covering not only leads, but organizing the arrest
and extradition of wanted criminals to the
United States. International extradition isthe
formal process by which aperson found in one
country is surrendered to another country for trial
or punishment. The process is regulated by treaty
and conducted between the U.S. Government and
the government of aforeign country. It differs
considerably from interstate extradition or
interstate rendition. Extradition, in most instances,
may be granted only pursuant to atreaty.
Responsibility for extradition matters lieswith the
Department of Justice (Department) and the
Department of State. Legats cannot execute arrests
in foreign countries.
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The forty-five Legat offices are supported by
the Office of International Operations (Ol O) at
FBI Headquarters (FBIHQ). The mission of the
OIO isto provide a centralized and critically
essential infrastructure to support the Legats. As
mentioned earlier, Legats are the principal
element in the FBI's overall international
counterterrorism and anticrime mission, and the
Ol O provides FBIHQ-based operational
investigative analysis, training, budget, personnel,
and facilities support mechanisms. This centrally
located and managed entity enables the Legats,
working with and through their foreign
counterparts, to detect and disrupt international
crime and terrorism organizations. This ultimately
preventsthe victimization of U.S. citizens and
interests, both domestically and abroad, by
terrorist groups. By centralizing the FBI's
International Program, the FBI provides asingle
point of contact for all FBI missions, initiatives,
and investigations abroad supported by and
through the Legat Program. The OIO is comprised
of the following:

* International Operations Units| and Il which
are responsible for Legat operationsin
Europe/Africaand the Western
Hemisphere/Asia respectively;

e theInternational Operations Administrative
Unit which handles all administrative support
for the Legat offices, including personnel,
housing, transportation, and training of
personnel; and

e the Protocol Affairs Unit which isresponsible
for al official foreign dignitaries who visit
FBI Headquarters and its executive
management, aswell as the Director's Office.
The Protocol Affairs Unit is also responsible
for obtaining required diplomatic and official
passports and visas to facilitate the foreign
travel of all FBI personnel.

IV. International training programs

Training foreign law enforcement officersis
particularly critical to combating international
crime. It provides an opportunity for FBI
personnel to cultivate relationships with foreign
law enforcement officialsthat can be utilized by
both partiesin the pursuit of international criminal
investigations. To date, the FBI has trained
approximately 50,000 law enforcement and
judicial officers representing 150 countries.

Legal Attaches help identify suitable
candidates among their foreign police contacts to
attend the FBI's National Academy program.
Thereafter, mid-level managers from state, local,
and foreign police agencies receive training at the

FBI Academy in Quantico, Virginia. Graduates of
the National Academy form a collegial national
and international network. Approximately 10
percent of each class comes from overseas. Legal
Attaches maintain close contact with foreign
graduates of the National Academy, seeing them
regularly, holding regional retraining sessions
annually, and routinely dealing with them on
cases/matters of mutual interest.

Through a program and concept of in-country
training, the FBI conducts one and two-week
schools, which are designed to meet a country's
particular training needs. The schools concentrate
on subjects such as basic and advanced police
operations, technical skills, ethics, and internal
police controls. Senior FBI agents serve as
instructors, bringing their knowledge and
expertise to these programs. These training
programs enable foreign police entities to advance
their abilities to investigate matters such as money
laundering, bombings, bank fraud, fugitives, drug
trafficking, and crime scene investigation.

Under the auspices of the Department of
State's Antiterrorism Training Assistance
program, and working with the Department of
Defense, the FBI has also developed three training
courses which attempt to counter threats of
concern to the United States. These three courses
include: M gjor Case M anagement, Terrorism
Crime Scene M anagement, and the Criminal
Justice Executive Forum. Each two-week course
provides senior level law enforcement officials
with leadership management, and organizational
concepts and experiences, that are critical to the
direction of national law enforcement agencies
and to the coordination of multiagency crisis
management and strategy.

Both the United States trainers and foreign
law enforcement students benefit from these
programs. Using case studies based on current
investigations, the FBI demonstrates effective and
principled law enforcement techniques. In return,
the FBI receives valuable information from
foreign police officerswho are intimately familiar
with the criminal organizationsthat the FBI is
investigating. Finally, law enforcement training
provides an extremely cost-effective method of
opening channels of communication that
dramatically extend the number and scope of the
FBI's international contacts.

V. International Law Enforcement Academies
(ILEA)/initiatives

The ILEA Budapest (Hungary) was opened in
April 1995 under the leadership and supervision
of the FBI. Modeled afer the FBI's National
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Academy, the ILEA Budapest is afull service
police training academy designed to assist the
newly independent states of the former Soviet
Union. The Academy offers a core eight-week
management course, five times per year, and
numerous specialty courses throughout the year.
There are three or four countries participating at
any given time. Sinceits inception, ILEA
Budapest has trained 1,879 students from over
twenty-five countries in the eight-week
management course, and an additional 6,748
studentsfrom over twenty-six countries in the
specialty courses.

The ILEA Bangkok (Thailand) opened in
June 1999 under the leadership of the Drug
Enforcement Administration. The FBI provides
instructional support within the six-week core
curriculum. The ILEA Gaborone (Botswana) is
under the leadership of the Federal Law
Enforcement Training Center. The FBI provides
instructional support to ILEA Gaborone in the
following areas: counterterrorism, public
corruption, intelligence analysis, criminal
investigative techniques, and forensics.

The Ol O provides leadership and support for
other international crime control initiatives, such
as the following:

e Southeast European Cooperative Initiative
(SECI): SECl isa U.S. initiated plan to
address post-Cold W ar issues in Eastern
Europe. It isamini-Marshall Plan for Central
Europe and the Balkans that recognizes a host
of problems facing the region, including
transborder crime and trafficking in human
beings. The twelve countriesincluded in SECI
are Albania, Bosnia and Herzegovina,
Bulgaria, Croatia, Greece, Hungary,
Macedonia, Moldova, Romania, Slovenia,
Turkey, and Y ugoslavia (Serbia and
M ontenegro).

The FBI has been involved in SECI since
1998 when the Bureau was formally requested
by the Department of State (DOS) to provide
assistance and expertise in the development of
anticrime task forces throughout the SECI
region. At its inception, one agent was
assigned to assist in the development of the
center and its regional task forces. Since that
time, the FBI has expanded its manpower and
remains committed to this worthwhile
initiative, concentrating primarily in the area
of human trafficking.

In October 2000, the SECI AntiCrime Center
(SECI Center) was established in Bucharest,

Romania, to address transborder crime,
primarily organized crime, drugs, and
trafficking in humans. The SECI Center
serves as a clearinghouse for information and
intelligence sharing for SECI, and is staffed
by an elected management team derived from
law enforcement officials from each of the
twelve member countries, as well as observers
from the United States and Western Europe
(Great Britain, Italy, Germany, and Austria).
It further contains leadership, management,
and administrative elements, as well asliaison
officers (police and customs) from each of the
twelve countries. Additionally, an observer or
liaison officer, from the (nonmember)

United States and supporting Western Europe
countries are present at the Center. Interpol
and the World Customs Organization are
permanent observers.

Budapest Project: Thiswas initiated as a
coordinated effort between the Governments
of the United States and Hungary to address
the increasing threat of Eurasian organized
crimein Russia and Central/Eastern Europe. It
isfocused on specific, ongoing cases and
intelligence gathering in cooperation with the
Hungarian National Police. To date, the
project has enjoyed success with the arrests of
at least four subjects, and the targeting of
members of organized crime affiliated with
the Semion M ogilevich Organization based in
M oscow.

Linchpin Initiative: In May 1999, Operation
Linchpin was established to facilitate the
sharing of information and operational |eads,
both domestic and foreign, between the law
enforcement and intelligence community.
Linchpin focuses on significant international
criminal groups, for example, Eurasian,
Italian, and Asian organized crime. Several
law enforcement and intelligence agencies,
including the FBI, areinvolved in sharing
intelligence at regularly scheduled Linchpin
meetings.

Project Millennium: The FBI, along with
law enforcement agencies from twenty-three
countries, have provided Interpol with the
names and profiles of thousands of Eurasian
organized crime subjects in order to establish
a worldwide database that allows participating
countries to cross-reference and coordinate
leads involving Russian and Eastern European
organized crime members.

United States—Mexico Fugitive Initiative:
An initiative with the FBI, the Department,
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and the M exican government, designed to
improve procedures for obtaining provisional
arrest warrants for fugitives that have fled to
the United States from M exico.

United States—-Canada International
Fugitive Initiative: The Department, FBI,
United States M arshals Service (USM S),
Royal Canadian M ounted Police (RCMP),
Toronto Police Service, and Immigration and
Naturalization Service (INS) exchange
intelligence and improve efficiency in
locating/apprehending fugitives who flee to
the United States from Canadaand to Canada
from the United States.

The International Securities and
Commodities Working Group: This Group
was established to bring together individuals,
primarily Legats and their counterparts, who
deal with international markets, to discuss
waysto effectively coordinate investigations
relative to the United States and international
financial markets.

Plan Colombia: The Department and the FBI
are assisting Colombia in developing a
comprehensive program to investigate
kidnaping. This program will include the
establishment of a Colombian law
enforcement task force consisting of specially
trained investigators. When appropriate, the
task force will work closely with the FBI,
particularly in cases involving U.S. nationals.
The Department has also tasked the FBI with
implementing acomprehensive training
initiative designed to train law enforcement
and military personnel from Colombiain
antikidnaping investigative methods and
procedures.

Canadian Eagle: Thisisajoint initiative
between the Canadian law enforcement
agencies and the FBI, which targets
unscrupulous Canadian telemarketers
victimizing citizens of the United States,
particularly the elderly. The FBI has placed
two agentsin Montreal, one agent in
Vancouver and one agent in Toronto to work
with the RCM P and other police agencies to
identify, investigate, and prosecute these
individuals.

The High Intensity Financial Crimes Area
Task Force (HIFCAS): Thistask forceisa
congressionally mandated approach to
addressing complex and egregious money
laundering conspiracies in atask force
environment. HIFCA s have been established
inthe New York/Newark, Los Angeles, San

Juan, Phoenix, El Paso, and San Antonio
Divisions. Applications for designation have
been made by the San Francisco and Chicago
Divisions.

International Outlaw Motorcycle Gang
Investigators Alliance: Michigan area FBI,
RCMP, and U.S. law enforcement agencies
coordinate investigations, exchange
intelligence, and anayze trendsregarding
motorcycle gangs and their criminal activities.

Interpol Project Rockers: With respect to
Outlaw Motorcycle Gangs (OMG), the FBI's
Criminal Investigation Division, through the
Violent Crimes and Major Offenders Section
(VCM OS), Safe Streets and Gang Unit
(SSGU), participates in the Interpol Project
Rockers Annual Conference and takes part in
the Project Rockers Steering Committee.
Representatives from Europe, Australia, and
Canada al so participate. The goa of the
meetings centers on efforts to evaluate and
strengthen the international cooperation
between the countries that are affected by
criminal activities of OM Gs and their
members.

Project Stocar: Thisis an FBI/Criminal
Justice Information Services/Interpol initiative
to share and exchange data regarding
international vehicle theft.

V1. Statute additions due to an increase in
international crime

The passage of additional statutes by

Congress has led to greater respons bilities for the
FBI and provides us with the legal justification for
our presence overseas. Some of the recent
additions include:

Title 18 U.S.C. 88§

1589, 1590, 1591, 1592 Trafficking in
Persons;

2339C Prohibitions Against the Financing of
Terrorism (Suppression of the
Financing of Terrorism Convention
Implementation Act of 2002);

Bombings of Places of Public Use,
Government Facilities Public
Transportation Systems and
Infrastructure Facilities (Terrorist
Bombings Convention
Implementation Act of 2002);

1993 Terrorist Attacks and Other Acts of
Violence Against Mass
Transportation Systems (USA Patriot
Act 2001);

2332f
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e 2339 Harboring or Concealing Terrorists
(USA Patriot Act 2001);
« 175B Biological Weapons; Select Agents

(USA Patriot Act 2001);

e 2339A Providing Material Support to
Terrorism (Antiterrorism and
Effective Death Penalty Act of 1996);

e 2339B Providing Material Support or
Resources to Designated Foreign
Terrorist Organizations (Antiterrorism
and Effective Death Penalty Act of
1996);

e 2332C Use of Chemica Weapons
(Antiterrorism and Effective D eath
Penalty Act of 1996);

e 956 Conspiracy to Kill, Maim, or Injure
Persons or Damage Property in a
Foreign Country (Antiterrorism and
Effective Death Penalty Act of 1996);

e 32 Aircraft Sabotage;

e 37 Violence at International Airports;

e 1119 Foreign Murder of US Nationals;

1204 International Parental Kidnaping;

e 2280 Violence against Maritime Navigation
(Violent Crime Control and Law
Enforcement Act of 1994);

e 2281 Violence against Fixed Maritime

Platforms (Violent Crime Control and
Law Enforcement Act of 1994).

Title 49 U.S.C. 8§
e 46502 Air Piracy;

e 46504 Interference with Flight Crew
M embers and A ttendants;

46505 Carrying a Weapon or Explosive on
an Aircraft;

e 46507 FalseInformation and Threats.
Title 31 U.S.C. §

e« 5332 Bulk cash smuggling into or out of

the United States (USA Patriot Act
2001)
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I. Introduction

A Taiwanese "snakehead" (slang for alien
smuggler) brings boatloads of undocumented
migrants from China to Guatemala, holding them

hostage before arranging further passage to Texas.
An Iranian national based in Ecuador smuggles
Middle Easterners into the United States by air,
using stolen European passports. A Salvadoran
smuggling organization trucks hundreds of
Central Americans, including many young
children, across three countries under harsh
conditions en route to California.

These are examples of the types of
international smuggling organizations that target
the United States as a favored destination of
illegal aliens. Organized alien smuggling threatens
to undermine the sovereignty and security of
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transit and destination countries alike. Frequently,
the health and safety of migrants are threatened as
well. The phenomenon of international alien
smuggling & so poses complex challengesto the
law enforcement and intelligence communities.

The purpose of this articleis threefold:

* to highlight alien smuggling as a national law
enforcement priority;

» to describe interagency and international
cooperation in the context of maritime
interdiction and immigration-related
investigations; and

e to present an overview of the structure and
immigration-related work of the new Domestic
Security Section within the Criminal Division.

1. Alien smuggling as a national law
enforcement priority

Prior to the 1990s, prosecution of dien
smuggling and other immigration offenses was not
perceived, on a national level, to be a high law
enforcement priority. Criminal enforcement of
immigration laws took a back seat to other
concerns, including organized crime and
racketeering, narcotics, public corruption, and
white collar crime. M ass migration incidents
involving Cuba and Haiti, for example, the 1980
Cuban "Mariel Boatlift," created major
immigration enforcement problems, but were
regarded mainly as civil or administrative in
nature.

A series of high-profile, maritime alien
smuggling episodesinvolving migrantsfrom the
People's Republic of China, however, captured the
attention of both the government and the general
public. Between 1991 and mid-1993, maritime
smuggling incidents involving Chinese migrants
gaverise to at least a dozen federal criminal
prosecutions. Perhaps the incident that focused the
Department of Justice's (Department) attention on
alien smuggling asa major criminal law
enforcement problem was the June 6, 1993 tragedy
in which the M/V Golden Venture, carrying
approximately 300 illegal Chinese migrants, ran
aground near a beach in Queens, New York. Ten
migrants drowned as they attempted to swim
ashore. One day later, in a separate incident, New
York City police rescued thirteen illegal migrants
from China who were being held captive by
suspected gang members, pending payment of
smuggling fees.

Our experience with the Chinese boat cases
suggested that the character of alien smuggling had
changed. Once regarded as the province of small-
time criminal entrepreneurs, alien smuggling had

become a significant organized criminal activity
that generated enormous sums of money with
little risk to smugglers. It became apparent that
stronger laws were needed to increase penalties
and provide adequate investigative and
prosecutorial tools to combat this conduct. Over
several years, the Department sought, and
Congress enacted, legislation that significantly
enhances our ability to enforce criminal
immigration laws.

The statutory maximum penaltiesfor alien
smuggling, passport fraud, visa fraud, and related
offenses were increased. In addition, the
United States Sentencing Commission increased
the Guidelines applicable to these offenses. Alien
smuggling-related offenses were added to the list
of crimes for which court-authorized interception
of wire, oral, or electronic communications may
be obtained. (18 U.S.C. § 2516). The same crimes
were added to thelist of Racketeer Influenced and
Corrupt Organizations (RICO) predicate offenses.
(18 U.S.C. §1961(1)). These offenses also come
within the definition of specified unlawful activity
(SUA) for purposes of the money laundering
statute. (18 U.S.C. § 1956). Moreover, these
offenses are now within the scope of the civil and
criminal forfeiture statutes. (18 U.S.C. §8§ 981,
982). Finally, in connection with undercover
investigations, Congress increased authority to use
certain practices, including operating businesses.
(8U.S.C. §1363a).

Since 9/11, there has been increased
recognition that immigration issues are part of the
fight against terrorism, both in terms of using
immigration prosecutions as a tool against
suspected terrorists and, more broadly, in terms of
ensuring that United States authorities know who
is entering the country. As part of the ongoing
post-9/11 review, laws, practices, and policies, are
being reevaluated.

Further, as will be discussed more specifically
in the context of particular investigations, other
countries are increasingly willing to cooperate
with the United Statesin immigration-related
investigations and prosecutions. Informal methods
of bilateral law enforcement cooperation,
including information sharing, targeting,
investigating, and expelling wanted personsto the
United States, and permitting United States law
enforcement to operate undercover in foreign
territory, have led to the disruption or dismantling
of alarge number of smuggling organizations.
Formal cooperation, including the availability of
extradition for alien smuggling and related
offenses, isincreasing as well.
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I11. Interagency and international cooperation
A. Framework for international cooperation

The negative impact caused by organized alien
smuggling is not unique to the United States
experience. Other destination countries, among
them Canada, Australia, the United Kingdom, and
Italy, have identified alien smuggling as a potential
threat to their national security. Many countries
that are used by smuggling organizations primarily
as transit points have become alarmed as well.
Enlisting cooperation from athird category of
countries, the so-called "sending states,” to combat
international alien smuggling is proving to be more
difficult. Certain sending states reap significant
financial benefits from emigration through the
remittance of money by their nationalsliving
abroad. Other countries use emigration as a
political safety valve. Some of the countries that
traditionally have not seen illegal migration in
negative terms, however, are becoming cognizant
of the problems caused by smuggling
organizations, including corruption, erosion of the
rule of law, and physical harm to migrants.

In November 2000, the United Nations
concluded an important new multilateral law
enforcement treaty. The United Nations
Convention against Transnational Organized Crime
(TOC) is designed to promote international
cooperation by defining terms such as "organized
criminal group," and requiring parties to
criminalize certain conduct. Specifically, parties
must criminalize participation in an organized
criminal group, money laundering, corruption, and
obstruction of justice.

TOC has three optional protocols:

» For purposes of thisarticle, the pertinent
instrument is the "Protocol against the
Smuggling of Migrants by Land, Sea and Air"
(Smuggling Protocol).

« A second protocol concerns trafficking in
persons, arelated, but separate form of
criminal activity generally involving force,
fraud, or coercion.

e Thethird protocol dealswith firearms
trafficking. (The United States has signed the
main convention and the protocolson
smuggling and trafficking, but has not signed
the firearms protocol.)

The TOC become activated ninety days after
the fortieth country has deposited its ratification
with the United Nations. The Smuggling Protocol
also requires forty ratifications, but cannot enter
into force prior to the effective date of the main

convention. (Presently, approximately thirty-three
countries have ratified or acceded to the main
convention, and approximately twenty-one have
done so with respect to the Smuggling Protocol.)

The Smuggling Protocol is significant in that
it will require partiesto criminalize alien
smuggling, document fraud, and related conduct,
at least insofar as such acts are committed for gain
by organized criminal groups. In conjunction with
the main convention, the Smuggling Protocol
should bol ster longstanding efforts by the
United States to encourage other countries to
extradite fugitives who are accused of alien
smuggling and related offenses. For more than a
decade, the United States Government has sought
to ensure that immigration crimes and related
offenses, such as document fraud, are deemed to
be extraditable offenses under new bilateral
extradition treaties. In addition, the Smuggling
Protocol will provide an international framework
for cooperation in combating the smuggling of
migrants by sea.

B. The United States approach to maritime
interdiction of illegal aliens

For many years, aliensfrom Cuba, Haiti, the
Dominican Republic, the Bahamas, and other
Carribean countries, have used maritime
smuggling routes to enter the United States
illegally. Increasingly, aliens from other parts of
the world have been availing themselves of the
same smuggling routes and services. The primary
destinations for these smuggling activities have
been, and continue to be, south Florida, Puerto
Rico, and the United States Virgin Islands.

With the proliferation of the smuggling of
Chinese nationals in the early 1990s, the preferred
destinationsincluded ports on both the east and
west coasts of the United States, aswell as Hawaii
and Guam. On June 18, 1993, just twelve days
after the M/V Golden Venture episode, the
government's policy with respect to the problem
of alien smuggling was addressed by a
Presidential Directive.

Presidential Decision Directive 9 (PDD-9)
noted that the recent increase in Asian criminal
syndicate smuggling of Chinese nationals illegally
into the United States is a matter of serious
concern. Accordingly, the following alien
smuggling policy was adopted and, to a
substantial degree, this policy remains in effect
today.

The U.S. government will take the necessary
measures to preempt, interdict and deter alien
smuggling into the U.S. Our effortswill focus
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on disrupting and dismantling the criminal
networks which traffic in illegal aliens. We will
deal with the problem at its source, in transit,
at our borders and within the U.S. We will
attempt to interdict and hold smuggled aliens
as far as possible from the U.S. border and to
repatriate them when appropriate. We will
seek tougher criminal penalties both at home
and abroad for alien smugglers. We will seek
to process smuggled aliens as quickly as
possible. At the same time, we will also
attempt to ensure that smuggled aliens detained
as aresult of U.S. enforcement actions,
whether in the U.S. or abroad, are fairly
assessed and/or screened by appropriate
authorities to ensure protection of bonafide
refugees. (emphasis added)

WEEKLY ComP. PRES. DocC., Alien Smuggling,
(June 1993).

As the primary maritime law enforcement
agency, the United States Coast Guard has
responsibility for enforcing immigration laws at
sea. The Coast Guard conducts patrols and
coordinates with other components of the
Department of Homeland Security (DHS), the
Department, other federal agencies, and foreign
countries, to interdict undocumented migrants at
sea before they reach the United States, its
territories, and possessions.

Because migrant interdiction at sea may
adversely affect foreign relations, interdiction
operations often require consultation with
interested federal agencies. Such interagency
consultations are conducted pursuant to another
Presidential Directive (January 19, 1978), and are
generally referred to as the "PD-27 process." This
process imposes procedures on federal agencies for
dealing with various types of nonmilitary incidents
that could have an adverse effect on United States
foreign relations. Typically, these situations
concern foreign-flagged vesselsinvolved in alien
or drug smuggling. In practice, the PD-27 process
involves interagency telephone conferences
convened at the agency headquarters level for
proposing courses of action, and obtaining
interagency concurrence and coordination.
WEEKLY CoMP. PRES. DocC., Procedures for
Dealing with Non-military Incidents (Jan. 1978).

Maritime migrant smuggling often involves
foreign-flagged vessed s that are overcrowded and
unseaworthy. In these situations, the Coast Guard's
initial intervention may be necessary simply to
ensure migrant safety. If the available facts indicate
that a violation of our immigration laws is
occurring, the Coast Guard, through the PD-27
process, will seek interagency consensuson a

course of action. Typically, the first step will
involve adiplomatic approach to the flag country,
seeking authority to board the vessel and
investigate.

If flag-country authorization is obtained, and a
determination made that the vessel isinvolved in
alien smuggling, the resulting course of action
will depend on the particular circumstancesin
each case. For example, isthe flag state willing
and able to accept responsibility for the vessel and
the migrants? Can the vessel be diverted to athird
country from which the migrants can be
repatriated to their countries of origin? Have any
of the migrants expressed protection concerns so
as to require preliminary screening interviews by
asylum officers? Has there been a violation of our
immigration laws that merits prosecution?

The decision whether to pursue a criminal
prosecution often depends on investigative
interviews conducted by government immigration
officers and attorneys on board the smuggling
vessel or inforeign countries. These interviews
identify the targets of the investigation and
determine which migrants may be suitable to be
brought into the United States as material
witnesses. When a decision to prosecute is made,
venue for the offense often is governed by 18
U.S.C. § 3238 (offenses not committed in any
district). In some cases, the district wherethe
defendant is first brought will control. In others,
venue will be in the District of Columbia.

C. International investigative resources

One difficulty often encountered in
international smuggling and document fraud
investigations is that the major targets may reside
outside the United States. Complicating matters
further is the fact that even large-scale alien
smugglers tend to operate through |oose networks
of affiliates that rarely fit traditional hierarchical
models of organized crime.

In order to develop prosecutable criminal
cases against principals in international alien
smuggling organizations, the United States must
have an effective investigative capability in
various parts of the world. Prosecutors should be
aware of the investigative resources that are
available for this purpose. Exact capabilities will
vary by country, but United States law
enforcement agents and prosecutors stationed at
United States embassies and consul ates often have
excellent working relationships with their
counterparts. Frequently, United States law
enforcement personnel posted abroad can obtain
information or evidence informally. If formal
mutual assistance is needed, for example, if the
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evidence was not obtained in an admissible form,
the information or evidence gathered informally
may provide the basis for drafting a formal request.

Circumstances and practices differ from
country to country. Consult the Office of
International Affairs (OIA) for specific advice
regarding informal and formal mutual legal
assistance, aswell as issues regarding extradition
and possible alternativesto extradition.

Department of Homeland Security

On March 1, 2003, the Immigration and
Naturalization Service (INS) was abolished and its
functions were transferred to the Department of
Homeland Security (DHS). Theformer INS
functions have been generally divided among three
new bureaus:

» the Bureau of Immigration and Customs
Enforcement (ICE);

e the Bureau of Customs and Border Protection
(CBP); and

» the Bureau of Citizenship and Immigration
Services (CIS).

At publication time, DHS isin the process of
making organizational and policy decisions
concerning its allocation of overseas resources.
Please note, however, that ICE is primarily
responsible for investigating criminal violations of
the Immigration and N ationality Act and related
provisions of the United States Code. Presently,
DHS has three primary international offices,
located in Mexico City, Rome, and Bangkok. Each
of these offices operate several satellite officesthat
have enforcement/investigative capability.

Currently, the Mexico City office operates
satellite offices in M exico, Guatemala, Ecuador,
Cuba, Jamaica, Peru, Panama, Haiti, El Salvador,
and Honduras. The Rome office supervises satellite
officesin Turkey, Greece, Denmark, Germany,
Pakistan, South Africa, the United Kingdom,
Spain, Russia, Kenya, India, and Austria. Satellite
offices for the Bangkok District are located in
China, Vietham, Hong Kong, the Philippines,
Korea, and Singapore.

Bureau of Diplomatic Security

The Bureau of Diplomatic Security (DS) isthe
security and law enforcement arm of the
Department of State. One of its componentsisthe
Diplomatic Security Service. Special Agents of DS
have concurrent investigative jurisdiction with
respect to passport and visafraud offenses. Each
year, DS investigates more than 4,000 passport and
visa fraud violations around the world. Many of

these investigations are related to other crimes,
such as drug trafficking, international organized
crime, alien smuggling, and other serious
offenses.

Federal Bureau of Investigation

Of course, the FBI also has an extensive
system of Legal Attachés (L egats), who are
located at United States diplomatic posts
throughout the world. The FBI ismost involved in
smuggling and other immigration investigations
that appear to relate to national security and
organized crime.

IV. Domestic Security Section

The Domestic Security Section (DSS) is the
newest of the Criminal Division's component
sections. DSS was established in November 2002,
and was assigned the functions of the former
Alien Smuggling Task Force (ASTF), a Criminal
Division entity that was created by the Attorney
General in February 2000 for the purpose of
ensuring that the Department took a
comprehensive approach to the problem of alien
smuggling. D SS also was assigned supervisory
responsibility for the federal violent crime and
immigration crime statutes that previously were
assigned to the Terrorism and Violent Crime
Section (TVCS). (Theremaining part of TVCS
was then renamed the Counter Terrorism Section,
to reflect its mission concerning terrorism-rel ated
investigations, prosecutions, and policy.)

The merger of the Criminal Division's
responsibilities for immigration crimes and federal
violent crimesinto a single section permits DSS to
focus on investigations, prosecutions, and policy
issues, that have a direct bearing on the domestic
security of the United States. (D SS responsibility
concerning violent crimes unrelated to
immigration is beyond the scope of this article.)

With respect to alien smuggling, DSS is
involved in policy, operational, and training
matters. The section works with all pertinent
components of the Department, as well as other
Executive Branch agencies, including the
Department of Homeland Security, the National
Security Counsel, the Department of State, and
the intelligence community. DSS also provides a
central point of contact for United States
Attorneys' Offices (USA Os) that handle alien
smuggling cases. The section provides legal
advice, coordinates multidistrict cases, acts as
liaison between USAOs and other parts of the
government, litigates cases on its own, and
provides litigation assistance to USA Os in
appropriate cases, and within resource limits.

18 UNITED STATESATTORNEYS BULLETIN

SEPTEMBER 2003



DSS' responsibility with respect to immigration
enforcement has a significant interagency and
international dimension. For example, DSS serves
as the cochair of the Interagency Working Group
on Smuggling and Trafficking (IWG) under the
auspices of the National Security Council. The
IWG, in turn, has worked with enforcement and
intelligence agencies on various projects, including
efforts againgt major alien smugglers residing
abroad.

In the aftermath of the 9/11 terrorist attacks,
DSS hasworked with USA Os, INS and its
successor agencies at DHS, the FBI, the
United States Coast Guard, and the intelligence
community in an effort to identify and target
organizations and networks that smuggle aliens
deemed to present special security threats to the
United States.

Some recent cases that DSS has prosecuted
jointly with various USAOs are described below.

United States v. Feng, Crim. No. H-01-544 (S.D.
Tx. 2001)

Feng Kan-Yen, a’k/a Kenny Feng, was a
Taiwanese snakehead whose organization assisted
in smuggling United States-bound, undocumented
Chinese migrantsto Latin America by boat. Feng,
in affiliation with other smugglers, transported
migrants from China to the coast of Guatemala,
where the human cargo would be offloaded and
held in Guatemalan safe houses pending payment
of smuggling fees. Those who paid the demanded
feewould bereferred to other smugglers who
specialized in overland travel to the United States.
Those who did not pay risked murkier fates.

For example, the family of one female migrant
paid $15,000 to have her smuggled into the
United States. In 1998, upon her arrival in
Guatemal a, the woman learned that her fee had
skyrocketed to $40,000. Feng held the woman in
Guatemala for more than fifteen months. When she
still could not pay the higher fee, she was sold to
M exican smugglers, who brought her into Texas.
From there, she was delivered to another
Taiwanese smuggler named Chen Yung Ming. Still
unable to pay the full $40,000, the woman learned
that she was to be sold yet again, thistime to
smugglersin New Y ork City.

In June 1999, in Houston, the victim broke her
back while attempting to escape through a second
story window. Her cooperation from a hospita bed
quickly led to the arrest of Chen Yung Ming and
two cohorts, who were indicted on charges of aien
smuggling and hostage taking. Chen Yung Ming
was convicted of hostage taking and sentenced to
twenty-seven years, while his two codefendants

were convicted of alien smuggling and received
lesser sentences.

Theinvestigation continued and ultimately
Feng Kan-Y en was expelled by El Salvador, one
of severd countries in which he resided. Feng was
arrested in Houston, and in 2001, pled guilty to
conspiracy to commit hostage-taking.

United States v. Jose Delgado-Garcia, Crim. No.
02-293-01 (D.D.C. 2003)

In May 2003, four Ecuadorian nationals were
convicted for their roles as crewmen on the Jose
Alexander 11, afishing vessel of Ecuadorian
registry. Spotted by a United States Navy
helicopter, the vessel was intercepted in
international waters by the United States Coast
Guard on June 10, 2002, while transporting
almost 200 undocumented Ecuadorian migrants.
The migrants were being smuggled to the
United States, for which each had paid a fee of up
to $8,500.

The vessel was dangerously overcrowded and
there were no medical suppliesor lifesaving
equipment on board. The food and water available
to its passengers were insufficient for the journey.
Passengers had access to one toilet, and conditions
on the boat during its fifteen days at sea quickly
became unsanitary. Witnesses described perilous
encounters at seathat instilled fear and near panic
among the passengers. On one occasion, a huge
whale circled their overcrowded and unstable
vessel several times. Near the Galapagos I slands,
the captain scared off approaching pirates by
firing his gun.

When located, the boat was en route to a
location off the coast of Guatemala to rendezvous
with smaller vessels that were supposed to
transport the migrants to Guatemalan territory.
From there, the migrants were to be picked up by
other associates of the smuggling operation, in
order to continue their journey over land through
Mexico to the United States. The captain of the
vessel, Jose Delgado-Garcia, received a
mandatory minimum sentence of five years. His
three codefendants, who cooperated, received
lesser sentences.

United States v. Assadi, 223 F. Supp. 2d 208
(D.D.C. 2002)

Iranian national Mohammed Hussein Assadi
was convicted in October 2002 of conspiracy to
commit alien smuggling and encouraging or
inducing aliens to come to the United States.
Assadi's specialty was arranging the smuggling of
aliens from the Middle East through Latin
Americainto the United Statesvia commercial
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