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I. Introduction

The events of September 11, 2001,
undoubtedly shocked the nation. In the post-9/11
era, the United States Government is focusing
enormous time, energy, and resources on fighting
terrorism on all fronts, both domestically and
internationally. Numerous laws were enacted
aimed at strengthening the Government's ability to
combat terrorism. In the wake of the horrific
events, certain vulnerabilities in our nation's
homeland protection and security were
highlighted. One such area was the country's
transportation systems, particularly aviation.

To address such vulnerabilities, Congress
passed, and the President signed into law, the
Aviation and Transportation Security Act, Pub. L.
No. 107-71,§ 101, 115 Stat. 597 (2001). In
addition, following the events of September 11,
2001, the American public demanded additional
investigative resources to enhance airport security
and law enforcement. As a result, certain law
enforcement responsibilities were assigned to the
Transportation Security Administration (TSA). Id.

The Aviation and Transportation Security Act
(ATSA) is the organic statute that established
TSA. Its legislative history demonstrates the
country's dissatisfaction with prior enforcement
efforts in the area of aviation security. H.R. CONF.
REP. NO. 107-296, at 1 (2001). As a result, TSA's
mandate is to improve security of the
United States' transportation systems and
facilities, as well as minimize the risks of another
terrorist tragedy in the transportation sector. Quite
simply, TSA has the sole mission to protect the
nation's transportation systems to ensure freedom
of movement for people and commerce.

II. The Transportation Security
Administration: Its origins, structure, and
goals

A. Origins of the Transportation Security
Administration

TSA has redefined aviation and transportation
security over the past twenty-three months. This is
no small task, given that more than 620 million
passengers and 1 billion pieces of luggage pass
through United States airports annually.
Nevertheless, the agency has operated under the
guiding principle of "Excellence in public service
through: Integrity, Innovation, and Teamwork."
http://www.tsa.gov/public/display?theme=7&cont
ent=44.

During this time frame, TSA has
accomplished the following:

• Recruited, hired, trained, and deployed a
security screening workforce for the entire
nation;

• Instituted screening procedures for all
passengers and baggage boarding aircraft;

• Installed explosive detection devices in nearly
all the nation's airports;

• Hardened airplane cockpit doors;

• Trained and deployed federal flight deck
officers;

• Developed K-9 explosive units nationwide;

• Initiated enhancements to the Computer-
Assisted Passenger Pre-screening System; and

• Began development of national
Transportation Worker Identification Card
(TWIC).

B. Organizational structure of TSA

When initially created and authorized, TSA
was a component agency of the United States
Department of Transportation. However, upon the
establishment of the Department of Homeland
Security, TSA became an integral part of our
nation's homeland defense under the Secretary of
Homeland Security.
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TSA headquarters

The senior leader of TSA is Acting
Administrator David Stone. Acting Administrator
Stone is supported by Deputy Administrator
Stephen McHale, Chief of Staff Carol DiBattiste,
Chief Operating Officer Vice Admiral John
Shkor, and Chief Logistics Officer Gale Rossides.
In particular, the Chief Operating Officer oversees
four primary divisions: Aviation Operations,
Maritime and Land Operations, Intelligence, and
Policy.

Each division is operated by an Assistant
Administrator. The largest division, by far, is
Aviation Operations, as it has been the primary
focus of TSA for the past year. This division is
responsible for the day-to-day operations of the
nation's airports, including screening of
passengers and baggage, law enforcement, and
civil enforcement actions, pursuant to aviation
security regulations through an administrative
process.

TSA field operations

TSA maintains a robust and vital field structure at
the more than 400 airports nationwide, and the
Federal Security Director (FSD) is responsible for
all security operations at these airports. There are
158 FSDs, covering the nation's largest (Category
X and I) airports and the geographic region
around them. Many FSDs have extensive
background and experience as law enforcement
officers.

The Administrator has delegated most of his
daily operational responsibilities to the FSDs at
the airports (through the Assistant Administrator).
The FSDs routinely work with federal, state, and
local law enforcement and public safety agencies,
to ensure the best protection possible at their
airports. FSDs generally have three Assistant
Federal Security Directors designated for the
following areas: law enforcement, regulations,
and screening. The FSDs rely heavily upon their
staff and a professional cadre of highly trained
security screeners. The FSD in each jurisdiction
can be located at:
http://www.tsa.gov/interweb/assetlibrary/FSD_Co
ntact_List.xls.

TSA Office of Chief Counsel

In order to support an agency of this size,
TSA maintains a strong Office of Chief Counsel
(OCC) that addresses a variety of legal issues and
matters. TSA OCC is comprised of attorneys from
various federal and state government agencies, as
well as the private sector. There are approximately
sixty TSA Field Counsel covering the geographic

regions surrounding the nation's thirty largest
airports.

The OCC at headquarters is made up of seven
divisions specializing in certain areas of the law: 

• Criminal Enforcement; 

• Civil Enforcement; 

• Litigation (primarily Employment and
Tort/Liability litigation); 

• Regulations; 

• Procurement; 

• General Law (Ethics, Information/Privacy,
and Personnel); and 

• Operations (Administrative Functions,
Legislation, and International Law). 

United States Attorneys are most likely to
interface with Field Counsel (many of whom have
extensive criminal law and law enforcement
backgrounds) in local jurisdictions and/or the
Criminal Enforcement Division in Washington,
D.C.

The Criminal Enforcement Division (OCC
Criminal Enforcement Division) is headed by a
Deputy Chief Counsel, and six Attorney-
Advisors. These attorneys are highly experienced
in the areas of criminal law, law enforcement,
background checks, intelligence issues, and
general security matters. With their knowledge of
aviation and transportation security, the OCC
Criminal Enforcement Division can be a valuable
asset for United States Attorneys seeking
assistance and counsel in Title 49 (aviation
security) offenses, as well as unique Title 18
criminal offenses dealing with aviation issues.
More specifically, OCC Criminal Enforcement
Division stands ready to assist with all facets of a
case, including litigation support, research
assistance, guidance on charging decisions, and
appeals.

Goals of TSA

During TSA's first year in existence, it set out
to address aviation security and meet the
challenges and deadlines set out in the Aviation
and Transportation Security Act (ATSA). In
addition, it created an agency from nothing but a
single document, a statutory authorization.

With respect to TSA's law enforcement
efforts, the guiding tenets are:

• Prevention of harm to the transportation
systems and facilities;

• Deterrence of risks to transportation security;
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• Monitoring and detection of activities which
might affect transportation security;

• Enforcement and punishment of offenders
committing violations against transportation
security; and

• Minimization of the harms posed by any risks
to transportation security.

III. TSA's involvement in the law enforcement
com munity

The ATSA authorizes the Administrator to,
among other tasks:

• Assess threats to transportation (49 U.S.C.
§ 114(f)(2));

• Develop policies, strategies, and plans, for
dealing with threats to transportation security
(49 U.S.C. § 114(f)(3));

• Coordinate countermeasures with appropriate
federal agencies, including the United States
Attorneys (49 U.S.C. § 114(f)(4));

• Serve as the primary liaison for transportation
security to the intelligence and law
enforcement communities (49 U.S.C.
§ 114(f)(5));

• Manage and provide operational guidance to
field security resources (49 U.S.C.
§ 114(f)(6));

• Enforce security-related regulations and
requirements (49 U.S.C. § 114(f)(7)); and

• Oversee the implementation and ensure
adequacy of security measures at airports (49
U.S.C. § 114(f)(11)).

In addition, the TSA Administrator has
"exclusive responsibility to direct law
enforcement activity related to the safety of
passengers on an aircraft" involved in a hijacking
incident when the aircraft is in-flight. 49 U.S.C.
§ 44903(e). 

IV. TSA enhancing security at airports

A. Presence of law enforcement.

Aviation security and TSA are largely reliant
upon the law enforcement capabilities of other
existing federal law enforcement agencies
(namely, the Federal Bureau of Investigation
(FBI), the Bureau of Alcohol, Tobacco, Firearms,
and Explosives (ATFE), and the Department of
Homeland Security Bureau of Immigration and
Customs Enforcement) and state and local law
enforcement partners. Recently, TSA and FBI
initiated a monthly working group to identify
areas of joint concern and coordinate policies,
particularly where the two agencies share

jurisdiction. This working relationship will greatly
enhance both agencies' ability to protect the
traveling public and combat terrorism.

B. Passenger and baggage screening as
adm inistrative searches.

All airplane passengers must pass through an
airport screening checkpoint and undergo a
security screening. In balancing Fourth
Amendment concerns about these limited
intrusions against the substantial public interest in
protecting the aviation system, federal courts have
generally held that such activities are reasonable.
United States v. Davis , 482 F.2d 893 (9th Cir.
1973). See also Torbet v. United Airlines, 2002
U.S. App. LEXIS 15777 (9th Cir. 2002). The
security screening must be limited in scope,
focused only on finding items that might pose a
danger to the security of the aircraft. Nevertheless,
courts have also upheld the admission of evidence
found during a valid security screening, such as
contraband. United States v. $124,570 U.S.
Currency, 873 F.2d 1240 (9th Cir. 1989). Once
again, the OCC Criminal Enforcement Division
may be able to assist federal prosecutors in
addressing these legal issues, including responses
to motions to suppress this type of evidence.

V. Aviation security offenses

There are numerous federal criminal offenses
that might affect aviation and transportation
security. The following offenses are the primary
ones that are likely to be presented to
United States Attorneys for consideration:

• Carrying a concealed, dangerous weapon on
aircraft and in checked baggage (49 U.S.C.
§ 46505);

• Interference with a flight crew (49 U.S.C.
§ 46504);

• Interference with security screening personnel
(49 U.S.C. § 46503);

• Aircraft piracy (49 U.S.C. § 46502);

• Federal crime in aircraft in-flight jurisdiction
(49 U.S.C. § 46506);

• False information and threats (49 U.S.C.
§ 46507);

• Passenger screening violations (49 U.S.C.
§ 46314);

• Destruction of aircraft or aviation facility (18
U.S.C. § 32); and

• Entry to aircraft or secure area of airport by
false pretenses (18 U.S.C. § 1036).

The top three priorities of airport offenses are:
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Firearm s and ammunition offenses: In
2002, nearly 800 firearms incidents were reported
at the nation's airports. Only a small percentage
were prosecuted federally. See United States v.
Copeland, 2003 U.S. Dist. LEXIS 6446 (W.D.
Tenn. 2003) (Court held that "knowledge"
requirement of 49 U.S.C. § 46505 firearms
offense was a factual question to be decided by
the jury).

Assaults on federal employees: (i.e., security
screeners).

False statements on airport applications:
TSA aims to maintain the safest workforce and
work environment at the airports. Consequently, if
an individual is making a materially false
statement on airport applications, TSA supports
appropriate prosecutions of such offenses. TSA
also applauds the efforts of many United States
Attorneys around the country who have already
assisted in keeping our airports safe in Operation
TARMAC.

VI. TSA working with United States Attorneys.

As a new federal agency, TSA is committed
to establishing productive working relations with
federal, state, and local law enforcement partners.
Strong working relationships with each
United States Attorney and the FBI are essential
to carrying out the joint mission of fighting
terrorism on all fronts, including transportation
security.

TSA is participating in the United States
Attorneys' Anti-Terrorism Advisory Councils
(ATACs) around the country. TSA can provide
valuable investigative information, intelligence,
and resources, to the policy coordination efforts of
the ATACs. TSA will also work with
United States Attorneys through participation on
Law Enforcement Coordinating Committees.

TSA has also designated representatives on
each of the FBI's Joint Terrorism Task Forces
(JTTFs). These representatives are well trained,
experienced, criminal investigators who will
participate in terrorism investigations and cases
primarily focused on transportation security
matters.

TSA will continue to work with United States
Attorneys and Congress to propose legislation that
will foster federal enforcement relating to aviation
and transportation security. The United States
Attorneys are encouraged to continue to provide
input and guidance to TSA OCC (either Field
Counsel or at headquarters) on ways to improve
federal enforcement efforts and facilitate
prosecution of federal offenses affecting aviation
and transportation security.

In addition, TSA may look to United States
Attorneys for assistance and possible
representation in their role as litigator on behalf of
federal agencies. TSA maintains vast amounts of
information that is protected by regulation as
Sensitive Security Information (SSI), which is
akin to law enforcement's "sensitive information."
49 C.F.R. § 1520.7 (2003). Such information must
be protected zealously, since disclosure might
endanger the traveling public. The following
items are examples of materials considered to be
protected SSI information: Airport Security
Programs; standard operating procedures for
passengers and checked baggage; technical
specifications for security devices; procedures to
test screening equipment; and the like. Id. If issues
arise in litigation in any court (federal or state),
we must strenuously aim to protect this
information, and TSA will look to the
United States Attorneys' Offices for
representation.

Further, TSA must follow agency rules
regarding providing fact witnesses for litigation
purposes, often referred to as Touhy regulations.
United States ex rel. Touhy v. Ragen, 340 U.S.
462 (1951). W here a TSA employee is
subpoenaed to testify in court, perhaps by defense
counsel, state prosecutor, or civil litigants, proper
procedures must be followed under the Touhy
regulations. If such rules are not strictly adhered
to, TSA counsel might well contact the
United States Attorney's Office seeking
representation to defend the TSA employee.

VII. National Transportation System Security
Plan

TSA has been designated as the lead
component agency to address transportation
security within the Department of Homeland
Security. Therefore, the TSA Administrator has
been asked to provide a National Transportation
System Security Plan for the United States. This
plan will address security concerns and issues
related to virtually all modes of transportation,
including the following six pillars of
transportation:

• Aviation Security;

• Maritime Security;

• Highway Security;

• Railway Security;

• Security of Mass Transit; and

• Security of Pipelines.

TSA looks forward to working with
United States Attorneys and other partners within
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the federal, state, and local law enforcement
communities in developing a security plan for the
nation and protecting the United States from
further attacks on its transportation systems and
facilities.

VIII. Conclusion 

In a little less than twenty-three months, TSA
has transformed our notions of airport security
and it will continue to improve our efforts to
protect all modes of transportation. The work of
TSA is but one facet in the fight against global
terrorism. TSA has relied on the assistance and
guidance of many other entities and is continually
looking to build bridges of cooperation. It is
important to TSA to have a strong working
relationship with United States Attorneys' Offices
and with other partners in law enforcement,
particularly those at the federal level. We hope
this article has presented a small sample of TSA's
capabilities and shown how the agency can be a
valuable ally in the fight against terrorism.�

TSA is also pleased to welcome the significant
contributions of Carol DiBattiste, former
Director, Executive Office of United States
Attorneys, Deputy United States Attorney for the
Southern District of Florida, and Director of the
Office of Legal Education at the Department of
Justice (TSA Chief of Staff) and Donna Bucella,
former Director, Executive Office of United States
Attorneys and United States Attorney for the
Middle District of Florida (Aviation Operations,
Area Director for the Southeast Region). They are
invaluable resources to the agency and provide
insight into the world of federal prosecutors.

ABOUT THE AUTHORS

�Jay Lerner was an attorney at the United States
Department of Justice, Criminal Division for
approximately ten years. Mr. Lerner worked as a
Special Assistant to the Assistant Attorney
General for approximately four years, and he also
worked in the Narcotic and Dangerous Drug
Section, the Office of International Affairs, the
Office of Overseas Prosecutorial Development
Assistance and Training, and the Money
Laundering Section in the United States
Attorney's Office for the Eastern District of
Virginia. Before his tenure as a federal prosecutor,
Mr. Lerner practiced at a private law firm
participating in the criminal law field.a

�Stephen Brundage was a Presidential
Management Intern with the Drug Enforcement
Administration and worked in the Narcotic and
Dangerous Drug Section at the United States
Department of Justice. Both Messrs. Lerner and
Brundage have been working at TSA-OCC largely
since the inception of the agency.a

Contact information: For further information on
these subjects, please feel free to contact Jay
Lerner at jay.lerner@dhs.gov or Stephen
Brundage at stephen.brundage@dhs.gov. or at
(571) 227-2662.

The Criminalization of Air Violence
Jeff Breinholt, 
Deputy Chief
Counterterrorism Section
Criminal Division

I. Introduction: the American approach to
criminalizing terrorism

The American prosecutorial experience with air
violence is a microcosm of our law enforcement
approach to counterterrorism generally.
Understanding this approach helps federal
prosecutors fulfill the new post-9/11 public safety
mandate: preventing terrorist acts before they
occur.

The American treatment of terrorism as a law
enforcement matter arises out of our legal
tradition. In criminalizing terrorism, we seek to

define terrorists by what they do, rather than who
they are or what particular beliefs motivate them.
In the United States, one cannot be convicted of
the crime of being a terrorist because there is no
such crime. While there is no general crime of
terrorism, there are a number of offenses that are
classified as "federal crimes of terrorism," See 18
U.S.C. § 2332b(g)(5). This classification,
however, is mainly for ease of reference, and is
relevant for such things as sentencing
enhancements. Each offense listed as a "federal
crime of terrorism" is defined by its own section
of the U.S. Criminal Code. Those crimes are:

Title 18: 

§ 32 (relating to destruction of aircraft or aircraft
facilities);
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§ 37 (relating to violence at international airports);

§ 81 (relating to arson within special maritime and
territorial jurisdiction); 

§ 175 or §175b (relating to biological weapons); 

§ 229 (relating to chemical weapons); 

§ 351(a)-(d) (relating to congressional, cabinet,
and Supreme Court assassination and
kidnapping); 

§ 831 (relating to nuclear materials); 

§ 842(m) or (n) (relating to plastic explosives); 

§ 844(f)(2) or (3) (relating to arson and bombing
of Government property risking or causing death); 

§ 844(i) (relating to arson and bombing of
property used in interstate commerce);

 § 930(c) (relating to killing or attempted killing
during an attack on a Federal facility with a
dangerous weapon); 

§ 956(a)(1) (relating to conspiracy to murder,
kidnap, or maim persons abroad); 

§ 1030(a)(1) (relating to protection of computers);

§ 1030(a)(5)(B)(ii) through (v) (relating to
protection of computers); 

§ 1114 (relating to killing or attempted killing of
officers and employees of the United States); 

§ 1116 (relating to murder or manslaughter of
foreign officials, official guests, or internationally
protected persons); 

§ 1203 (relating to hostage taking); 

§ 1362 (relating to destruction of communication
lines, stations, or systems); 

§ 1363 (relating to injury to buildings or property
within special maritime and territorial jurisdiction
of the United States);

§ 1366(a) (relating to destruction of an energy
facility);

§ 1751(a) - (d)(relating to Presidential and
Presidential staff assassination and kidnapping);

§ 1992 (relating to wrecking trains);

§ 1993 (relating to terrorist attacks and other acts
of violence against mass transportation systems); 

§ 2155 (relating to destruction of national defense
materials, premises, or utilities);

§ 2280 (relating to violence against maritime
navigation); 

§ 2281 (relating to violence against maritime
fixed platforms);

§ 2332 (relating to certain homicides and other
violence against United States nationals occurring
outside of the United States); 

§ 2332a (relating to use of weapons of mass
destruction); 

§ 2332b (relating to acts of terrorism
transcending national boundaries);

§ 2332f (relating to bombing of public places and
facilities);

§ 2339 (relating to harboring terrorists); 

§ 2339A (relating to providing material support
to terrorists); 

§ 2339B (relating to providing material support
to terrorist organizations); 

§ 2339C (relating to financing of terrorism); and

§ 2340A (relating to torture).

Title 42:

§ 2284 (relating to sabotage of nuclear facilities
or fuel). 

Title 49:

§ 46502 (relating to aircraft piracy); 

§ 46504 (relating to assault on a flight crew with
a dangerous weapon); 

§ 46505(b)(3) or (c) (relating to explosive or
incendiary devices, or endangerment of human
life by means of weapons, on aircraft); 

§ 46506 (if homicide or attempted homicide is
involved (relating to application of certain
criminal laws to acts on aircraft)); 

§ 60123( b) (relating to destruction of interstate
gas or hazardous liquid pipeline facility).

II. Crimes involving air violence in the
United States

 In the late 1950s, violence and threatened
violence on commercial airliners were the most
frequently prosecuted of all terrorism crimes.
Prior to 9/11, thirty-one of the ninety-three
United States Attorneys' Offices had published
opinions that deal with the prosecution of air
violence. Given the nature of the events of 9/11,
this number has most likely increased. 

A number of factors caused such extensive
enforcement. In the late 1950s, air travel was a
fairly new experience for most people.
Consequently, some travelers did not realize the
serious threat underlying jokes about bombs in
their luggage. Furthermore, air travel is unique in
that misconduct of one passenger can lead to
catastrophic consequences. Due to the potential



JANUARY 2004 UNITED STATES ATTORNEYS ' BUL LET IN 7

dangers that faced airline transportation, there was
an aggressive enforcement of criminal laws
designed to guard against the possibility of
in-flight violence, even including contemplation
or discussion of such acts. However, even such
aggressive enforcement did not prevent terrorist
from using commercial airlines as weapons
against the United States. 

Overinclusive targeting in the context of air
terrorism is a deliberate policy and prosecutorial
decision. It is believed to be necessary to guard
against the real negative results, bombs and
shootings on planes, with all the horrendous
consequences. Federal prosecutors have
aggressively charged persons who engaged in
conduct (i.e., joking about explosives on planes)
beyond the mischief that was sought to be
prevented (i.e., actual bombs and gunfire). 

By studying the United States experience with
air crimes enforcement, modern prosecutors and
policymakers can gain a better understanding of
the appropriate and inappropriate use of
overinclusive targeting. Interestingly, unlike
overinclusive targeting in the context of other
types of terrorism, where the accused has
questioned the constitutionality of the very
existence of the crime, persons convicted of air
crimes have argued that the crime was applied too
aggressively against them. For a complete
discussion of the concepts of underinclusive,
overinclusive, and optimal targeting, see Jeff
Breinholt, Philosophy of American Terrorism
Crimes, UNITED STATES ATTORNEYS' BUL LETIN ,
July 2003, at 2.

In the late 1960s and early 1970s, the
United States, like many of our allies, was hit with
a spate of hijackings that resulted in criminal
prosecutions. Air violence was the political attack
of choice for Palestinian terrorists, then at the
vanguard of terrorist groups, as well as
United States-based revolutionaries who sought to
show solidarity with Cuba. The hijackings led to
two United Nations treaties that required signatory
countries to enact laws to deal with the problem.
The treaties enacted were:

• The Convention for the Suppression of
Unlawful Seizure of Aircraft, negotiated at the
Hague, Dec. 16, 1970, 22 U.S.T. 1641, 860
U.N.T.S. 105;

• The Convention for the Suppression of
Unlawful Acts against the Safety of Civil
Aviation, done at Montreal, September 23,
1971, 24 U.S.T. 565, 974 U.N.T.S. 178; and

• The Protocol for the Suppression of Unlawful
Acts of Violence at Airports Serving

International Civil Aviation, done at
Montreal, February 24, 1988, S. Treaty Doc.
No. 100-19, 1589 U.N.T.S. 474
(supplementing the 1971 Montreal
Convention).

The Anti-hijacking Act of 1974, PUB L. NO.
93-366, 88 Stat. 409 (1974), was enacted to fulfill
the United States' obligations under the Hague
Convention, which requires signatory nations to
extradite or punish hijackers "present in" their
territory. The Anti-hijacking Act provides for
criminal punishment of persons who hijack
aircraft operating wholly outside the "special
aircraft jurisdiction" of the United States,
provided that the hijacker is later "found in the
United States." Originally enacted as 49 U.S.C.
App. § 1472(n), this crime is currently codified at
49 U.S.C. § 46502. In addition to this crime,
there are six other air-related criminal offenses:
destruction of aircraft or aircraft facilities (18
U.S.C. § 32); hoaxes (18 U.S.C. § 35) and
violence at international airports (18 U.S.C § 37);
interference with flight crew members and
attendants (49 U.S.C. § 46504); carrying a
weapon or explosive on an aircraft (49 U.S.C.
§ 46505); and a general provision which allows
for the prosecution of certain crimes if committed
on an aircraft (49 U.S.C. § 46506).

III. Bad jokes

Some of those ensnared in the net of air crime
enforcement may have been guilty of poor
judgment and ill-timed attempts at humor, and
they may not have been charged if the mode of
travel was not so new and the security
precautions so intense. These cases involved
violations of the hoax statute, 18 U.S.C. § 35,
which criminalizes the communication of false
information concerning an attempt or alleged
attempt to commit air violence. Section 35
contains a misdemeanor, for communicating
information known to be false, and a felony, for
doing so "wilfully and maliciously, or with
reckless disregard for the safety of human life."
Consider the following factual scenarios that
resulted in criminal prosecutions and published
judicial opinions: 

• As he was making travel arrangements for his
flight in July 1961, Sam Silver told the ticket
agent "I have a bomb in my brief case." The
plane, carrying eight-eight passengers from
Jacksonville, Florida to Washington, D.C. en
route to Philadelphia, was delayed some
twenty minutes, and Silver was not permitted
to board. In his luggage Silver was carrying a
can of aerosol bug spray with the words "bug
bomb" imprinted on it. According to the
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court, there is no doubt that the statement that
he had a bomb in his brief case was made in
jest. Silver was charged under § 35, and a
warrant of removal to the district where
prosecution was pending was issued.
United States v. Silver, 196 F. Supp. 677
(E.D. Pa. 1961).

• In 1962, Bruce Allen and a friend, Roth, were
at the ticket counter of an airline in Windsor
Locks, Connecticut, Roth intending to fly to
Chicago. Roth had two bags, one large and
one small. An attendant took the large bag to
a scale a short distance down the counter,
asking whether Roth was going to carry the
small bag. Allen handed Roth the small bag,
asking, "Is that the bag with the bomb in it?"
The attendant then about six feet away,
looked toward Allen, who said to Roth "I
don't think he likes me." The bags were
searched, revealing no bomb, and Roth took
the plane to Chicago. The attendant was
initially worried by the remark, leading to the
search of the bags, but was soon convinced
the bomb remark was made in jest. Allen was
convicted of a § 35 misdemeanor offense and
sentenced to imprisonment for one year,
suspended after six months, with two years
probation and a $250 fine. United States v.
Allen, 317 F.2d 777 (D. Conn. 1963).

• On the evening of August 6, 1962, aboard an
airborne M ohawk Airlines Flight en route
from New York to Burlington, Vermont, John
Humphrey Sullivan asked the flight attendant
if his bag was on board. When she answered
affirmatively, he said it contained TNT. He
was sentenced to a term of one year with the
direction that he spend thirty days in jail and
eleven months on probation. United States v.
Sullivan, 329 F.2d 755 (E.D.N.Y. 1964).

• George Albert Rutherford, while on board a
United States airplane at a New York airport,
said within hearing of the flight attendant, "I
have to sit near the back because I have a
bomb.'' After another passenger referred to the
"tail blowing off," Rutherford said he did not
care because he had "plenty of life insurance."
Rutherford was sentenced to imprisonment for
one year, suspended after ten days.
United States v. Rutherford , 332 F.2d 444
(E.D.N.Y. 1964).

The courts in these case left no doubt that
these types of statements, even if made entirely in
jest, were properly within the coverage of § 35.
Allen and Sullivan contended there was no proof
from which a finding of evil purpose could be
made, and that such evil purpose is necessary to

find wilfulness within the meaning of the statute.
Allen, 371 F.2d at 778; Sullivan, 329 F.2d at 756.
Silver argued that he could not be convicted
under the hoax statute unless he had actual intent
to destroy a plane. Silver,196 F. Supp at 679.
Rutherford went further, claiming at trial that
§ 35 infringed on his freedom of speech, arguing
that it was unconstitutionally vague in that its
words permit conviction for innocent acts.
Rutherford, 332 F.2d at 445. The court rejected
each of these claims. In Rutherford, the court
acknowledged that § 35 could be applied to
certain constitutionally-protected speech, but
equated its application to the defendant's conduct
to the First Amendment exception, articulated by
Justice Holmes, of "yelling fire in a crowded
theater." Id. at 446, citing Schenck v.
United States, 249 U.S. 47, 52 (1919). As noted
by the court in Silver, "We cannot help but take
judicial notice of similar situations elsewhere
where individuals of a completely distorted sense
of humor or pranksters with juvenile minds have
caused expensive delays, investigations,
hardships, and induced fear by such acts." Silver,
196 F. Supp. at 679.

One court in this era was not so deferential to
this aggressive prosecutorial approach to bad
jokes. In 1960, Stanley Carlson was charged in
San Diego for giving false information about
explosives to an American Airlines flight
attendant. On appeal from his conviction, Carlson
argued that the charging document failed to
describe a § 35 offense. In particular, he took
issue with the allegation that he "did wilfully
impart and convey to [a flight attendant], false
information concerning an alleged attempt being
made to wilfully place a destructive substance, to
wit: explosives, upon [an American Airlines
flight]..., well knowing such information to be
false." United States v. Carlson, 296 F.2d 909,
909 (9th Cir. 1961). He contended that this
charging language failed to allege that his
statement involved explosives that had been
wilfully placed on an aircraft with intent to
damage the aircraft, and instead alleged only that
he had given false information that explosives
had been wilfully placed on an aircraft. The court
agreed, concluding that the only false reports
which are forbidden by § 35 are those concerning
an act "which would be a crime prohibited by this
chapter," and reversed Carlson's conviction. Id. at
911.

These types of prosecutions are less common
in the modern era, undoubtedly because air
travelers are aware that jokes are unacceptable.
Passengers proceeding through security
checkpoints at United States airports, for
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example, are accustomed to signs warning them
against even nonserious reference to explosives or
weapons. On occasion, unfortunate passengers
have been prosecuted for relatively benign
conduct. Courts that have considered these cases
as recently as the 1990s, though prior to 9/11,
showed less tolerance for aggressive prosecution
of non-dangerous activity. 

For example, in United States v. Grzeganek,
841 F. Supp 1169 (S.D. Fla. 1993), Grzeganek
was a passenger on a charter flight from Fort
Lauderdale to Hanover, Germany. Shortly after
take-off, he went to the middle of the plane, and,
in the court's words "acted as if he thought he was
in the toilet." Id. at 1170. When stopped by flight
attendants, Grzeganek announced "the roof was
going to go." Id. He then made a broad sweeping
gesture which the attendants thought indicated an
explosion would occur. He became unruly, and
the plane returned to Fort Lauderdale because of
fear that he had brought a bomb aboard. A search
of Grzeganek's hand luggage, conducted before
returning to Fort Lauderdale, yielded a camera, a
jar of cold cream, and clothing, but nothing
resembling a bomb. Grzeganek was arrested after
the plane landed in Fort Lauderdale. As a result,
the flight missed its connection in Gander,
Newfoundland, causing the company to divert the
plane to New York City and pay for overnight
lodging and meals for its passengers. Later, at his
guilty plea hearing, Grzeganek claimed his
gesture was "to show that his bladder was going to
explode and not the roof of the aircraft" and
elaborated, "well, if my bladder explodes, then
also the roof would go." Id. at 1171. He also
complained that, although he had spoken to one
flight attendant in German, she soon left the
midship's area and went to the front of the plane,
and then only English-speaking personnel were
there with him. Although the court was extremely
reluctant to accept a guilty plea, it did so because
of Grzeganek's lack of any kind of rational
explanation for that phrase. He was ultimately
sentenced to time served and fined $200, although
a written court opinion questioned whether he
should have been prosecuted at all.

IV. Hoaxes

Other 18 U.S.C. § 35 prosecutions have
involved conduct that was not so benevolent: the
intentional conveyance of false information about
potential airline violence, apparently in an effort
to enjoy the resulting reaction. It is questionable
whether these cases represent overinclusive
targeting at all, since the hoax act itself may be
mischief which should be prevented. False
reports, after all, distract finite air security
resources. Like the bad joke cases, the malevolent

hoax cases span from the early 1960s to the
1990s.

For example, Robert James Smith was
convicted under § 35 for telephoning a Federal
Aviation Administration (FAA) air traffic
controller at the Cincinnati Airport, saying that a
bomb was on board an outgoing aircraft. At trial,
he contested that he had done what was alleged,
claiming that his chief accuser was motivated by
a vendetta. He was convicted of a § 35 violation,
and his conviction was affirmed despite a
vigorous dissent. United States v. Smith, 283
F.2d. 16 (5th Cir. 1960). He served his time and
paid his fine, and in 1963 he was pardoned by
President Johnson. 841 F.2d 1127 (6th Cir.
1988).

The more modern case of United States v.
Sweet, 985 F.2d 443 (8th Cir. 1993), presents an
example of a true malevolent hoax. On August
29, 1991, Sweet made an anonymous phone call
to Northwest Airlines from a phone booth at the
Minneapolis Public Library, stating that a bomb
would blow up a passenger airliner traveling from
Minneapolis to Los Angeles later that night. After
repeating this threat three times, she hung up.
Several minutes later, Sweet walked into the
federal courthouse in Minneapolis. A security
guard noticed her and detained her in his office.
Sweet requested to see Deputy United States
Marshal Charles Shay. When Shay arrived, Sweet
admitted to him that she had made the bomb
threat. She told him that she had researched
various criminal statutes on airplanes and
automobiles in the public library minutes before
making the phone call. She was arrested and later
indicted on one count of threatening to destroy an
airliner in violation of 18 U.S.C. § 35(b). A jury
convicted Sweet, and she was sentenced to thirty
months. 

On appeal, Sweet unsuccessfully argued that
§ 35(b) was a specific intent crime and that her
jury instructions were erroneous. Rejecting this
claim, the court approved the jury instructions on
the following four elements of § 35(b) offense:

• the defendant conveyed or imparted
information which was, in fact, false; 

• when the defendant conveyed or imparted the
information, he/she knew it was false; 

• the defendant knowingly, intentionally,
voluntarily, and maliciously conveyed or
imparted the false information; and 

• the information imparted or conveyed
concerned an alleged attempt being made, or
to be made, to place a bomb on a civil aircraft
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with the intent that the said aircraft operating
in interstate commerce would be destroyed.

V. Non-political acts

Title 18 U.S.C. § 32 (Destruction of aircraft or
aircraft facilities) is the key non-hijacking air
violence offense. It criminalizes a variety of
willful acts:

• setting fire to, damaging, destroying,
disabling, or wrecking any aircraft in the
special aircraft jurisdiction of the
United States or any civil aircraft used,
operated, or employed in interstate, overseas,
or foreign air commerce; § 32 (a)(1)

• placing or causing to be placed a destructive
device or substance in, upon, or in proximity
to, or otherwise making or causing to be made
unworkable or unusable or hazardous to work
or use, any such aircraft, or any part or other
materials used or intended to be used in
connection with the operation of such aircraft,
if such placing or causing to be placed or such
making or causing to be made is likely to
endanger the safety of any such aircraft; § 32
(a)(2)

• setting fire to, damaging, destroying, or
disabling any air navigation facility, or
interfering by force or violence with the
operation of such facility, if such fire,
damaging, destroying, disabling, or interfering
is likely to endanger the safety of any such
aircraft in flight; § 32 (a)(3)

• with the intent to damage, destroy, or disable
any such aircraft, setting fire to, damaging,
destroying or disabling or placing a
destructive device or substance in, upon, or in
proximity to, any appliance or structure, ramp,
landing area, property, machine, or apparatus,
or any facility or other material used, or
intended to be used, in connection with the
operation, maintenance, loading, unloading or
storage of any such aircraft or any cargo
carried or intended to be carried on any such
aircraft; § 32 (a)(4)

• performing an act of violence against or
incapacitating any individual on any such
aircraft, if such act of violence or
incapacitation is likely to endanger the safety
of such aircraft; § 32 (a)(5)

• communicating information, knowing the
information to be false and under
circumstances in which such information may
reasonably be believed, thereby endangering
the safety of any such aircraft in flight; § 32
(a)(6); and

• attempting or conspiring to do any of the
above. § 32 (a)(7).

The § 32(a) crimes involve air violence
within the United States. In contrast, § 32(b)
establishes United States jurisdiction where
willful acts occur abroad or are directed against
non-United States interests. These latter crimes
require the presence of factors that allow the
United States to exercise jurisdiction in
accordance with customary international law
(essentially when the perpetrator or one of the
passengers is a United States citizen, or when the
perpetrator is "found" in the United States). They
are:

• performing an act of violence against any
individual on board any civil aircraft
registered in a country other than the
United States while such aircraft is in flight,
if such act is likely to endanger the safety of
that aircraft; § 32 (b)(1)

• destroying a civil aircraft registered in a
country other than the United States while
such aircraft is in service or causes damage to
such an aircraft which renders that aircraft
incapable of flight or which is likely to
endanger that aircraft's safety in flight; § 32
(b)(2)

• placing or causing to be placed on a civil
aircraft registered in a country other than the
United States while such aircraft is in service,
a device or substance which is likely to
destroy that aircraft, or to cause damage to
that aircraft which renders that aircraft
incapable of flight or which is likely to
endanger that aircraft's safety in flight; § 32
(b)(3) or

• attempting or conspiring to do any of the
above. § 32(b)(4).

Section 32(b) was adopted pursuant to the
United States' obligations under the Montreal
Convention for the Suppression of Unlawful Acts
Against the Safety of Civil Aviation ("the
Montreal Convention"), Sept. 23, 1971, 24 U.S.T.
565, 974 U.N.T.S. 178; see also S. REP. NO. 98-
619 at 1 (1984), reprinted in 1984 U.S.C.C.A.N
3682. The purpose of the Montreal Convention is
to ensure that individuals who attack airlines
cannot take refuge in a country because its courts
lack jurisdiction over someone who committed
such an act against a foreign-flag airline in
another nation. Suppression of Unlawful Acts
Against the safety of Civil Aviation, 24 U.S.T. at
565, 974 U.N.T.S. at 178. The Montreal
Convention requires contracting states to adopt
legislation to assert jurisdiction over such an
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offender whenever an offender is "present in" the
State and the State does not extradite the offender
to another State party.

All of the foregoing crimes are twenty-year
felonies. Section 32(c) also creates a five-year
felony for willfully imparting or conveying any
threat to commit an act which would violate any
of the above, with an apparent determination and
will to carry the threat into execution. 

Although § 32 is a terrorism crime, it has been
used to prosecute persons for nonpolitical
conduct, where damage was relatively minor or
nonexistent and the defendant appeared motivated
by personal animus. Few legal issues, other than
the admissibility of particular evidence and the
appropriate venue, were raised in these matters.
However, the facts in the following cases illustrate
the type of nonpolitical air violence cases that
have been prosecuted.

• In United States v. Havelok, 427 F.2d 987
(10th Cir. 1970), Lawrence Havelock was
convicted of starting a fire in a restroom
during a flight to Denver. The fire began just
a few minutes before landing. During a period
of one hour and ten minutes, Havelock used
the lavatory facilities three times for the
alleged purpose of shaving. On the initial trip
he claimed he was unable to complete the task
because the flight was too rough. However,
flight personnel and passengers testified that
the flight did not experience any turbulence
until just outside Denver, long after the first
shaving attempt. The second trip apparently
was unsatisfactory since he later returned for a
third attempt at a "better shave." He entered
and remained in the bathroom for about ten
minutes, during which time the "fasten seat
belt" sign was on and the aircraft was
descending into Denver. He was seen wearing
yellow rubber gloves as he left the restroom.
A few minutes later the fire was discovered.
As smoke filled the cabin the passengers,
including Havelock, were asked to move to
the forward part of the airplane. Havelock was
observed near seat 14-C where the yellow
gloves containing pieces of matchbook covers
were later found. Havelock was convicted of
violating 18 U.S.C. § 32.

• In United States v. Hume, 453 F. 2d 339 (5th
Cir. 1971), Castleberry owned and operated
an aircraft used for dusting. On the morning
of July 26, 1970, he took off in his aircraft
and was dusting in Texas near Burrelle
Hume's residence. Hume came out of his
house and shot the aircraft with his .22 caliber
rifle on two different runs. Hume's shots made

a small hole in the aircraft wing and also hit
the fuel pump bracket. He was eventually
convicted of violating 18 U.S.C. § 32.

• In United States v. Webb, 625 F.2d 709 (5th
Cir. 1980), a helicopter pilot testified that he
was flying past B.H.Webb's house when he
saw Webb run out to a parked car, take out a
rifle, and start firing. Webb was convicted
under 18 U.S.C. § 32, despite proffering
expert testimony that he lacked the
"propensity to commit a violent act."

VI. Conclusion

The above prosecution examples reflect the
outer edge of air crime enforcement, where
prudence demands aggressive prosecution of
people who did not necessarily intend to send a
political message or actually jeopardize the lives
of innocents. The other end of the spectrum
captures the worst type of air terrorism, the
commandeering of airliners through threat of
violence, or what has come to be known as
"skyjacking." Along with assassinations, the
politically-motivated skyjackings are the
quintessential terrorist act. Although not all
skyjackings are political, they are prosecuted
under the same statutes. These cases are
addressed in another article.�
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I. Introduction

Even more heinous than the act of pirating a
plane through threat of force is the intentional
placement of explosive devices in and around
aircraft. American prosecutors have dealt with this
conduct on several occasions over the last forty
years.

Air-related bombings predate skyjackings. In
October 1933, all seven passengers on board a
United Airlines flight were killed when a bomb
exploded over Chesterton, Indiana. An explosive
device that an aggrieved woman hired ex-convicts
to place aboard a Philippines airliner in 1949, in
order to kill her husband, caused the death of
thirteen persons. That same year, a Canadian
jeweler named Albert Guay, in an attempt to
attract a teenage mistress who had broken off their
relationship, placed an improvised explosive
device aboard a flight containing his wife, on
whose life he had taken a large insurance policy.
The explosion outside of Montreal killed all the
passengers, including three Americans. JEFFREY

SIMON, THE TERRORIST TRAP: AMERICA 'S
EXPERIENCE WITH TERRORISM 46 (Indiania Press,
2d ed. 2001).

In the United States, the first criminal
prosecution of an air bombing occurred in
Colorado state court, and involved John Gilbert
Graham, a 23-year old who collected $37,500 in
life insurance after a Denver-to-Portland plane
carrying his mother exploded. Following an
extensive FBI forensic investigation that
foreshadowed the terrorism investigations of the
1980s, Graham confessed to placing twenty-five
sticks of dynamite and a timing device aboard the
plane. Following his jury conviction, Graham was
executed. Graham v. People, 302 F.2d 737
(D. Colo. 1956). The incident led the U.S.
Congress to enact the federal air bombing statute,
a crime that has resulted in several published
opinions in air bombing prosecutions over the last
forty years. 

The main statute for this type of terrorism is
18 U.S.C. § 32 (2003), which provides, in relevant
part:

§ 32. Destruction of aircraft or aircraft
facilities

(a) Whoever willfully–

(1) sets fire to, damages, destroys,
disables, or wrecks any aircraft in the
special aircraft jurisdiction of the
United States or any civil aircraft used,
operated, or employed in interstate,
overseas, or foreign air commerce;

(2) places or causes to be placed a
destructive device or substance in, upon,
or in proximity to, or otherwise makes or
causes to be made unworkable or
unusable or hazardous to work or use, any
such aircraft, or any part or other
materials used or intended to be used in
connection with the operation of such
aircraft, if such placing or causing to be
placed or such making or causing to be
made is likely to endanger the safety of
any such aircraft;

(3) sets fire to, damages, destroys, or
disables any air navigation facility, or
interferes by force or violence with the
operation of such facility, if such fire,
damaging, destroying, disabling, or
interfering is likely to endanger the safety
of any such aircraft in flight;

(4) with the intent to damage, destroy, or
disable any such aircraft, sets fire to,
damages, destroys, or disables or places a
destructive device or substance in, upon,
or in proximity to, any appliance or
structure, ramp, landing area, property,
machine, or apparatus, or any facility or
other material used, or intended to be
used, in connection with the operation,
maintenance, loading, unloading or
storage of any such aircraft or any cargo
carried or intended to be carried on any
such aircraft;

(5) performs an act of violence against or
incapacitates any individual on any such
aircraft, if such act of violence or
incapacitation is likely to endanger the
safety of such aircraft;

(6) communicates information, knowing
the information to be false and under
circumstances in which such information
may reasonably be believed, thereby
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endangering the safety of any such
aircraft in flight; or

(7) attempts or conspires to do anything
prohibited under paragraphs (1) through
(6) of this subsection; 

shall be fined under this title or imprisoned not
more than twenty years or both.

(b) Whoever willfully–

(1) performs an act of violence against
any individual on board any civil aircraft
registered in a country other than the
United States while such aircraft is in
flight, if such act is likely to endanger the
safety of that aircraft;

(2) destroys a civil aircraft registered in a
country other than the United States while
such aircraft is in service or causes
damage to such an aircraft which renders
that aircraft incapable of flight or which is
likely to endanger that aircraft's safety in
flight;

(3) places or causes to be placed on a civil
aircraft registered in a country other than
the United States while such aircraft is in
service, a device or substance which is
likely to destroy that aircraft, or to cause
damage to that aircraft which renders that
aircraft incapable of flight or which is
likely to endanger that aircraft's safety in
flight; or

(4) attempts or conspires to commit an
offense described in paragraphs (1)
through (3) of this subsection;

shall be fined under this title or imprisoned not
more than twenty years, or both. There is
jurisdiction over an offense under this subsection
if a national of the United States was on board, or
would have been on board, the aircraft; an
offender is a national of the United States; or an
offender is afterwards found in the United States. 

II. The air bom bing cases

A. United States v. Lyon, 567 F.2d 777 (8th Cir.
1977)

On December 17, 1966, a dynamite bomb
exploded in the St. Louis Municipal Airport
terminal, damaging the terminal but causing no
injuries. The unexploded bomb was discovered
and the terminal evacuated prior to detonation,
and the St. Louis County Police and Fire
Departments were called. A group of county
police officers, led by Major F. J. Vasel,
responded. Major Vasel inspected the bomb,
which consisted of a wind-up alarm clock, two

sticks of dynamite, and caps and wires arranged in
a shoe box. As Vasel turned and walked away, the
bomb exploded, knocking him to the floor. 

Several employees of the McDonnell Aircraft
Corporation were suspicious of a co-worker,
Verne Lyon. One of the employees, Bryon Rall,
told detectives that prior to the bombing, he had
overheard a telephone conversation in which Lyon
made a reference to the purchase of dynamite.
Emil Eisenreich, another McDonnell employee,
told detectives that on the day of the bombing,
Lyon asked him if he knew anyone who could
solder some wires to two flashlight batteries.
Eisenreich later observed Lyon with the batteries
and wires soldered. Martha Fay Van Diver said
that prior to the bombing Lyon had asked her for a
shoe box. On the day following the bombing,
Lyon told her that he had obtained a shoe box
from his landlady. 

On December 20th, officers went to Lyon's
address and met his landlady, Mollie Lorts, who
showed them the second floor room she rented to
Lyon. She confirmed that she had given Lyon a
shoe box a few days earlier and gave the officers
an identical box. The officers went to Lyon's
room, looked in, and observed, through the
doorway, multi-colored wire on a dresser. A
search warrant was obtained and executed. Lyon
told the officers that there was dynamite in a
suitcase and blasting caps in a dresser drawer, and
officers found seven sticks of dynamite in the
suitcase, and a box containing four blasting caps
in the dresser. Id. at 780.

After he was indicted under 8 U.S.C. § 32,
Lyon became a fugitive, and was not captured
until his 1977 deportation from Peru. Id. He was
ultimately convicted by a jury and sentenced to
fifteen years in prison for the crime of willfully
placing a destructive device in the vicinity of an
aircraft, plus an additional two years for jumping
bail. Id. at 780-81. However, his case was
reversed and remanded for new trial because of
admission of evidence seized under an improperly
issued search warrant. Id. at 784. The bail
jumping conviction was affirmed. On remand, the
defendant was again convicted of the 18 U.S.C.
§ 32 charge. United States v. Lyon, 588 F.2d 581
(5th Cir. 1978).

B. United States v. Cook, 432 F.2d 1093 (7th
Cir. 1970)

In the early 1960s, Earle Cook, on several
occasions, discussed having his wife killed. Some
of the discussions touched on the possibility of
using an explosive device. 
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On November 12, 1967, Cook drove his wife
to the airport to catch a flight to California. He
checked two bags for his wife with a sky cap, and
received two stubs which he gave her. Cook then
returned to his car, took out a third bag, and
checked it through another sky cap. He did not
give his wife the stub to the third bag, in which a
bomb was secreted. There were eighty-one
persons on the 727 jet plane. Over Colorado, a
bomb exploded in the baggage compartment,
depressurizing the aircraft, which was
nevertheless able to land safely in San Diego.

 The FBI interviewed spouses, friends, and
relatives of all the passengers on the plane. Id.
The investigation indicated that the bag containing
the bomb was the third bag Cook checked. While
interviewing Cook, FBI agents removed a number
of items from his residence: a vise, wire, and other
electrical items. Id. Cook was ultimately
convicted under 18 U.S.C. § 32. Id. In the
unsuccessful appeal of this conviction, Cook's
main argument involved the trial court's refusal to
grant him discovery of government forensic tests.
Id. He was sentenced to two concurrent twenty-
year prison terms. Id at 1095.

C. United States v. Bradley, 540 F. Supp. 690 (D.
Md. 1982)

Martin Thomas Bradley's wife was scheduled
to fly to Wichita Falls, Texas, on March 2, 1982.
Id. at 692. After she had packed her suitcase,
Bradley, without her knowledge or consent,
placed a bomb in her luggage. Id. The next day,
they drove from their home in Maryland to
Washington National Airport in Alexandria,
Virginia. Id. The bomb failed to detonate and was
not discovered until Mrs. Bradley unpacked her
suitcase upon her arrival in Texas. Id.

Mr. Bradley was charged with willfully
causing a destructive substance to be placed in an
aircraft in violation of 18 U.S.C. § 32,
transporting an explosive device in interstate
commerce with knowledge and intent that it
would be used to kill his wife and damage an
airplane, in violation of 18 U.S.C. § 844(d), and
willfully causing an explosive device to be placed
on an airplane in violation of 49 U.S.C.
§ 1472(l)(1)(C) and (2).

D. United States v. Rashed, 85 F. Supp. 2d 96
(D.D.C. 1999)

On an August 11, 1982 Pan Am flight from
Tokyo, a bomb exploded twenty minutes before
the flight was scheduled to land in Hawaii, killing
one passenger and wounding fifteen others. Id. at
98. At the time of the incident, Mohammed
Rashed was a high-ranking leader of the "15th of

May" Palestinian terrorist organization. Id.
Rashed was charged with conspiring to attack the
interests of the United States through a series of
bombing missions at various locations around the
world. Id. 

In 1987, a federal grand jury indicted Rashed
and two codefendants on nine counts. Mohammed
Hamdan was arrested in Greece on May 30, 1988.
The United States subsequently requested his
extradition under its bilateral extradition treaty
with Greece. Treaty of Extradition between the
United States and the Hellenic Republic, May 6,
1931, 47 Stat. 2185, as further interpreted by the
Protocol, Sept. 2, 1937, 51 Stat. 357. In May
1989, the Greek Supreme Court ruled that Rashed
could be extradited on seven of the nine counts
contained in the U.S. indictment. Nevertheless,
the Greek Government delayed handing Rashed
over to the United States and instead chose to
prosecute Rashed itself. Rashed was found guilty
of intentional homicide and placement of
explosive devices in an aircraft, but acquitted of
charges of illegal seizure of an aircraft and
instigation of damage to aircraft. Although
sentenced to fifteen years in prison, he was
released after serving eight and a half years. In the
course of his travels outside Greece, he was taken
into custody and arrested by the FBI.
United States v. Rashed, 234 F. 3d 1280, 1281
(D.C. Cir. 2000).

Rashed was brought to the United States in
1998. As of this writing, his case is still pending.
His main pretrial argument, which was rejected by
the D.C. Circuit, involved the validity of the
American proceedings after he had been tried and
convicted by Greek authorities for the same
conduct. He argued that the Greek proceedings,
which included an American prosecutor in the
courtroom (Dan Fromstein of the
Counterterrorism Section), were in essence an
American prosecution, and that the Double
Jeopardy Clause prohibited his subsequent
prosecution in a U.S. court. Both the district court
and the D.C. Circuit rejected this argument, with
the latter noting:

The central issue in this case is whether
Greece, in prosecuting Rashed, was a tool of
the United States and the Greek trial a sham.
Two facts render Rashed's claim implausible.
First, the United States wanted Greece to
extradite Rashed, not to prosecute him.
Greece stood its ground and refused. Rashed
acknowledges both the U.S. preference and
the Greek resistance. He points to what we
may loosely call evidence that the
United States threatened Greece with
sanctions, but that evidence itself shows that
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the threats (if made at all) were always
intended to secure extradition.

Id. at 1283. 

The Rashed case illustrates the United States'
commitment to redress international terrorism, no
matter how long it takes, and gives meaning to the
principle that terrorist actors should not rest easy
even after the immediate sting of their actions
dissipates.

E. United States v. Yunis, 924 F.2d 1086 (D.C.
Cir. 1991)

On June 11, 1985, Fawaz Yunis and four
other men boarded a Royal Jordanian aircraft
scheduled to depart from Beirut, Lebanon. They
wore civilian clothes and were armed with
military assault rifles and hand grenades. Yunis
took control of the cockpit and the remaining
hijackers held the passengers, including two
Americans, captive. The hijackers explained that
they wanted the plane to fly to Tunis, where a
conference of the Arab League was under way, so
that they could meet with delegates to the
conference.

After a refueling stop in Cyprus, the airplane
was denied permission to land in Tunis. A second
attempt to land in Tunis also failed. Subsequently,
the plane returned to Beirut, where more hijackers
came aboard. These included an official of
Lebanon's Amal Militia, the group at whose
direction Yunis claimed to act. 

The plane then headed for Syria, but it was
turned away and returned to Beirut. There, the
hijackers released the passengers, held a press
conference demanding that Palestinians leave
Lebanon, blew up the plane, and fled. 

The American investigation identified Yunis
as the probable leader of the hijackers. After
obtaining an arrest warrant, the FBI put
"Operation Goldenrod" into effect. Undercover
FBI agents lured Yunis onto a yacht in the
Mediterranean Sea with promises of a drug deal,
and arrested him once the vessel entered
international waters. Yunis was placed on a
United States Navy ship and interrogated for
several days until he was transferred to a Navy
aircraft carrier. Yunis was taken to Washington,
D.C., where he was arraigned on the original
indictment charging him with conspiracy, hostage
taking, and aircraft damage. A grand jury
subsequently returned a superseding indictment
adding additional aircraft damage counts and a
charge of air piracy. Id. at 1089.

Prior to trial, there was extensive litigation
concerning the manner in which Yunis was

brought to the United States. The Court of
Appeals for the District of Columbia ultimately
reversed the district court's opinion suppressing
Yunis' confession elicited while en route to the
United States. United States v. Yunis, 859 F.2d
953, 954-57 (D.C. Cir.1988). The district court
rejected Yunis' claim that the manner in which he
had been brought to the United States deprived the
United States of subject matter and personal
jurisdiction over the case. United States v. Yunis,
681 F. Supp. 896, 898-99 (D.D.C.1988).

[At trial,] Yunis admitted participation in
the hijacking . . . but denied parts of the
government's account and offered the
affirmative defense of obedience to military
orders, asserting that he acted on instructions
given by his superiors in Lebanon's Amal
Militia. The jury convicted Yunis of
conspiracy, 18 U.S.C. § 371 (1988), hostage
taking, 18 U.S.C. §  1203 (1988), and air
piracy (then 49 U.S.C. App. § 1472(n))
However, it acquitted him of three other
charged offenses: violence against people on
board an aircraft, 18 U.S.C. § 32(b)(1) (1988),
aircraft damage, 18 U.S.C. § 32(b)(2) (1988),
and placing a destructive device aboard an
aircraft, 18 U.S.C. § 32(b)(3) (1988). The
district court imposed concurrent sentences of
five years for conspiracy, 30 years for hostage
taking, and 20 years for air piracy.

United States v. Yunis, 924 F.2d 1086, 1089-90
(D.C. Cir. 1991).

Yunis' convictions were affirmed on appeal,
with the "obedience to military orders" defense
presenting the most unique issue. This ancient
common law defense was articulated by the
military court in the course of the My Lai
Massacre cases in Vietnam: 

The acts of a subordinate done in compliance
with an unlawful order given him by his
superior are excused and impose no criminal
liability upon him unless the superior's order
is one which a man of ordinary sense and
understanding would, under the
circumstances, know to be unlawful, or if the
order in question is actually known to the
accused to be unlawful. 

United States v. Calley, 22 C.M.A. 534, 542; 48
C.M.R. 19, 27 (1973). The district court gave a
jury instruction which included these principles,
but included a charge that Yunis could prevail on
this defense only if the Amal Militia was a
"military organization." The court further
instructed the jury that it could find that the Amal
Militia is a military organization only if the group
has a hierarchical command structure and
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conducts its operations in accordance with the
laws and customs of war, and if its members have
a uniform and carry arms openly. The appeals
court affirmed this instruction, stating that it
provided adequate assurance that Yunis did not
suffer from parochial projection of American
norms onto the issue of whether he should be
treated as a soldier for purposes of the obedience
defense. 924 F.2d at 1097-98.

III. Ramzi Yousef and the Bojinko Plot

The most extensive treatment of an air
violence case by any U.S. court involved what
came to be known as the Bojinko Plot, prosecuted
in New York in the mid-1990s. Of the ninety-
eight-page opinion issued by the Second Circuit,
approximately one-third involved legal issues
fundamental to the U.S. counterterrorism
enforcement program, and the origin and
construction of some of the air violence crimes
described in these articles.

Ramzi Yousef was one of the masterminds of
the first World Trade Center attack in 1993 and,
with Eyad Ismoil, drove the bomb-laden van into
the center's underground parking structure.
Yousef and Ismoil both escaped the United States
before being arrested, and were not part of the
New York trial of their codefendants. While a
fugitive, Yousef traveled to the Philippines and
worked with Abdul Hakim Murad on an airline
bombing scheme that became known as the
Bojinko Plot.

Yousef entered M anila a year after the W orld
Trade Center bombing, under an assumed name,
and devised a plan to attack American airliners.
According to the plan, five individuals would
place bombs aboard twelve U.S.-flag aircraft that
served routes in Southeast Asia. They would
board an airliner in Southeast Asia, assemble a
bomb on the plane, and then exit the plane during
its first layover. As the planes continued on
toward their next destinations, the time bombs
would detonate. Eleven of the twelve flights
targeted were destined for cities in the
United States.

Yousef and his coconspirators conducted
several tests in preparation for the airline
bombings. In December 1994, Yousef and Wali
Khan Amin Shah placed a bomb they had
constructed in a Manila movie theater. It
exploded, injuring several patrons. Ten days later,
Yousef planted a test bomb on a Philippine
Airlines flight from Manila to Japan. Yousef got
off the plane during a stopover and on the second
leg of the flight, the bomb exploded. One
passenger was killed and several were injured.

The plot to bomb the U.S. airliners was
uncovered fortuitously only two weeks before the
bombings were to occur. Yousef and Murad were
burning chemicals in their Manila apartment and
accidentally started a fire. The fire department
was called and Philippine police subsequently
arrived to discover chemicals and bomb
components, a laptop computer on which Yousef
had outlined the aircraft bombing plans, and other
incriminating evidence. Philippine authorities
arrested both Murad and Shah. Shah escaped and
was not recaptured for nearly a year. Yousef fled
the country, but was captured in Pakistan one
month later.

On February 21, 1996, a grand jury in the
Southern District of New York filed a twenty-
count superseding indictment against Yousef and
his codefendants. The first eleven counts charged
Yousef and Ismoil with various offenses arising
from their participation in the February 26, 1993,
bombing of the World Trade Center. Counts
twelve through nineteen charged Yousef, Murad,
and Shah with various crimes relating to the
Bojinko Plot. The trial of Yousef, Murad, and
Shah on the airline bombing charges began on
May 29, 1996, and ended on September 5, 1996,
when the jury found all three defendants guilty on
all counts. Yousef and Ismoil's trial on the World
Trade Center bombing began on July 15, 1997,
and concluded on November 12, 1997, with the
jury finding both defendants guilty on all counts.

For the World Trade Center convictions,
Yousef was sentenced to a total of 240 years of
imprisonment, consisting of 180 years on Counts
one through eight, plus two thirty-year terms each
on Counts nine and ten for violations of 18 U.S.C.
§ 924(c), to be served consecutively to the 180-
year sentence, and to each other. For the Bojinko
Plot convictions, Yousef was sentenced
principally to a term of life imprisonment, to be
served consecutively to his 240-year sentence for
the World Trade Center bombing. United States v.
Yousef, 327 F.3d 56, 79-80 (2d Cir. 2003).

Yousef's conviction was affirmed.
United States v. Yousef, 327 F.3d 56 (2d Cir.
2003). Among the important principles affirmed
by the Second Circuit's opinion were the
following:

• The application of § 32 to conduct that occurs
outside the United States does not exceed the
government's authority. Yousef contended
that his prosecution violated customary
international law limiting a nation's
jurisdiction to proscribe conduct outside its
borders, and was contrary to the Due Process
Clause of the Fifth Amendment of the
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United States Constitution. Rejecting this
argument, the Second Circuit noted that the
Bojinko Plot targeted U.S.-flag aircraft while
in flight, and was, therefore, in "the special
aircraft jurisdiction of the United States."
Also, all but one of the aircraft targeted in the
conspiracy were civil aircraft carrying
passengers destined for the United States and
were, accordingly, "civil aircraft used,
operated, or employed in... overseas, or
foreign air commerce." 18 U.S.C. § 32(a)(1).
Noting that Yousef was also charged with
violating 18 U.S.C. § 32(b)(3) for placing a
bomb on a civil aircraft registered in another
country, a Philippine Airlines flight traveling
from the Philippines to Japan on December
11, 1994, the court found that Congress
intended § 32(b) to apply to attacks on non-
U.S.-flag aircraft. "The statute applies
expressly to placing a bomb on aircraft
registered in other countries while in flight, no
matter where the attack is committed, and
provides for jurisdiction over such
extraterritorial crimes whenever, inter alia, 'an
offender is afterwards found in the
United States.'" 18 U.S.C. § 32(b). Id. at 88.

The court rejected Yousef's argument that,
absent a universally agreed-upon definition of
"terrorism," and an international consensus
that terrorism is a subject matter over which
universal jurisdiction may be exercised, the
United States cannot rest jurisdiction over him
for this "terrorist" act on either the
universality principle, or on any United States
positive law, which, he claimed, necessarily
was subordinate to customary international
law. The Second Circuit opined that
"United States law is not subordinate to
customary international law or necessarily
subordinate to treaty-based international law
and, in fact, may conflict with both." Id. at 91.
The court found that the charge involving the
Philippines aircraft was appropriate "under the
aut dedere aut punire ("extradite or
prosecute") jurisdiction created by the
Montreal Convention, as implemented in 18
U.S.C. § 32 (destruction of aircraft) and 49
U.S.C. § 46502 (aircraft piracy), and... under
the protective principle of the customary
international law of criminal jurisdiction." Id.
at 91-92. 

The court noted that Yousef's intent was to
destroy United States commercial aircraft and
influence United States foreign policy, the
making of which clearly constitutes a
"governmental function." The bombing of the
Philippine Airlines flight, as charged in Count

Nineteen, was merely a test-run that Yousef
executed to ensure that the tactics and devices
the conspirators planned to use on
United States aircraft operated properly. Id. at
110. 

• Persons forcibly brought to the United States
can be considered "found in the
United States" for purposes of the § 32(b)
extraterritorial jurisdiction. Yousef argued
that, because he was brought here against his
will when Pakistan transferred him to U.S.
custody for prosecution on charges relating to
the World Trade Center bombing, he was not
"found in the United States" within the
meaning of § 32(b). To support his position,
Yousef cited 18 U.S.C. § 1651, in which
Congress differentiated between one who is
forcibly brought into the country and one who
is found in the United States. "Whoever, on
the high seas, commits the crime of piracy as
defined by the law of nations, and is
afterwards brought into or found in the
United States, shall be imprisoned for life."
(emphasis supplied). Id. at 88.

Yousef reasons that if being "found" in
the United States merely requires a
defendant's presence here, then the
"afterwards brought into" language of
§ 1651 would be superfluous, arguing
that, because he was brought to the
United States involuntarily, he was not
"found in the United States" for purposes
of § 32(b). Upon examining the
persuasive interpretation by other courts
of an identical jurisdictional provision in a
related statute, see United States v. Rezaq,
134 F.3d 1121, 1130-32,1143 (D.C.
Cir.1998); United States v. Yunis, 924
F.2d 1086, 1092 (D.C. Cir. 1991), as well
as the purpose and plain language of 18
U.S.C. § 32(b), the court found that
Yousef was "found in the United States"
within the meaning of § 32(b).

Yousef, 327 F.3d at 88.

IV. Conclusion

Apart from the Bojinko Plot, which stretched
across international boundaries and involved
complex issues of international law, the air
bombing cases are marked by well-settled legal
principles. This point follows naturally from the
fact that the bombing plots fall squarely within the
core of conduct that must be prevented wherever
air travel exists, in the interests of public safety.
Unlike the more benign type of air-related
prosecutions, such as bad jokes and hoaxes,
described in the previous article, Title 18 U.S.C.
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§ 32 crimes do not reflect the limits of
overinclusive targeting. Persons charged with
them rarely claim that the crime should not exist,
and instead focus on more fact-specific defenses.
This point is also borne out by the 1988 explosion
of Pan Am Flight No. 103 over Lockerbie,
Scotland, in which the Libyan defendants were
prosecuted a decade later in a Scottish proceeding
venued in the Hague, Netherlands, assisted by
American prosecutors. In that matter, the two
defendants largely did not contest the heinousness
of the terrorist act, and whether it should have
been punished. Instead, like many of the
defendants described above, they devoted their
efforts to trying to show that they were not the
ones responsible. One was successful, while the
other was not.�
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I. Political violence in the air

If bad jokes at airports, bomb hoaxes, and
nonpolitical damage to airplanes and airline
facilities are crimes on one end of the air violence
spectrum, air piracy, the commandeering of
airliners through threat of violence, or what has
come to be known as "skyjacking," is at the other.
Along with assassinations, the politically-
motivated skyjackings are the quintessential
terrorist act. Although not all skyjackings are
political, both political and nonpolitical incidents
are prosecuted under the same statutes.

The crime of air piracy is defined in 49 U.S.C.
§ 465026 as seizing or exercising control, or
attempting to seize or exercise control, of an
aircraft "by force, violence, threat of force or
violence, or any form of intimidation, and with
wrongful intent." It is a United States crime to do
so if the aircraft is in the special aircraft
jurisdiction of the United States or if a national of
the United States is aboard the aircraft, an
offender is a national of the United States, or the

offender is afterwards found in the United States.
Id. 

 The elements of the skyjacking offense are: 

•  a seizure of, or exercise of control over, an
aircraft; 

• by means of force, violence, or intimidation; 

• with wrongful intent; and 

• when the aircraft is within the special aircraft
jurisdiction of the United States. 

49 U.S.C. § 46502; see. e.g., United States v.
Dixon, 592 F.2d 329, 339-40 (6th Cir. 1979).

According to the airline industry, there were
approximately 970 attempted and successful
skyjacking incidents between 1948 and 2000. The
first known skyjacking occurred in February
1931, when a Peruvian airliner was seized. The
second apparently occurred in 1947, when a plane
from Romania was forced to fly to Turkey and the
first innocent victim, a crewman, was shot dead.
In 1948, a Czechoslovakian airliner was hijacked
and landed in the U.S. zone of occupied Germany,
marking the first of many spates of skyjackings,
which appear to occur in cycles. One motivating
factor of skyjackings in this era appeared to be
migration in that most of the post-World War II
skyjackings occurred in Eastern Europe, as




