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UNI TED STATES DI STRI CT COURT
DI STRI CT OF NEW JERSEY

UNI TED STATES OF AMERI CA : Crim nal No.
V.
YAHOR ZALATAROU, . Title 18, United States Code,
a/ k/ a “Egor Zolotorev,” : Sections 2251, 2252, 1956, 982
a/ k/a “Yahor Zzal upkin,” : and 2

a/ k/a “Leader,”
ALl AKSANDR BO KA,

al k/a “ Al exander Boi ko, "
ALEXElI BUCHNEV,

alkia “Alex,”
TATSI ANA Sl ENKO,

al k/a “Tatiana Senko”
REGPAY CO, LTD,

a/kl/ia “Trust Bill,” and
CONNECTI ONS USA, | NC., :
a/k/a “iServe. cont : | NDI CTMENT

The Grand Jury in and for the District of New Jersey,
sitting at Newark, charges:
COUNT ONE

(Conspiracy to Advertise Child Pornography)

1. At all tinmes relevant to this Indictnment:
a. Defendant REGPAY CO, LTD, a/k/a “Trustbill”

(hereinafter “Regpay”), located in Mnsk, Belarus, was a credit
card processing conpany providing billing services for
i ndi vi dual s and/ or conpani es selling nmenberships to websites over
the internet containing child pornography. Regpay al so
mai nt ai ned and operated websites containing child pornography and
a website advertising the sale of these and ot her websites.

b. Defendant YAHOR ZALATARQU, al/k/a *Egor



Zol otorev,” alk/a “Yahor Zalupkin,” alk/a “Leader” (hereafter
“Zal atarou”), a resident of Belarus, was the president of Regpay,
and controlled its operations.

c. Defendant ALI AKSANDR BO KA, a/k/a “Al exander
Boi ko” (hereafter “Boika”), a resident of Belarus, was enpl oyed
as Regpay’s technical adm nistrator.

The Conspiracy

2. Fromin or about June, 2002, through in or about
August 1, 2003, in the District of New Jersey, and el sewhere,
def endant s,
YAHOR ZALATARQU, al/k/a “Egor Zolotorev,” alk/a "“Yahor Zal upkin,”

al k/a “Leader,”
ALl AKSANDR BO KA, al/k/a “Al exander Boi ko,” and
REGPAY CO, LTD, a/k/a “Trust Bill”

did knowingly and wilfully conspire and agree with each ot her,
and with others, to make, print and publish, and cause to be
made, printed and published, any notice and adverti senent seeking
and offering to receive, exchange, buy, produce, display,
di stribute, and reproduce any visual depiction, the production of
whi ch visual depiction involved the use of a mnor engaging in
sexual ly explicit conduct, as defined in Title 18, United States
Code, Section 2256(2), and such visual depiction was of such
conduct, and such notice and adverti senent was transported in
interstate and foreign comrerce by conputer, contrary to Title

18, United States Code, Section 2251(d)(1)(A).

The bject of the Conspiracy

3. The object of the conspiracy was to nmake avail abl e
over the internet to individuals located in the United States and
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t hroughout the world a website which advertised the sale of
menber shi ps to websites containing child pornography. Several of
t hese websites were owned by the defendants.

The Manner and Means of the Conspiracy

4. It was part of the conspiracy that defendants YAHOR
ZALATARQU, ALI AKSANDR BO KA, REGPAY CO, LTD, and ot hers,
mai nt ai ned a website, “ww.redl agoon.com” (hereafter
“Redl agoon”) which advertised nenbership to websites contai ning
chil d pornography. Specifically, a portion of the Redl agoon
website di splayed the foll owi ng descriptions: 1)"“REDLAGOON -

Deepen into underground pedo world...”; and 2)“UNTIL THEY GROW UP
GET CLGCSER TO | NNOCENT PASSION ... THE MOST POPULAR FORBI DDEN
LOLI TA SITES:.” The website al so contai ned adverti senents for

el even other websites. These eleven sites were divided into a
first set of five, belowthe title: “RedLagoon Studi o Wbsites”
and the remaining six, belowthe title “Friendly Wbsites.” The
five “RedLagoon Studi o Websites” included ww. dar kf eel i ng. com
wwwv. | ust-gal l ery.com ww.lolittles.com ww.juventaclub.com and
wwmwv. vei | edpages. com  Several of these websites contained child
por nogr aphy.

5. It was a further part of the conspiracy that
def endants YAHOR ZALATARQU, ALI AKSANDR BO KA, REGPAY CO, LTD, and
others, provided a rating and a description for each of the
websi tes adverti sed on the Redl agoon website.

6. It was a further part of the conspiracy that

def endants YAHOR ZALATARQU, ALI AKSANDR BO KA, REGPAY CO, LTD, and



ot hers, used the services of computer hosting conpani es | ocated
in the United States to maintain the Redl agoon website enabling
i ndi viduals located in New Jersey, the United States and
t hroughout the world to obtain access to the website over the
i nternet.

7. 1t was a further part of the conspiracy that
def endants YAHOR ZALATARQU, ALI AKSANDR BO KA, REGPAY CO, LTD, and
ot hers, created and mai ntai ned a system whereby individuals
accessi ng the Redl agoon website could access a free preview tour
of the advertised websites by sinply clicking on the
advertisenent for the website.

8. It was a further part of the conspiracy that
def endants YAHOR ZALATARQU, ALI AKSANDR BO KA, REGPAY CO, LTD, and
ot hers, maintained and operated the Redl agoon website renotely
from Bel arus and ot her |ocations outside of the United States.

In violation of Title 18, United States Code, Section
2251(e).



COUNT _TWO

(Advertising the Sale of Child Pornography)

1. Paragraphs 1 and 3 through 8 of Count One are
reall eged and incorporated as if fully set forth herein.

2. Fromin or about June, 2002, through in or about
August 1, 2003, in the District of New Jersey, and el sewhere,
def endant s,
YAHOR ZALATARQU, al/k/a *“Egor Zolotorev,” al/k/a *“Yahor Zal upkin,”

al k/a “Leader,”
ALl AKSANDR BO KA, a/k/a “Al exander Boiko,” and
REGPAY CO, LTD, a/k/a “Trust Bill”

did know ngly and wilfully make, print and publish, and cause to
be made, printed and published, a notice and adverti senent,
specifically the internet website “ww.redl agoon.com” seeking
and offering to receive, exchange, buy, produce, display,
distribute, and reproduce any visual depiction, the production of
whi ch vi sual depiction involved the use of a mnor engaging in
sexual ly explicit conduct, as defined in Title 18, United States
Code, Section 2256(2), and such visual depiction was of such
conduct, and such notice and adverti senent was transported in
interstate and foreign conmerce by conputer

In violation of Title 18, United States Code, Sections

2251(d) (1) (A) and 2.



COUNT _THREE

(Conspiracy to Distribute Child Pornography)

1. Paragraphs 1 and 3 through 8 of Count One are
reall eged and incorporated as if fully set forth herein.

2. At all tinmes relevant to this Indictnent:

a. Defendant ALEXEI BUCHNEV, al/k/a “Alex” (hereafter
“Buchnev”), a resident of Belarus, was enpl oyed by Regpay as the
conpany’s marketing director, liaison to countries where English
i s spoken, and transl ator.

b. Defendant TATSI ANA SI ENKO, a/k/a Tatiana Senko”
(hereafter “Sienko”), a resident of Belarus, was enpl oyed by
Regpay as the conpany’s adm ni strative and financial assistant.

The Conspiracy

3. Fromin or about June, 2002, through in or about
August 1, 2003, in the District of New Jersey, and el sewhere,
def endant s,
YAHOR ZALATARQU, al/k/a *“Egor Zolotorev,” al/k/a *Yahor Zal upkin,”

a/ k/a “Leader,”
ALl AKSANDR BO KA, a/k/a “Al exander Boi ko”
ALEXElI BUCHNEV, a/k/a “Alex,”
TATSI ANA SI ENKO, a/k/a “Tatiana Senko,” and
REGPAY CO, LTD, a/k/a “Trust Bill”

did know ngly and wilfully conspire and agree with each ot her,
and with others, to transport and ship in interstate commerce, by
conputer, visual depictions, the production of which involved the
use of a mnor engaging in sexually explicit conduct, as defined
in Title 18, United States Code, Section 2256(2), and such vi sual

depictions were of such conduct, contrary to Title 18, United



St ates Code, Section 2252(a)(1).

The Object of the Conspiracy

4. The object of the conspiracy was to sell over the
internet to individuals located in the United States and
t hroughout the worl d nenbershi ps to websites containing child
por nography. Several of these websites were owned by the
def endant s.

The Manner and Means of the Conspiracy

5. It was part of the conspiracy that defendants YAHOR
ZALATARQU, ALI AKSANDR BO KA, ALEXElI BUCHNEV, TATSI ANA SI ENKO,
REGPAY CO, LTD and others, provided billing services for
i ndi vi dual s and/ or conpanies offering over the internet access
to over fifty (50) websites containing child pornography. Access
to each of these websites was available to individuals purchasing
a nmenbership to the site. In this manner the defendants obtained
personal information fromindividuals |located in New Jersey, the
United States and throughout the world, seeking to purchase
access to these websites with a credit card.

6. It was a further part of the conspiracy that after
obt ai ni ng personal and credit card information from prospective
custoners, YAHOR ZALATARQU, ALI AKSANDR BO KA, ALEXElI BUCHNEV,
TATSI ANA SI ENKO, REGPAY CO, LTD and others, ran a series of
internal checks on the credit card before approving the
transaction. |If a transaction was approved, the defendants sent
t he purchaser an e-mail contai ning anong other information, a

password and user nane enabling the custonmer to access the



website containing child pornography for a specified period of
tinme.

7. 1t was a further part of the conspiracy that
def endants YAHOR ZALATARCQU, ALI AKSANDR BO KA, ALEXElI BUCHNEV,
TATSI ANA SI ENKO, REGPAY CO, LTD and ot hers, used the services of
conput er hosting conpanies |ocated in the United States to
mai ntai n a dat abase of transactional information regarding the
above descri bed purchases. These conputers were also used to
send t he above described e-nmail notices to individuals purchasing
access to the websites containing child pornography.

8. It was a further part of the conspiracy that
def endants YAHOR ZALATARCQU, ALI AKSANDR BO KA, REGPAY CO, LTD and
ot hers, maintained and operated at |east four websites containing
chil d pornography which were avail able over the internet to
i ndi viduals located in New Jersey, the United States and
t hroughout the world. These websites included
www. dar kf eel i ng. com www. | ust-gallery.com ww.lolittles.com and
www. vei | edpages. com (hereafter the “Regpay websites”).

9. It was a further part of the conspiracy that
def endants YAHOR ZALATARQU, ALI AKSANDR BO KA, REGPAY CO, LTD and
ot hers, used the services of computer hosting conpani es | ocated
in the United States to maintain the Regpay websites enabling
i ndi vi dual s t hroughout New Jersey, the United States and foreign
countries to obtain access to themover the internet.

10. It was a further part of the conspiracy that

def endants YAHOR ZALATARQU, ALI AKSANDR BO KA, REGPAY CO, LTD and



ot hers, maintained and operated the Regpay websites renotely from
Bel arus and other | ocations outside of the United States.

11. It was a further part of the conspiracy that
def endants YAHOR ZALATARCQU, ALI AKSANDR BO KA, ALEXElI BUCHNEV,
TATSI ANA SI ENKO, REGPAY CO, LTD and ot hers, processed
approxi mately $3,000,000 in credit card transactions for the sale
of menbershi ps to websites containing child pornography.
Approxi mately $50, 197 of this anmount was obtai ned from
i ndi vidual s | ocated in New Jersey.

In violation of Title 18, United States Code, Section
2252(b)(1).



COUNTS FOUR THROUGH EI GHT

(Distribution of Child Pornography)

1. Paragraphs 1 and 3 through 8 of Count One, and
par agraphs 3 through 11 of Count Three, are reall eged and
incorporated as if fully set forth herein.
2. Fromin or about June, 2002, through in or about
August 1, 2003, in the District of New Jersey, and el sewhere,
def endant s,
YAHOR ZALATARQU, al/k/a *“Egor Zolotorev,” al/k/a *Yahor Zal upkin,”
al k/a “Leader,”
ALl AKSANDR BO KA, a/k/a “Al exander Boiko,” and
REGPAY CO, LTD
did knowngly and wilfully transport and ship in interstate
comerce, by conputer, to individuals in New Jersey, as set forth
bel ow, visual depictions, specifically the websites |isted bel ow,
t he production of which involved the use of a mnor engaging in

sexual Iy explicit conduct, as defined in Title 18, United States

Code, Section 2256(2), and such visual depictions were of such

conduct .
Count Website Title Nunber of NJ
Transacti ons
Four www. dar kf eel i ng. com 84
Five www. | ustgal | ery. com 74
Si x wwv. lolittles.com 53
Seven www. vei | edpages. com 96
Ei ght www. onl i neshari ng 36
comunity. com

In violation of Title 18, United States Code, Sections

2252(a) (1) and 2.
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COUNT NI NE

(Money Laundering Conspiracy - Proceeds
of Child Pornography Schene)

1. Paragraphs 1 and 3 through 8 of Count One, and
paragraphs 2 and 4 through 11 of Count Three, are realleged and
incorporated as if fully set forth herein.

2. At all tinmes relevant to this Indictnment, defendant
CONNECTI ONS USA, INC., a/k/a "“iServe.cont (hereafter
“Connections”), located in Ft. Lauderdale, Florida, was a credit
card processing conpany providing internet billing service to
Regpay.

3. As used in this Indictnent, “financial transaction"
has the nmeaning set forth in Title 18, United States Code,
Section 1956(c) (4).

The Conspiracy

4. Fromin or about June, 2002, through in or about
August 1, 2003, in the District of New Jersey, and el sewhere,
def endant s,
YAHOR ZALATARQU, al/k/a *“Egor Zolotorev,” al/k/a *“Yahor Zal upkin,”
a/ k/a “Leader,”
ALI AKSANDR BO KA, a/k/a *Al exander Boi ko”
ALEXEI BUCHNEV, a/k/a “Alex,”
TATSI ANA SI ENKO, a/k/a “Tatiana Senko”
REGPAY CO, LTD, a/k/a “Trust Bill,” and
CONNECTI ONS USA INC., al/k/a “i Serve”
did knowi ngly and wilfully conspire and agree with each ot her,
and with others, to transport, transmt, and transfer a nonetary
instrunment and funds froma place in the United States to and

t hrough a place outside the United States, nanely, Latvia, with
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the intent to pronote the carrying on of a specified unlawful
activity, nanely, the transportation and shipnent in interstate
commer ce by conputer of visual depictions which involved the use
of a mnor engaging in sexually explicit conduct, as defined in
Title 18, United States Code Section 2256(2), and are of such
conduct, as alleged in Counts Three through Ei ght, and know ng
that the nonetary instrunment and funds involved in the
transportation, transm ssion and transfer represented the
proceeds of sone formof unlawful activity and know ng that such
transportation, transm ssion and transfer was designed in whol e
and in part to conceal and disguise the nature, |ocation, source,
ownership and control of the proceeds of the specified unlawful
activity, as described above, contrary to Title 18, United States
Code, Sections 1956(a)(2)(A) and (B)(i).

The bject of the Conspiracy

5. The object of the conspiracy was to engage in
financial transactions with the proceeds of the schene to
di stribute child pornography in order to pronote the continued
operation of this offense and to conceal the identity of the
def endants and others receiving funds for their role in this
activity.

The Manner and Means of the Conspiracy

6. It was a part of the conspiracy that defendants
YAHOR ZALATARQU, ALl AKSANDR BO KA, ALEXElI BUCHNEV, TATSI ANA
SI ENKO, and REGPAY CO, LTD obtained the services of defendant
CONNECTI ONS USA, INC., in order to process credit card
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transactions for the sale of nmenberships to websites containing
chil d pornography as described in Counts Three through Eight. In
this manner, defendants were able to conceal their involvenent in
t hese transactions fromthe major credit card associ ations.
Def endant Connections received a conmm ssion in excess of eleven
percent of the funds received fromthe schene.

7. 1t was a further part of the conspiracy that
def endant CONNECTI ONS USA, I NC. used the services of another
conpany havi ng approval fromthe major credit card associations
to conduct financial transactions with their credit cards in
order to process the above described credit card transacti ons.
In this manner the defendants were able to receive paynents from
i ndi viduals located in New Jersey, the United States and
t hroughout the world for the purchase of nenberships to websites
cont ai ning child pornography. Defendant Connecti ons
m srepresented to this conpany the true source of the funds being
processed.

8. It was a further part of the conspiracy that after
a custonmer used a credit card to purchase a nmenbership in a
website containing child pornography as described in Counts Three
t hrough Eight, the funds obtained fromthe transacti on were
deposited into a noney market account maintai ned by defendant
CONNECTI ONS USA, INC., in the United States.

9. It was a further part of the conspiracy that after
receiving the funds fromthe purchases of child pornography and

taking their fee, defendant CONNECTI ONS USA, INC., transferred by
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wire the proceeds fromthe schenme described in Counts Three
t hrough Eight to a bank account nmintained at “A” Bank in R ga,
Latvia as directed by defendants YAHOR ZALATARQU, ALI AKSANDR
BO KA, ALEXElI BUCHNEV, TATSI ANA SI ENKO, and REGPAY CO, LTD. From
in or about June 2002, through in or about June 2003,
approximately 29 wire transfers to Latvia, each in anmounts
greater than $10, 000, were sent totaling approximtely
$3, 000, 000. Each of these transfers was made through a
correspondent bank account naintained by “A” Bank at “D’ Bank.
These transactions enabl ed the continued operation of the schene
described in Counts Three through Ei ght.

In violation of Title 18, United States Code, Section
1956( h) .
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COUNT TEN

(Money Laundering Conspiracy - Transactions
in Excess of $10, 000)

1. Paragraphs 1 and 3 through 8 of Count One,
par agraphs 2 and 4 through 11 of Count Three, and paragraphs 2, 3
and 5 through 9 of Count Nine are reall eged and i ncorporated as
if fully set forth herein.

2. “D" Bank was a federally insured financial
institution with various branch offices operating throughout the
United States.

The Conspiracy

3. Fromin or about June, 2002, through in or about
August 1, 2003, in the District of New Jersey, and el sewhere,
def endant s,
YAHOR ZALATARQU, al/k/a *“Egor Zolotorev,” al/k/a *Yahor Zal upkin,”
a/ k/a “Leader,”
ALI AKSANDR BO KA, a/k/a *Al exander Boi ko”
ALEXElI BUCHNEV, a/k/a “Alex,”
TATSI ANA SI ENKO, a/k/a “Tatiana Senko”
REGPAY CO, LTD, a/k/a “Trust Bill,” and
CONNECTI ONS USA INC., a/k/a “i Serve. cont
did knowingly and wilfully conspire and agree with each other,
and with others, to engage in nonetary transactions in crimnally
derived property of a value greater than $10, 000 whi ch was
derived froma specified unlawful activity, nanely, the
transportation and shipnent in interstate commerce by conputer of
vi sual depictions which involved the use of a m nor engaging in
sexual ly explicit conduct and are of such conduct, as defined in

Title 18, United States Code, Section 2256(2), as alleged in
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Count Two, contrary to Title 18, United States Code, Section
1957.

In violation of Title 18, United States Code, Section
1956( h) .
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FORFEI TURE ALLEGATI ON

1. The allegations in Counts Nine and Ten of this
I ndi ctnent are real |l eged and i ncorporated by reference.

2. Pursuant to Title 18, United States Code, Section
982(a) (1), each defendant who is convicted of the offenses set
forth in Counts Nine and Ten of this Indictnent shall forfeit to
the United States the foll ow ng property:

a. Al right, title, and interest in any and al

property involved in each offense in violation of Title 18,
United States Code, Section 1956 (h), for which the defendant is
convicted, and all property traceable to such property, including
t he foll ow ng:

i all noney or other property that was
t he subj ect of each transaction, transportation, transm ssion,
and transfer in violation of Section 1956;

i all comm ssion, fees and other property
constituting proceeds obtained as a result of those violations;
and

iiti. all property used in any nmanner and
part to commt and to facilitate the comm ssion of those
violations, including but not limted to all rights and interest
in the internet domain nane “regpay.coni and all other domain
names registered to or controlled by the defendants and used to
commt the offenses in Counts Three through Eight.

b. A noney judgnent equal to the total anount of

nmoney i nvolved in the offenses set forth in Counts Nine and Ten
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for which each defendant is convicted. |If nore than one
defendant is convicted of the conspiracy, the defendants so
convicted are jointly and severally liable for the anount
i nvolved in the conspiracy.
3. Pursuant to Title 21, United States Code, Section

853(p), as incorporated by Title 18, United States Code, Section
982(b), each defendant shall forfeit substitute property, up to
t he val ue of the anmount described in paragraph 2, if, by any act
and omi ssion of either defendant, the property described in
par agraph 2, or any portion there of:

a. cannot be | ocated upon the exercise of due
di li gence;

b. has been transferred, sold to or deposited
with a third party;

c. has been placed beyond the jurisdiction of the
court;

d. has been substantially dimnished in val ue; or

e. has been comm ngled with other property which
cannot be divided without difficulty.

Al in accordance with Title 18, United States Code,
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Section 982 (a) (1), and Rule 32.2 (a), Federal Rules of Crim nal

Pr ocedur e.

A TRUE BI LL,

FOREPERSON

CHRI STOPHER J. CHRI STI E
United States Attorney
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