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Good morning, Chairman Pfluger, Ranking Member Magaziner, and Members of the
Committee. Today, I am honored to be here, representing the people of the Federal Bureau of
Investigation (“FBI”’), who tackle some of the most complex and most grave threats we face
every day with perseverance, professionalism, and integrity. Sometimes at the greatest of costs. I
am extremely proud of their service and commitment to the FBI’s mission and to ensuring the
safety and security of communities throughout our nation. On their behalf, I would like to
express my appreciation for the support you have given them in the past and ask for your
continued support in the future.

Foreign Intelligence Threats
Top Threats

We see nations such as China, Russia, and Iran becoming more aggressive and more
capable in their nefarious activity than ever before. These nations seek to undermine our core
democratic, economic, and scientific institutions. They employ a growing range of tactics to
advance their interests and to harm the United States. Defending American institutions and
values against these threats is a national security imperative and a priority for the FBI.

With that, the greatest long-term threat to our nation’s ideas, innovation, and economic
security is the foreign intelligence and economic espionage threat from China. It’s a threat to our
economic security—and by extension—to our national security. The Chinese government aspires
to equal or surpass the United States as a global superpower and influence the world with a value
system shaped by undemocratic authoritarian ideals. The pursuit of these goals is often with little
regard for international norms and laws.

When it comes to economic espionage, the PRC uses every means at its disposal against
us, blending cyber, human intelligence, diplomacy, corporate transactions, and pressure on U.S.



companies operating in China, to achieve its strategic goals to steal our companies’ innovations.
These efforts are consistent with China’s expressed goal to become a national power,
modernizing its military and creating innovative-driven economic growth.

To pursue this goal, China uses not only human intelligence officers, co-optees, and
corrupt corporate insiders, but also sophisticated cyber intrusions, pressure on U.S. companies in
China, shell-game corporate transactions, and joint-venture “partnerships” that are anything but a
true partnership. There’s also nothing traditional about the scale of their theft—it’s
unprecedented in the history of the FBI. American workers and companies are facing a greater,
more complex danger than they’ve ever dealt with before. Stolen innovation means stolen jobs,
stolen opportunities for American workers, stolen national power, and stolen leadership in the
industries.”

National Counterintelligence Task Force (“NCITF”)

As the lead U.S. counterintelligence agency, the FBI is responsible for detecting and
lawfully countering the actions of foreign intelligence services and organizations as they seek to
adversely affect U.S. national interests. The FBI recognized the need to coordinate similar efforts
across all agencies, and therefore established the National Counterintelligence Task Force
(“NCITF”) to create a whole-of-government approach to counterintelligence. The FBI
established the national-level task force, or NCITF, in the National Capital Region to coordinate,
facilitate, and focus these multi-agency counterintelligence operations, and to programmatically
support local Counterintelligence Task Force (“CITF”) operations. Combining the authorities
and operational capabilities of the U.S. Intelligence Community; federal, state, and local law
enforcement; and local CITFs in each FBI field office, the NCITF coordinates and leads whole-
of-government efforts to defeat hostile intelligence activities targeting the United States.

Transnational Repression

In recent years, we have seen a rise in efforts by authoritarian regimes to interfere with
freedom of expression and punish dissidents abroad. These acts of repression cross national
borders, often reaching into the United States. It’s important to note countries like China, Russia,
and Iran, stalk, intimidate, and harass certain people in the U.S. This is called transnational
repression.

Transnational repression can occur in different forms, from threats against family
members, to assaults and attempted kidnapping. Governments use transnational repression tactics
to silence the voices of their citizens, U.S. residents, or non-citizens connected to the home
country. This sort of repressive behavior is antithetical to our values as Americans. People from
all over the world are drawn to the United States by the promise of living in a free and open
society—one that adheres to the rule of law. To ensure that this promise remains a reality, we
must continue to use all of our tools to block authoritarian regimes that seek to extend their
tactics of repression beyond their shores.



Foreign Malign Influence

Our nation is confronting multifaceted foreign threats seeking to both influence our
national policies and public opinion, and cause harm to our national dialogue and debate. The
FBI and our interagency partners remain concerned about, and focused on, foreign malign
influence operations—which include subversive, undeclared, coercive, or criminal actions used
by foreign governments in their attempts to sway U.S. voters’ preferences and perspectives, shift
U.S. policies, increase discord in the United States, and undermine the American people’s
confidence in our democratic institutions and processes.

Foreign malign influence is not a new problem, but the interconnectedness of the modern
world, combined with the anonymity of the Internet, have changed the nature of the threat and
how the FBI and its partners must address it. Foreign malign influence operations have taken
many forms and used many tactics over the years. Most widely reported these days are attempts
by adversaries—hoping to reach a wide swath of Americans covertly from outside the United
States—to amplify existing stories on social media in an attempt to discredit U.S. individuals and
institutions.

The FBI is the lead federal agency responsible for investigating foreign malign influence
threats. Several years ago, we established the Foreign Influence Task Force (“FITF”) to identify
and counteract foreign malign influence operations targeting the United States. The FITF is led
by the Counterintelligence Division and comprises agents, analysts, and professional staff from
the Counterintelligence, Cyber, Counterterrorism, and Criminal Investigative Divisions. It is
specifically charged with identifying and combating foreign malign influence operations
targeting democratic institutions and values inside the United States. In all instances, the FITF
strives to protect democratic institutions, develop a common operating picture, raise adversaries’
costs, and reduce their overall asymmetric advantage.

The FITF brings the FBI’s national security and traditional criminal investigative
expertise under one umbrella to prevent foreign influence in our elections. This better enables us
to frame the threat, to identify connections across programs, to aggressively investigate as
appropriate, and—importantly—to be more agile. Coordinating closely with our partners and
leveraging relationships we have developed in the technology sector, we had several instances
where we were able to quickly relay threat indicators that those companies used to take swift
action, blocking budding abuse of their platforms.

Following the 2018 midterm elections, we reviewed the threat and the effectiveness of
our coordination and outreach. As a result of this review, we further expanded the scope of the
FITF. Previously, our efforts to combat malign foreign influence focused solely on the threat
posed by Russia. Utilizing lessons learned since 2018, the FITF widened its aperture to confront
malign foreign operations of the PRC, Iran, and other global adversaries. To address this
expanding focus and wider set of adversaries and influence efforts, we have also added resources
to maintain permanent “surge” capability on election and foreign influence threats.



In addition, the domestic counterintelligence environment is more complex than ever.
This nation faces a persistent and pervasive national security threat from foreign adversaries,
particularly Russia and China, conducting sophisticated intelligence operations using coercion,
subversion, malign influence, disinformation, cyber and economic espionage, traditional spying
and non-traditional human intelligence collection. Together, they pose a continuous threat to
U.S. national security and its economy by targeting strategic technologies, industries, sectors,
and critical infrastructures. Historically, these asymmetric national security threats involved
foreign intelligence service officers seeking U.S. government and U.S. Intelligence Community
information. The FBI has observed foreign adversaries employing a wide range of nontraditional
collection techniques, including the use of human collectors not affiliated with intelligence
services, foreign investment in critical U.S. sectors, and infiltration of U.S. supply chains. The
FBI continues to adjust its CI priorities and posture to address the evolving and multifaceted
threat.

Conclusion

Finally, the strength of any organization is its people. The threats we face as a nation
have never been greater or more diverse and the expectations placed on the FBI have never been
higher. Our fellow citizens look to the FBI to protect the United States from all threats, and the
people of the FBI continue to meet and exceed those expectations, every day. I want to thank
them for their dedicated service.

Chairman Pfluger, Ranking Member Magaziner, and Members of the Subcommittee,
thank you for the opportunity to testify today. I am happy to answer any questions you might
have.



